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DISCLAIMERS [LONSTEIN]

Information contained in this work has been obtained by the authors from sources believed to be accurate
and reliable. However, New Prairie Press, Pressbooks, Professor Randall K. Nichols (Managing Editor /
Co-Author / Publisher), Kansas State University, U.S. Army, and any of its contributors guarantee the
information’s accuracy or completeness. None of the parties mentioned above, nor its authors or contributors
or their organizations shall be responsible for any errors, omissions, or damages arising from using this
information.

This work examines znter alia technical, legal, and ethical dimensions of behavior regarding unmanned
vehicles in the air, underwater and Space, Cyber-Human Systems, Space Technologies and Threats; drone
delivery of chemical threats, biological threat agents, radiation threats, nuclear threats, cyberwar, information
warfare, electronic warfare, cybersecurity, directed energy weapons, hypersonics, CHS sensors, artificial brains,
robotics, Al, VR, EW, Metaverse, wireless power systems, acoustical countermeasures, UUVs, maritime
cybersecurity, UAS and Counter Unmanned Aircraft Systems (C-UAS), emerging and disturbing
technologies. It is not intended to turn intelligence analysts, counter-terrorism, information technology, space
system engineers, forensics investigators, drone operator/pilots, or any related professionals into lawyers. Many
of the topics discussed will concern the law and legal implications of certain behaviors. Every effort is made
to provide accurate and complete information. However, at no time will legal advice be oftered. This work
is published with the understanding that the authors are supplying information but are not attempting to
render professional services. Any reader requiring legal advice should seek the services of a lawyer authorized
to practice in the appropriate jurisdiction. All scenarios discussed in this work are hypothetical and not to be
taken or construed to be actual occurrences. Although the author and publisher have made every effort to
ensure that the information in this book was correct at press time, the author and publisher do not assume
and hereby disclaim any liability to any party for any loss, damage, or disruption caused by errors or omissions,
whether such errors or omissions result from negligence, accident, or any other cause.

The authors, publishers, and associated institutions, U.S. Army represent that all reasonable steps and
special review protocols have been taken to ensure that all information contained herein is OPEN sourced
from the public domain. To the greatest extent possible, no information of a confidential or classified nature
is set forth herein. Additionally, this misuse, re-engineering, retransmission, or republication of any content,
information, or concept contained herein shall not be permitted unless express written permission is granted
by the Managing Editor, authors, publishers, and associated institutions. Additionally, any use of the
information above by any party or intentionally disseminated to any third party or parties for any illegal or
improper purpose is expressly forbidden.

The authors and publisher have also strived to attribute and cite all third-party sources of information
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and content to the greatest extent possible where available permission has been sought for all such content,
including figures, data, and tables. In many instances, sources from which the authors seek permission have
not replied to requests or no longer have contact information. Should we have missed citing any source, we
welcome them contacting the Managing Editor, Professor Randall K. Nichols, who will ensure that any such
oversight is corrected.

Reviewed by Wayne Lonstein, Attorney at Law
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FOREWORD [COL. JOEL D. ANDERSON
(RET) - KSU OVPR (RET)]

When I was asked to do this forward, I was in the process of retiring from academia after 10 years in the
scientific, technical and research arena of higher education. At first, I was hesitant to accept this honor but
reminded myself that I had amassed nearly 5 decades of experience relevant to the topics covered in this text.
I reminded myself that I had been designated a subject matter expert (SME) by the Homeland Defense &
Security Information Analysis Center (HDIAC) while at Kansas State University. I considered that before
arriving at Kansas State University I had spent three years in industry supporting technical innovation efforts
as both a technical director for a major international corporation, and as the inaugural director for a small
company leading its autonomous systems group (ASG). I reminded myself that I had enjoyed a 26 %4 year career
as an intelligence professional, imagery officer, space operations officer, a DAWIA level III certified program
manager, and as a strategic intelligence planner.

I decided that my past experiences provided me with potentially unique insights into strategic, operational,
tactical, and technical intelligence and research related to the topics discussed herein. In reviewing the sections
I did so not only looking at the value of its content for the student, but in assessing broader critical insights that
the text might provide to others in government, industry and academia having served in each sector.

Cyber-Human Systems, Space Technologies and Threats is the 8th in a series of seminal texts focused
on influencing student and workforce development, critical thinking, and discovery. I found the topics in this
text to accurately reflect the complexity and realities of the emerging human machine world we live in here
on earth and in newfound discoveries that await us in space. A world where human/machine interactions are
blending and merging in ways that were unimaginable just a few short years ago. This text focuses on important
considerations for highly technical and demanding disciplines associated with cyber-human systems, space
technologies and real and emerging threats. Each section and chapter covers a myriad of deeply insightful
topics and considerations from expert practitioners in their respective fields. It provides a logical and practical
framework for learning not only for the student, but for those already in the workforce looking for continuing
education, certification, and credentials necessary to support national security at the critical emerging
technology level. The authors have effectively captured topics of critical importance to our sustaining
technological competitiveness, national security, economic growth, and workforce development.

In 1962, during his “We Choose the Moon” speech, President John F. Kennedy stated that “The growth of
our science and education will be enriched by new knowledge of our universe and environment, by new techniques
of learning and mapping and observation, by new tools and computers for industry, medicine, the home as well as

the school.” He proceeded to articulate this simply by stating “We choose to go to the moon....and do the other
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things, not because they are easy but because they are hard....” This text embodies this message in its fullest.
We have come a long way since 1962. We still have a long way to go.

In laying out this text, the authors have chosen to tackle hard subjects that we must consider for our next
generation of leaders and practitioners. They have done so in a manner that not only captures a current
understanding of the technological and threat playing field, but have artfully set their sights outward to the
future by logically laying out things to consider and, where needed, challenging conventional norms. As I
reviewed the content, not only was I pleased with the technical expertise of the authors, but found that each
chapter left me wanting more. It reminded me of a phrase that Neil deGrasse Tyson is attributed as saying:
“There are times, at least for now, when we must be content to love the questions themselves.”

I am confident that you will find the subject matter relevant, deeply enriching, and as either student or
practitioner—leaving you with a thirst for wanting more. I am confident that those using this text will find
answers in the material provided and energized by its content. I am also confident that in using this text, you
will also find yourself asking many questions as you work through this now and hopefully many more in the
future.

I applaud the authors for assembling its content and commend Cyber-Human Systems, Space
Technologies and Threats for wide distribution and use. They have not only provided the facts and answers,
but they will have also stimulated the questions of a new generation.

I am hopeful that in using this text you not only learn from it, but do so knowing that at one point in time
we chose the moon.

Enjoy, learn, challenge and be challenged.

Joel D Anderson
Colonel USMC (Ret)
KSU (Ret)
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CYBER-HUMAN SYSTEMS, SPACE TECHNOLOGIES AND THREATS:s our eighth textbook in a
series covering the world of UASs / CUAS/ UUVs / SPACE. Other textbooks in our series are Space Systems:
Emerging Technologies and Operations; Drone Delivery of CBNRECy — DEW Weapons: Emerging
Threats of Mini-Weapons of Mass Destruction and Disruption (WMDD); Disruptive Technologies
with applications in Airline, Marine, Defense Industries; Unmanned Vebicle Systems & Operations
On Air, Sea, Land; Counter Unmanned Aircraft Systems Technologies and Operations; Unmanned
Aircraft Systems in the Cyber Domain: Protecting USA’s Advanced Air Assets, 2nd edition; and
Unmanned Aircraft Systems (UAS) in the Cyber Domain Protecting USA’s Advanced Air Assets,
Ist edition. Our previous seven titles have received considerable global recognition in the field. (Nichols
& Carter, CYBER-HUMAN SYSTEMS, SPACE TECHNOLOGIES AND THREATS, 2023) (Nichols R.
K., 2022) (Nichols & Carter, Drone Delivery of CBNRECy - DEW Weapons: Emerging Threats of Mini-
Weapons of Mass Destruction and Disruption (WMDD), 2022) (Nichols, et al., 2021) (Nichols R. K., et al.,
2020) (Nichols R. , et al., 2020) (Nichols R., et al., 2019) (Nichols R. K., 2018) [1]

Our eighth title takes on a new purview of Cyber-Human Systems (CHS) and their effects on our world.
The textbook is broken down into three sections: Cyber-Human Systems; Space Technologies, Space Threats
(CHS used in Space vehicles and exploration and Space warfare, hypersonics and materials needed for off world
travel.)

Section 1 looks at our technological future and how humans are merging with machines. The misuse of
technology is addressed in a chapter on CHS sensors and the law. Another chapter looks at the artificial brain
and body - specifically the levels of autonomy that can practically be achieved. Chapter 4 addresses a serious
concern — feeding a globally growing population. How? By applying artificial intelligence (AI) and machine
language programming (ML) to food production / distribution / and protection cycle. The next chapter zeros
in on Cyborgs, singularity, and their use in space. We drop back in the next chapter to touch on history with
the Turing legacy. Another chapter covers the reality of managing mixed machine — human teams. The section
ends with a serious look at Neurostrike and CHATGPT.

Section 2 is devoted to space and threats. One chapter terrifies the reader with biological threats and
distribution from space vehicles. Another presents the elements of space electronic warfare with interest
in jamming and spoofing GPS signals. Still another looks at Space systems modeling and simulation. Five
major tools are presented. The author takes on the problem of conducting Deep Space Warfare and Space
Dominance. This is a fascinating and complex logistics theater of warfare.

Section 3 continues the theme of space warfare and adds hypersonics and materials of construction for space

vehicles. Our resident expert on hypersonic missiles and space defense gives the reader another bite on the apple
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from Book 7. We continue our review of cyber threats in space and speculate on the future of cyberwarfare.
Space missions have an economic framework, and this is covered in chapter 15. Quantum technologies are
making a big splash. We address their applicability to space operations. Our final chapter is a brilliant look at
inventions for transferring wireless power for space applications.

State-of-the-Art research by a team of eighteen SME:s is incorporated into our book. We trust you will enjoy

reading it as much as we have in its writing. There is hope for the future.

Randall K Nichols, DTM

Professor of Practice

Director, GC Space Systems and Operations (SSO) &

Director, GC Aerospace Cyber Operations (ACO)

Managing Editor / Co-Author, UAS / CUAS/ UUV / Space Textbook Series
Kansas State University Salina — Aerospace and Technologies Campus &
Professor Emeritus — Graduate Cybersecurity & Forensics, Utica College
LinkedIn Profile:

www.linkedin.com/in/randall-nichols-2222a691

Ili nunquam cedunt.
“We Never Yield”
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Downloads: 56,800 Meta page Hits: 15,958 Abstract views: 12,082 Referrers: 433 Rate ~ 621
-1250 per month Estimate by end 2023 = ~ 70,000 with Book 8 in inventory.
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Books such as this are the products of contributions by many people, not just the authors’ musings. CYBER-
HUMAN SYSTEMS, SPACE TECHNOLOGIES AND THREATS (Nichols & et.al, Cyber-Human
Systems, Space Technologies, and Threats, 2023) has benefited from the review of numerous experts in the
field, who gave generously of their time and expertise. In addition to invited Subject Matter Experts, this
book was reviewed by sources in the two federal agencies, who must remain anonymous and by export /
procedural / security /OVRP / management and library committees at KSU. U.S Army and U.S. Air Force
reviewing procedures were adhered to. Their contributions were especially helpful in not releasing protected
information, CLASSIFIED, or “DEEMED EXPORTABLE” categories. We will name only a few and miss
some special friends whose contributions were noteworthy. For this, we apologize in advance and beg their
forgiveness.

There are many people we would like to shout out a special thank you for your guidance, continued support
and experience from Kansas State University / Kansas State University Aerospace and Technology Campus
(AT), Salina, Kansas: Dr. Richard Linton, KSU current President; Dr. Richard Myers, retired President KSU;
Dr. Alysia Starkey, Dean & CEO of KSU-AT; Dr. Kurt C. Barnhart, prior Associate Dean of Research and
Executive Director of the UAS Research Laboratory KSU-AT; Dr. Michael Pritchard, Associate Dean and
creator of the new Space Technologies Masters and four Graduate Certificate programs; Dr. Terri Gaedderrt,
Associate Dean for Academics & Success (AT); Professor Troy Harding, Director of Academics, School of
Integrated Studies (SIS) KSU-AT; Dr. Donald V. Bergen, prior Director of Graduate Studies KSU-AT; Fred
Guzek, Professor and current Director of Graduate Studies KSU-AT; Dr. Kurt Caraway, Executive Director
UAS, Dr. Carolyn S. Jackson at New Prairie Press and Pressbooks; Col. (ret) Joel Anderson, KSU OVPR and
Research Director; Randall Mai, Research Technologist for KSU, a Dragon convert with years of experience
in the UAS field operations; Dr. Haley Larson, KSU expert in agriculture and cattle feeding and science. Dr.
Michael Oetken our in-house expert in virtual reality, extended reality, and robotics. Special thanks to Col. (ret)
Jonathan Snowden, KSU FSO and RVP who has generously helped us on potential security issues.

We had some wonderful outside SMEs to bounce ideas off and get our heads straight. They include Dr.
Donald Rebovich, Professor Emeritus, and SME in Fraud and Identity Theft, Utica College; Professor of
Practice and Cybersecurity Director, Joe Giordano, Utica College; Professor Harold B. Massey, Executive
Director of UAS Drone Port, UAS Pilot, Dr. Amit K Maitra, Chairman and Founder of Borders and Beyond,
Inc; Dr. Jeff Bardin, President of Treadstone 71, a superior intelligence firm; Richard Lescalleet, VP Sales
& marketing, Airship Technologies Group; Dr. Julie J.C.H. Ryan, SME in Intelligence and INFOSEC plus
current Wildcat author; and Dr. Dan J. Ryan, experienced SME / lawyer in intelligence, cryptography, and
global defenses and Dr. Siny Joseph KSU-AT Professor of economics and policy.
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We thank Dr. Manual Eichelberger for his brilliant solutions to spoofing attacks on GPS and aircraft signals
in his textbook Robust Global Localization Using GPS and Aircraft Signals. (Eichelberger, 2019)

We thank and give full attribution to author John C. Wright for his superb analysis and U.S. Navy model of
deep space warfare characteristics. (Wright, 2020) His work inspired Chapter 12 for our students.

No one could be prouder of the textbooks my KSU Wildcat team produced between 2018-2023. CYBER-
HUMAN SYSTEMS, SPACE TECHNOLOGIES AND THREATS is our eighth textbook in a textbook
series covering the world of Cyber-Human Systems, AI, Cyborgs, Robots, Automation, Space Technologies
and Threats.[1] Other textbooks in our series are Space Systems: Emerging Technologies and Operations;
Drone Delivery of CBNRECy — DEW Weapons: Emerging Threats of Mini-Weapons of Mass
Destruction and Disruption (WMDD); Disruptive Technologies with applications in Airline,
Marine, Defense Industries; Unmanned Vehicle Systems & Operations On Air, Sea, Land; Counter
Unmanned Aircraft Systems Technologies and Operations; Unmanned Aircraft Systems in the
Cyber Domain: Protecting USA’s Advanced Air Assets, 2nd edition; and Unmanned Aircraft
Systems (UAS) in the Cyber Domain Protecting USA’s Advanced Air Assets, 1st edition. Our previous
seven titles have received considerable global recognition in the field. (Nichols & Carter, CYBER-HUMAN
SYSTEMS, SPACE TECHNOLOGIES AND THREATS, 2023) (Nichols R. K., 2022) (Nichols & Carter,
Drone Delivery of CBNRECy — DEW Weapons: Emerging Threats of Mini-Weapons of Mass Destruction
and Disruption (WMDD), 2022) (Nichols, et al., 2021) (Nichols R. K., et al., 2020) (Nichols R. , et al.,
2020) (Nichols R., et al., 2019) (Nichols R. K., 2018)

Next comes our expanded Wildcat writing team: Dr. Suzanne M. Sincavage, Co-Chair of the Foundation
for Biodefense Research, which is devoted and dedicated to promoting the biodefense intelligence tradecraft
and developing a stronger biodefense community with government, industry, academia professional
organizations; Dr. Julie J. C. H. Ryan, CEO, Wyndrose Technical Group, is hands down the best subject
matter expert (SME) in the Information Security field; Dr. Hans C. Mumm is a leadership expert and SME
on management of UAS weapons — a lethal combination; Dr. Wayne C. Lonstein, Esq., a previous Dragon
(Nichols’ student) has gained recognition (licenses and certifications) in both law and cybersecurity as well
as heads up his own legal firm addressing social disinformation; Professor Candice M. Carter, a Dragoness
who is the creator of a cybersecurity program at Wilmington University and travels globally closing specialized
cybersecurity breaches in major corporations. Major John Paul Hood, US Army, (our military adviser and
previous Dragon) joined us to help us understand the intricacies of military C-UAS (non-classified)
applications; Dr. Mark Jackson, SME in UUV, naval architecture, nanotechnologies and space manufacturing
systems; Dr. Siny Joseph, an expert in space economies, Robert McCreight, a specialist in U.S. Army Special
Operations and National Security Expert in Defense programs associated with nuclear and biological defense
matters; Prof. William Slofer, Dragon and SME in radar and Hypersonic technologies. We appreciate all of
their contributions. Dr. Saeed Khan, Professor, SIS KSU-AT demonstrated original research on wireless power
transfer in space vehicles. We are Honored to have engaged LTC Jerry Drew, U.S. ARMY CGSC to write a

chapter. LTC Drew has the experience to understand our priorities and hope for the future. LTC Drew is an
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organizational planner for Space & Missile Defense Command, Space Command, and Space Force with eleven
years as a space operations officer assigned in multiple mission areas In addition, we are blessed to have two
current KSU GC ACO Dragons, both U.S. Army, Major Carter Diebold and SGM (Ret.) Peter D. Johnson
currently CUAS Specialist and one former Dragon. SGM Johnson gave us a fun chapter on Cyborgs. Major
Diebold taught us about space simulations. Max Farcot generously shared experiences in engaging chapter on
cyber threats in space. Dr John Toebes, SME, and holder of 150 U.S. Patents in the robotics industry. He
authored our lead-oft chapter. Special thanks to CEO Joel Coulter, Chief Safety Pilot Justin Redetzke, CEO
Mike Monnik, EVP Richard Lescalleet and SMSGT Jeremy Shay for their special council and excellent advice
on a wide variety of topics.

We were fortunate to have Dr. Sincavage and Trevor Muehlfelder build our beautiful cover art. They also
collaborated with Prof. Carter on the chapter covering biological threats and growth in space. Trevor was
especially helpful in the editing and crisis mode toward the end of our project.

We are Honored to have engaged Col (ret.) Joel D. Anderson USAF OVPR to write our Foreword. Col.
Anderson has years of experience to understand our priorities and hope for the future in Space. He has been
a wonderful friend / Mentor to the KSU Wildcat author team for more than 7 years. We hold LTC Col. (ret),
USAF, Jonathan Snowden, KSU Research Security Officer and FSO in the highest regard as he has been a
security beacon for our writings.

Special thanks to Gwen Sibley, Assistant Professor, Scholarly Communications and Copyright Librarian,
Ryan Otto, Associate Professor, Scholarly Communications and Copyright Librarian, Carolyn Jackson,
Scholarly Communications / OER Librarian, and Laura Bonella, Department Head, Academic Services for
making our book a reality at New Prairie Press with Pressbooks.

Professor Randall K. Nichols is Managing Editor/Author/Co-author with his Wildcat Team of fifteen
textbooks and developer of six Master’s and Certificate programs in Cybersecurity, Intelligence, Forensics,
Aerospace Cyber Operations, and UAS/CUAS/UUV/Space at Utica College and Kansas State University.
Nichols serves as Professor of Practice, Director, GC Space Systems and Operations (SSO) & Director, GC
Aerospace Cyber Operations (ACO) graduate programs. He has five decades of management and technical
experience in multiple disciplines training resources to protect the United States from terrorism.

Finally, Mrs. Montine Nichols, my God-given Angel of 39 years, deserves a commendation for her help on
the final drafts and copy edit work for our book and a living (surviving) this long with a real Dragon who hardly

sleeps.

Randall K Nichols, DTM

Professor of Practice

Director, GC Space Systems and Operations (SSO) &

Director, GC Aerospace Cyber Operations (ACO)

Managing Editor / Co-Author, UAS / CUAS/ UUV Space Textbook Series
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Kansas State University Salina — Aerospace and Technologies Campus &
Professor Emeritus — Graduate Cybersecurity & Forensics, Utica College
LinkedIn Profile:

www.linkedin.com/in/randall-nichols-2222a691

Ili nunquam cedunt.
“We Never Yield”
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* Cybersecurity / Surveillance Technologies: Aerial, Infrared, Visual, Ultraviolet, Radio, Radar & Sonar

* SCADA - Advanced Cyber-weapons Creation / Deployment / Deployment / Defense

* UAS- Integrating Unmanned Aircraft Systems into National Airspace System

* CUAS - Designing advanced counter UAS systems with Stealth

* UUVs - Tracking Unmanned Underwater ISR Vehicles of hostile actors

* Designing Acoustic Countermeasures against hostile-actor UAS SWARMS & developing dual-purpose
IFF sound libraries.

* Space Electronic Warfare & ECD Jamming / Spoofing Countermeasures

* Humanitarian use of Space Technologies to improve global food availability

Contact Prof. Randall K. Nichols at 717-329-9836 or profrknichols@ksu.edu.
*Direct all inquiries about this book to Prof. Randall K. Nichols at profrknichols@ksu.edu

DR. HANS C. MUMM (CO-AUTHOR)

Dr. Mumm has spent a combined twenty-nine years in government and contractor service building teams
to address hard problems in the areas of national security, homeland security, and advanced technologies. He

was the Division Chief for Cyber Security at the Office of The Director of National Intelligence (ODNI),
programming and executing a budget of over $140M. Subsequently, he accepted a Branch Chief position


mailto:profrknichols@ksu.edu
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with the CIA and built a unique set of continuous monitoring capabilities supporting the ICD503 Risk
Management Framework. His achievements include establishing a rogue wireless framework, as well as the
funding, technology, and teams to support the ICD 503 initiatives. His programmatic responsibilities included
the auditable financial statements of assigned programs, and the long-range planning for next-generation
systems, including tracking working capital funds through the CBJB and POM submissions.

He gained notoriety during Operation Iraqi Freedom as the officer in charge of the “Iraqi Regime Playing
Cards; CENTCOM’S Top 55 Most Wanted List,” which was touted by the Defense Intelligence Agency
(DIA) as one the most successful Information Operations (IO) in the history of DIA. Due to combat injuries,
he was medically retired through the Wounded Warrior Transition Program and was a direct hire to the ODNL
The successes of his teams live in history books, technology journals, and military museums.

Dr. Mumm is a proven leader in a diverse set of fields, including autonomous systems, post-quantum
cyber security, Al/machine learning, advanced fuel systems, cognitive scientific research, and all aspects of
the military intelligence communities. He has nine published books and many whitepapers and research
studies to his credit in both the scientific and social science arenas. He has won grants and contracts to
further test and evaluate his original research. He has notable experience in research and systems engineering,
which includes winning awards and contracts for UAV research and the creation of an advanced multiple-
fuel system (Al-based) where he operated the world’s first and only helicopter that flies on five separate fuels
without engine modifications. His research extends into emerging and disruptive technology for oftensive
and defensive missions supporting US and coalition operations. His UAV and robotics expertise has focused
on determining the specific uses, exceptions, and allowances for robotics operations, including studying the
unintended consequences, future use, and misuse of such technologies.

Dr. Mumm holds a Doctorate of Management with a concentration in Homeland Security from Colorado
Technical University (CTU), an MS in Strategic Intelligence from American Military University (AMU), and a
BS in Management from Chadwick University. His military education includes dozens of in-residence strategic
and tactical courses, as well as specialized intelligence disciplines, leadership, and management courses.

Dr. Mumm was entered into US Congressional Record (E1201-E1202 Sept 5, 2018) for his decades of
dedication and service to the United States of America. He has earned twenty-three personal military ribbons/
medals, including six military unit medals/citations and two Directors Awards from the Defense Intelligence
Agency. In 2016 he was awarded the People of Distinction Humanitarian Award and granted a US Patent
and Trademark for How to Harmonize the Speed of Innovation and Change with the Human Spirit’s Need
for Leadership. In 2005, Dr. Mumm was recognized as one of the “Ten Outstanding Young Americans.” In
2003, he was awarded the National Defense PAC “American Patriot Ingenuity Award” for his service during
“Operation Iraqi Freedom.”

Dr. Mumm is an adjunct professor at Penn West in California, Pennsylvania, instructing Homeland
Security courses in the Criminal Justice Department.

He recently Co-Authored “Space Systems: Emerging Technologies and Operations” the seventh book in a

series of textbooks, which includes two editions titled “Unmanned Aircraft in the Cyber Domain; Protecting
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USA’s Advanced Air Assets,” Drone Delivery of CBNRECy — DEW WEAPONS -Emerging Threats of
Mini-Weapons of Mass Destruction and Disruption (WMDD) “Unmanned Vehicle Systems & Operations
on Air, Sea, Land,” and an early 2020 book titled “Counter Unmanned Aircraft Systems Technologies and
Operation.” These textbooks are a follow-up to his international best-selling book in 2017 titled “Lightning
Growth” and his best-selling book in 2015 titled “Applying Complexity Leadership Theory to Drone Airspace
Integration.”

Contact  Information: Dr. Hans C. Mumm, 703-303-1752, hans@hansmumm.com.

www.HansMumm.com

WAYNE D. LONSTEIN, ESQ. CISSP (CO-AUTHOR)

Published on June 16, 2017, on LinkedIn; ‘Identifying The Lone Wolf Using Technology,” on LinkedIn,
Published on July 3, 2015; “Are Social Media Companies Using ToS And Safe Harbor To Profit From
Infringement, Crime And Terror?,” Forbes.com, April 28, 2017; “Weaponizing Social Media: New
Technology Brings New Threat,” Forbes.com, July 7, 2017; ‘Pay No Attention To That Man Behind The
Curtain’: Technology vs. Transparency,” Forbes.com, October 17, 2017; and “Drone Technology: The Good,
The Bad And The Horrible,” Forbes.com, January 10, 2018. Wayne Lonstein holds a Bachelor of Arts Degree
in Political Science from Wilkes University, a Bachelor of Science Degree in Cyber Forensics, and Information
Security from Syracuse University — Utica College, A Master of Science Degree in Homeland Security with
a concentration in Information Security from The Pennsylvania State University and a Juris Doctor Degree
from Pace University School of Law. Additionally, he holds a CISSP Certification from The Pennsylvania State
University. He is a member of the state bars of New York, New Jersey, Massachusetts, and Pennsylvania, as well
as being admitted to over 30 United States District Court Bars, The Court of Veterans Appeals, the United
States Tax Court, and the bar of the United States Court of Appeals of the 2nd, 3rd, and 5th Circuits.
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In addition, Mr. Lonstein has practiced law nationally since 1987 in technology, intellectual property,
sports, and entertainment and has litigated over 2000 cases. He is also a member of the New York State
Magistrates Association and has served as a Magistrate Judge in the Town of Wawarsing, New York, since 1989.

He is a member of Signal law PC, the Co-Founder, and CEO of VFT Solutions, a member of the Forbes

Technology Council. He has authored numerous papers and presentations.

DR. JULIE J.C.H. RYAN, D.SC. (CO-AUTHOR)

Julie J.C.H. Ryan, D.Sc., is the CEO of Wyndrose Technical Group, having retired from academia in 2017.
Her last position in academia was Professor of Cybersecurity and Information Assurance at the U.S. National
Defense University. Before that, she was tenured faculty at George Washington University and a visiting scholar
at the National Institute for Standards and Technology (NIST).

Dr. Ryan came to academia from a career in an industry that began when she completed military service.
Upon graduating from the U.S. Air Force Academy, Dr. Ryan served as a Signals Intelligence Officer in the Air
Force and then a Military Intelligence Officer with the Defense Intelligence Agency. Upon leaving government
service, she worked in various positions, including systems engineer, consultant, and senior staff scientist with
Sterling Software, Booz Allen & Hamilton, Welkin Associates, and TRW/ESL, supporting various projects
and clients.

She is the author /Co-Author of several books, including Defending Your Digital Assets Against Hackers,
Crackers, Spies, and Thieves (McGraw Hill 2000), and a Fellow of the American Academy of Forensic Sciences
(AAFS). At Wyndrose Technical Group, she focuses on futures forecasting and strategic planning, focusing on

technology surprise and disruption.
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PROFESSOR CANDICE M. CARTER (CO-AUTHOR)

Prof. Candice Carter is a cybersecurity expert with over 15 years of hands-on experience in counterterrorism,
counterintelligence, and cybercriminal investigations. She conducts Classified/Unclassified briefings in the
areas of Terroristic Cyber Capabilities using Social Media and Counterterrorism for the Intelligence
Community (IC). Ms. Carter conducts research and constructs Asymmetric Warfare and Attack / Defense
Scenarios against National Critical Infrastructure. She is the Team Lead for NASA Aeronautics Research
Institute for Transformative Vertical Flight (TVFE) Commercial Intra-City On-Demand VTOL group. Ms.
Carter is an invited speaker for key organizations, including BSides London and (ISC)2 Security Congress. She
is an Assistant Professor/Chair MSc Cybersecurity program at Wilmington University. Ms. Carter holds an
MSc in Cybersecurity Forensics and Intelligence from Utica College, Utica, NY, and a PMT Cybersecurity

UAS from Kansas State University.
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CPT JOHN-PAUL HOOD USA (CO-AUTHOR)

CPT John-Paul Hood is a researcher focused on developing future counter unmanned aircraft technologies,
theories, and best practices for government and civilian applications. CPT Hood has commanded in the
US Army Field Artillery with a background specializing in coordinating, delivering conventional/smart
munitions, and achieving desired battlefield effects by integrating lethal and non-lethal assets. CPT Hood
holds a BS in Geospatial Information Systems from the United States Military Academy, West Point, NY, and

a Professional Masters in Technology UAS from Kansas State University.
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DR. ALYSIA STARKEY (CEO & DEAN KANSAS STATE UNIVERSITY AEROSPACE AND
TECHNOLOGIES CAMPUS; 2ND ED. FOREWORD)

Dr. Starkey is a Professor and currently serves as the CEO and Dean of the Kansas State University
Aerospace and Technologies Campus. As Dean, she oversees the College of Technology and Aviation academic
programs and campus research centers. Dr. Starkey holds an A.A. in Social Work from Colby Community
College, a B.S. in Psychology from Fort Hays State University, an M.L.S. from the University of North Texas,
and a Ph.D. in Curriculum and Instruction from Kansas State University. Joining Kansas State University
Aerospace and Technologies Campus in June 2002 as a technical services/automation coordinator and
assistant professor, Starkey was promoted to the library director and associate professor in 2007 and assistant
dean of continuous improvement and distance education in 2010. She was named associate dean of academics
and promoted to full professor in 2014. She gained the additional duties of interim CEO and Dean in June

2018 and continues in that capacity today.
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JOEL D. ANDERSON COLONEL USMC (RET), (OVPR, C-UAS FOREWORD, CHS & SPACE
TECHNOLOGIES FOREWORD )

Mr. Anderson has over 30 years of experience in the military, industry, and academia. He currently serves as
Development Director for Kansas State University within the Office of Research Development (ORD). Before
joining KSU, he served as a Technical Director, Innovation Evangelist, and Senior Subject Matter Expert
for ManTech International in support of HQMC Intelligence Department and its Tactical Exploitation of
National Capabilities (TENCAP) office and Technology and Innovation Directorate; and as the Director for
Mosaic ATM, Inc.’s Autonomous Systems Group. Between 1984-and 2010, he served in the United States
Marine Corps, where he rose in rank from Private to Colonel. During his career, he served as an (0231)
intelligence analyst while enlisted, where he was meritoriously promoted to Corporal. As an officer, he held
military occupational designations as an (0202) Marine Air-Ground Task Force Intelligence Officer, (0240)
Imagery Officer, (0540) Space Operations Officer, and (8058) Acquisition Professional earning DAIWIA
Level III Certification as Program Manager and member of the acquisition community while PM-Marine
Intelligence Systems for the Marine Corps Systems Command. He held command positions as a Surveillance
and Target Acquisition Platoon Commander, Commander of the 2nd Force Imagery Interpretation Unit
(FIIU), and Commanding Officer Company E. Marine Security Guard Battalion (Department of State).
He served as the Marine Corps Senior Departmental Requirements Officer (DRO) and as the Imagery and
Collections Section Head while serving with the Marine Corps Intelligence Activity; as the Branch Head for
HQMC Intelligence Departments Imagery and Geospatial Plans and Policy Branch, and concluded his career
as a Strategic Intelligence Planner for the Office of the Under Secretary of Defense for Intelligence (OUSD-I)
and as the Chief of Staff for Secretary Gates Intelligence, Surveillance and Reconnaissance Task Force (ISRTF).
He has served at every operational level of the Marine Corps from Battalion, Regiment, Division, Wing,
MEU, and MEF; within the Marine Corps supporting establishment, HQMC, and on the OUSD-I staff. Mr.
Anderson has spent a career supporting efforts to address the complexities of the intelligence community and
interagency information management, decision making, talent acquisition, and educational and operational

environments.
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His awards include the Defense Superior Service Medal; Bronze Star; Meritorious Service Medal with four
gold stars instead of the Sth award; Navy and Marine Corps Commendation Medal; Navy and Marine Corps
Achievement Medal; Joint Meritorious Unit Citation; Meritorious Unit Citation; Navy Unit Citation; Marine
Corps Expeditionary Medal; National Defense Medal with one device instead of the second award; Armed
Forces Expeditionary Medal; Southwest Asia Service Medal with three stars instead of additional awards;
Global War on Terrorism Service Medal; Sea Service Deployment Ribbon with three stars instead of additional
awards; Overseas Deployment Ribbon with one device; Marine Security Guard Ribbon; Kuwaiti Liberation
Medal (Saudi Arabia); Kuwaiti Liberation Medal (Kuwait).

DR. MARK J. JACKSON (CO-AUTHOR)

Doctor Mark James Jackson is the McCune and Middlekauft Endowed Professor and University Faculty
Fellow at Kansas State University. Born in Widnes, Lancashire, England, in 1967, Doctor Jackson began
his engineering career in 1983 when he studied O.N.C. part I examinations and a first-year apprenticeship-
training course in mechanical engineering. After gaining an Ordinary National Diploma in Engineering with
distinctions and an I.C.I. prize for achievement, he studied for a degree in mechanical and manufacturing
engineering at Liverpool Polytechnic. He spent periods in the industry working for I.C.I. Pharmaceuticals,
Unilever Industries, Anglo Blackwells, Unicorn International, and Saint-Gobain Corporation. After
graduating with the Master of Engineering (M. Eng.) degree with Distinction under the supervision of
Professor Jack Schofield, M.B.E., Doctor Jackson subsequently conducted research for the Doctor of
Philosophy (Ph. D.) degree at Liverpool in the field of materials engineering focusing primarily on
microstructure-property relationships in vitreous-bonded abrasive materials under the supervision of

Professors Benjamin Mills and H. Peter Jost, C.B.E., Hon. F.R.Eng. Subsequently, he was employed by
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Unicorn Abrasives’ Central Research & Development Laboratory (Saint-Gobain Abrasives’ Group) as a
materials technologist, then technical manager, responsible for product and new business development in
Europe university liaison projects concerned with abrasive process development. Doctor Jackson then became
a research fellow at the Cavendish Laboratory, University of Cambridge, collaborating with Professor John
Field, O.B.E., F.R.S., and Professor David Tabor, F.R.S., on condensed matter physics and tribology before
becoming a lecturer in engineering at the University of Liverpool in 1998. At Liverpool, he attracted several
research grants to develop innovative manufacturing processes. He was jointly awarded an Innovative
Manufacturing Technology Centre from the Engineering and Physical Sciences Research Council in
November 2001. In 2002, he became an associate professor of mechanical engineering and faculty associate
in the Centre for Manufacturing Research, Centre for Electric Power, and Centre for Water Resources and
Utilization at Tennessee Technological University (an associated university of Oak Ridge National Laboratory)
and a faculty associate at Oak Ridge National Laboratory. Dr. Jackson was the academic adviser to the Formula
SAE Team at Tennessee Technological University. At Tennessee Technological University, Dr. Jackson
established the NSF Geometric Design and Manufacturing Integration Laboratory. Dr. Jackson collaborated
with Nobel Laureate Professor Sir Harold Kroto, F.R.S., editing a book on ‘Surface Engineering of Surgical
Tools and Medical Devices’ and a special issue of the International Journal of Nanomanufacturing on
‘Nanofabrication of Novel Carbon Nanostructures and Nanocomposite Films.” Dr. Jackson was appointed a
member of the United Nations Education, Scientific, and Cultural Organization’s (UNESCO) International
Commission for the Development of the ‘Encyclopedia of Life Support Systems’ Theme on ‘Nanoscience
and Nanotechnologies’ (http://m-press.ru/English/nano/index.html), and still serves in this capacity. The
encyclopedia’s first edition was published in 2009, and the second edition was published in 2018. In March
2017, the degree of Doctor of Science (D. Sc.) in mechanical engineering was conferred upon Dr. Jackson
in absentia by the congregation for sustained contributions made in mechanical engineering and advanced

manufacturing over tWCl’lty years.
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DR. SUZANNE M. SINCAVAGE (CO-AUTHOR)

Executive Summary

On April 20, 2021, Dr. Suzanne Sincavage founded and Co-Chairs the Foundation for Biodefense
Research, a non-profit 501 (c)(3) devoted and dedicated to promoting the biodefense intelligence tradecraft
and developing a stronger biodefense community with government, industry, academia professional
organizations, and individuals who assess, develop, and apply biodefense intelligence research to address
national security challenges.

From 2020- 2021, Dr. Suzanne Sincavage served as the Executive Director for the Institute for Biodefense
Research (IBR). A nonprofit devoted to advancing the science of microbial forensics.

Dr. Sincavage, a Ph.D. in public health epidemiology with a focus on biological terrorism preparedness and
response, has led her consultancy, IDIQ Inc., since 2008, focusing on CBRNE Subject Matter Expertise in
facilitating and integrating innovative emerging and converging technologies that counter biological terrorism.

Dr. Sincavage received her Ph.D. in Public Health and Epidemiology with a specialization in Biological
Terrorism from Union Institute & University. Dr. Sincavage’s career encompasses 16 years of experience in
the biotechnology and pharmaceutical industry, serving as a field scientist supporting R & D, medical and
regulatory affairs, and commercial operations covering therapeutic areas of infectious disease, virology, and
oncology, hematology, urology, and immunology.

Dr. Sincavage is an SME for the National Institute of Science and Technology (NIST), the National
Reconnaissance Office (NRO), Intelligence and National Security Alliance (INSA), and DHS. She has held
senior management positions in Watson Pharmaceuticals, Department of Medical & Regulatory Affairs;
Wyeth-Ayerst Laboratories, G.D. Searle; Hoffman-La Roche Laboratories; Sacred Heart Medical Center, and
for fun, served as Executive Director of the La Jolla Symphony & Chorus.

Dr. Sincavage holds certifications:

SAM (CCR); SBA 8 (m)
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DD 2345 Military Critical Technical Data Agreement
DTIC STINFO Manager

Counterterrorism

InfraGuard — Infrastructure Liaison Officer

ONR - Counterterrorism

Committees:

NDIA Legislative Committee

NDIA National Small Business Conference

NRO ASP Industry Working Group

INSA Acquisition Management Council

USGIF Small Business Working Group

WOSB 8(m) Working Group, SPAWAR HQ), San Diego

TROY HARDING (FOREWORD, WMDD; INTEGRATED STUDIES DEPT HEAD)

Troy Harding is a Professor in computer systems technology and Department Head of Integrated Studies
at Kansas State University Salina Aerospace and Technology Campus. Professor Harding earned a bachelor’s
degree in Chemistry and Computer Science from Bethany College and a master’s degree in Chemistry from
the University of Virginia. Before joining K-State, he worked as Technical Director at Aquarian Systems in
Orange, VA, Programmer/Analyst and Network Coordinator at Associated Colleges of Central Kansas, and
Director of LS. at Kansas Wesleyan University. At K-State, he has received the Marchbanks Award for Teaching
Excellence, the McArthur Faculty Fellow Award, and the endowed McCune & Middlekauft Fellowship.
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DR. ROBERT MCCREIGHT (CO-AUTHOR)

Dr. McCreight spent 27 years in federal service and 23 years concurrently in US Army Special Operations,
working on various national security projects and special defense programs associated with nuclear, chemical,
and biological defense matters. He has supported and served as a periodic advisor on the Chemical Weapons
Treaty and Biological and Toxin Weapons Convention during a career at the State Department, along with
programs enabling satellite verification of arms control treaty compliance. He helped draft HSPD-10 and
contributed to the issuance of HSPD-21, also serving as a contributing White House assistant on nuclear
policy and strategy exercises. Upon retirement, he has published on advanced weapons systems, WMD issues,
crisis management, emergency response issues, and neuroscience topics. Periodically he has been a guest
lecturer at NDU on future weapons systems and taught graduate school at seven different universities during
the last 15 years in his designated areas of interest, on national security issues, CBRN matters, and emerging

convergent technology threats.
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WILLIAM SLOFER (CO-AUTHOR)

Bill is an IT Project Management and security professional with over 30 years of IT and management
experience. He holds PMP, Scrum, and Scaled agile certifications with expertise in application development,
systems/infrastructure integration, high-speed video/data communications, and I'T security. His technical and
management expertise has been employed by federal, state, and local governments and various industries in the
private sector. Bill’s strong management, interpersonal, and communications skills have enabled him to lead
high-impact teams nationally and in Europe, South/Central America, and Asia. Bill is a member of Infragard
and has career accomplishments involving implementing corporate-wide fortifications for perimeter defense,
Lateral Segmentation, and Data Loss Prevention measures to protect sensitive data assets. Bill is an SME on
Hypersonic vehicles and missiles.

Formal education includes:

* MS, Cybersecurity / Cyber Terrorism

* MS, Management, Management Information Systems

BS, Business Administration / Computer Science
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LIEUTENANT COLONEL JERRY V. DREW II

SPACE OPERATIONS OFFICER, U.S. ARMY (FOREWORD SS:ET&0O, CO-AUTHOR CHS &
SPACE TECHNOLOGIES & THREATS)

\ \\. i '

Lieutenant Colonel Jerry Drew, U.S. Army, is an instructor in the Department of Joint, Interagency,

and Multinational operations at the U.S. Army Command and General Staff College. He holds a Bachelor
of Science in art, philosophy, and literature from the U.S. Military Academy and a Master of Science in
astronautical engineering from the Naval Postgraduate School where his thesis work focused on applied
robotic manipulation using small spacecraft. Lieutenant Colonel Drew is a 2017 Art of War Scholar and a
2018 graduate of the School of Advanced Military Studies. He is currently enrolled as a PhD student in the
Colorado School of Mines’ Space Resource program.

As a professional soldier, Lieutenant Colonel Drew has served in numerous operational and institutional
assignments. During his time as the lead space planner for the U.S. Army Space and Missile Defense Command
from 2018-2019, he served as an original member of the planning team that established U.S. Space Command
and is considered a founding member of the Space Force for helping plan the new service’s creation. In addition
to one science fiction novel and one poem, he has published a dozen articles and conference papers on tactics,
military history, robotics, and operational art. His Co-Authored book, The Battle Beyond: How to Fight and
Win the Coming War in Space, is due for publication later this year. He lives in Kansas with his wife and four
children.

The Wildcat team is Honored to have LTC Drew as our Foreword writer for Space Systems: Emerging
Technologies and Operations (SS:ET&O) and Co-Author on our current effort.
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MAX FARCOT (CO-AUTHOR)

Max Farcot is a talented KSU Wildcat researcher who graduated from Kansas State University — Salina
in July 2022 with Graduate Certificate in Unmanned Aircraft Systems Information Assurance. Max was
appointed team leader for the important Fusion class. He led a team in assembling and presenting an elaborate
briefing assessing the risks of conflict in the South China Seas. Max completed his undergraduate study at
Embry-Riddle Aeronautical University, Daytona Beach, FL, graduating in Dec. 2020 with B.S. in Unmanned
Aircraft Systems, minoring in UAS Safety - Summa Cum Laude. Max was a valued researcher for and
contributor to the KSU textbook published in 2022: Drone Delivery of CBNRE — Direct-Energy Weapons:
Emerging Threats of Mini-Weapons of Mass Destruction and Disruption (WMDD). The WMDD textbook 7s
a required staple in the new Aerospace Cyber Operations (ACO) graduate program.

In 2019, Max Farcot worked as a UAS Crewmember, Student Operator for Service-Learning & Cooperative
Education for Disaster Relief in OK & TX:

* Coordinated with Oklahoma Emergency Management Operations and Department of Wildlife
Conservation efforts to survey large flooding activity, as well as tornado aftermath in Oklahoma

* Operated the Phantom IV, using Pix4D and live streaming software to collect data and imagery remotely

* Gained a deeper understanding of the operational requirements and coordination associated with UAS
in support of disaster relief

* Gained experience with UAS flight crew positions, including PMC, Visual Observer, & Crew Chief

roles

Max Farcot holds the following professional certifications:
FAA Remote Pilot Certificate (Part 107) December 2019
FA A Student Pilot Certificate (Part 61) July 2015



LIST OF CONTRIBUTORS | 43

TREVOR WILLIAM MUEHLFELDER (CO-AUTHOR)

Trevor Muchlfelder is an accomplished social scientist. He currently consults for IDIQ Inc., a consulting
firm devoted to advancing collaboration with government, academia, non-profits, and industry to meet critical
needs. Within the company he currently advances scientific and technology standards and provides policy
support within the national security and intelligence communities. In 2021, he supported the development of
a unique foundry; The Foundation for Biodefence Research [501(c)3] and is currently involved in building a
use inspired social-eco-impact model for technology innovation through translational and convergent research.

His educational training began at Santa Barbara City College where he received several associate degrees in
different fields of study including Criminology, Psychology, and Sociology. He also attended special programs
and educational training with George Mason University and attended diplomacy pursuits into China covering
a broad range of issues including international relations and pending political atmospheres. Trevor completed
his education at the University of California, Irvine where he excelled in courses such as Criminal Justice,
Forensic Science, and Legal Research and earned his degree in Criminology, Law, and Society. There, he also
received multiple honors and was integrated into several honor societies and programs.

After completing his degree, he served for several years in the Washington D.C. Metro Area as a Business
Liaison and as the Director of Investigations for a legal firm. There, he gained international experience and
knowledge with investigations, asset management and legal analysis. While in Washington, he also supplied
critical analysis for Families of Homicide Victims and Missing Persons (FOHVAMP). He also succeeded in
creating a customized mathematical formulation outlining monetary costs of psychological effects in corporate
working spaces with Legacy Business Cultures.

Due to his interests in biological sciences, Trevor assisted in the development of nutraceuticals and was the
Chief Operations Officer of an international nutraceutical company. There he aided in obtaining patents for

nutraceutical formulations and aided in the biological research needed to develop dietary supplements.
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MAJOR CARTER DIEBOLD

Military Intelligence Officer, U.S. Army (Co-Author)
= T

Carter Diebold is the first graduate of Kansas State University’s Aerospace Cyber Operations Graduate
Certificate Program. He also holds a Master of Operational Studies degree from the U.S. Army Command and
General Staff College and a Bachelor of Science in Informatics from Indiana University. Carter’s most recent
research focuses on the impact of Unmanned Aircraft Systems (UAS) in the Russo-Ukrainian War and the
Western Pacific as well as threats to undersea cable networks.

Carter is a career Army Officer that has served in numerous command and staft positions from the Company
to Brigade levels with the 101st Airborne Division (Air Assault), 160th Special Operations Aviation Regiment
(Airborne), and the 1st Multi-Domain Task Force. He is also a veteran of the Afghanistan and Iraq wars,
conflict in Northwest Africa, and operations in the Indo-Pacific theater.

Carter lives in Clarksville, Tennessee, with his life partner Megan and dog Argo. He holds certifications as an
FAA Remote Pilot and Bourbon Steward.
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JOHN TOEBES (CO-AUTHOR)

John Toebes has over 150 patents issued Worldwide in many areas including distributed computing, virtual
reality, data and video compression, robotics, user experience and recommendation systems.

With over 35 years of industry experience, John has taken on many roles and responsibilities. After serving
as a 2Lt in the Air Force stationed at the Pentagon, John has had leadership roles at SAS, Cisco, and Extreme
Networks. At SAS, he was the founder and VP of Research and Development for SouthPeak, a SAS company.
There he led development of the Video Realty™ technology and was producer for Men in Black: The Game.
While at Cisco he led the development of multiple advanced technology groups. He was a leader in Cisco’s
Technology Center from 1999-2006 where he personally had issued 59 patents and his team generated 100’s
more to help position Cisco’s patent portfolio as top in the industry.

John went on to advance to Senior Director with the Cisco Intellectual Property team which put in place
processes and tools to streamline the patenting at Cisco. Cisco achieved receiving its 10,000th US patent
during John’s tenure which had dramatically ramped Cisco’s patent portfolio. Also, during this time, John
was invited by Director Seema Rao of the USPTO to present at the USPTO Software Partnership meeting
on the topic of prior art searching on December 5, 2013. This utilized learning from Cisco’s IP practice and
enhancements that he implemented in order to improve prior art searching to eliminate bad software patents.

Most recently John is the co-founder and CTO of Escape Velocity Inc., a Triangle based technology startup
focused on applying deep analytics to accelerate demand and growth for the next generation of big companies.
He also serves as CTO for Gotham Studios, focusing on the Goji Geotainment® Hollywood-quality inflight
experience platform.

Throughout his career, John has been an invited speaker and writer on a wide variety of topics. He
was a regular C Language Columnist for The Amigan Apprentice and Journeyman, Technical Reviewer

for AmigaWorld Tech Journal, writer for Transactor for the Amiga including premier issue and Assembly
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language optimization tricks. He was a regular speaker at American and European Amiga Developer
Conferences.

He was a speaker at Game Networks conference April 27,2004 and presented the Video Reality technology
at the 1997 Computer Game Developer Conference.

At the W3C Video on the Web Workshop he presented: Enabling A Richer Video Experience With
Metadata — A position paper for the W3C Video on the Web Workshop 12-13 December 2007. This paper
and talk was a key motivator for the W3C making Video a first-class part of the HTMLS standard. He was the
keynote speaker Second IEEE International Conference on Semantic Computing, August 6, 2008, and a panel
speaker “The Knowledge Worker of the Future” OOPSLA, 27 October 2009. Speaker at the NCSU ASSIST
Center — Recognizing and Generating Patentable Inventions — October 31, 2013

John is passionate about STEM and has coached Robotics and Science Olympiad with his wife, Mary
Ellen at Cardinal Gibbons for the past fifteen years. During that time John initiated the design for and led
a geographically dispersed team to create the Samantha Wi-Fi Adapter for the Lego Mindstorms that was
ultimately used by thousands of High School Robotics teams. As a result, he was awarded Volunteer of the Year
in 2011 at the FIRST World Championship. He continues to serve as a Wi-Fi Technical Advisor for FIRST
Tech Challenge worldwide Championship for the past 10 years.

He continues to give back, encourage, and excite the next generation of engineers. He established the Maker
Space at Cardinal Gibbons to expose their students to engineering.

John also serves as the National Event Supervisor for Science Olympiad Codebusters in which students solve
ciphers. In this role he has been responsible for designing the rules for competition and implementing a series
of web-based tools for dynamically generating tests used in the events by over 15,000 students and coaches in
all 50 states.

In 2018, as a result of John’s impact on the community and industry, John was inducted into the NCSU

Computer Science Hall of Fame.
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DR. SINY JOSEPH (CO-AUTHOR)

Dr. Siny Joseph is a Professor of Economics and Graduate faculty member at Kansas State University’s
Aerospace and Technology Campus. She has an experience of 10 years of teaching graduate and introductory
undergraduate economics courses at K-State. She has won awards for teaching excellence based on innovations
in teaching pedagogy and developing open textbook materials. Dr. Joseph has a multidisciplinary background
with a bachelor’s degree in electrical engineering, a Master of Business Administration degree specializing in
marketing and operations research, and a master’s and PhD degree in resource economics from University of
Massachusetts Amherst. Her research areas embody her multidisciplinary background with interests in the
areas of agricultural trade, food policy, organic dairy and feed grain markets, mobile computing, accessible
and assistive technologies, circular economy applications in space materials and integrated livestock-crop
production. Dr. Joseph is active in securing grant funding both at the federal level and within K-State with
proposals funded for a total of approximately $2 Million. She has been continually disseminating teaching
scholarship, disciplinary and inter-disciplinary research findings through peer-reviewed academic journal
articles, conference proceedings, and national/international conference presentations/posters. She plays an
active role as a moderator/facilitator/panelist in academic conferences and workshops, reviewer for
professional academic organizations, academic journals, and federal funding agencies such as NSF and USDA.
Dr. Joseph serves as a consultant for various federal agencies funded projects. In addition, she has appeared in

radio and television shows discussing various economics related topics.
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DR. SAEED KHAN ( CO-AUTHOR)

Saced Khan has a Ph.D. in Electrical Engineering. He has industrial experience in the design of antenna
systems for military guidance systems, GPS systems, and wireless communication systems. Saced has several
refereed publications and conference papers in the areas of Antennas and Propagation, Radar Scattering,
and Novel Materials. He has been a key player in bringing programmable logic devices and VHDL into the
curriculum. Recently he has focused on developing mixed signal concepts using SIMULINK and MALAB.
Saced has multiple papers, a patent, and a patent pending in the field of wireless power Saced Khan has a
Ph.D. in Electrical Engineering. He has industrial experience in the design of antenna systems for military
guidance systems, GPS systems, and wireless communication systems. Saced has several refereed publications
and conference papers in the areas of Antennas and Propagation, Radar Scattering, and Novel Materials. He
has been a key player in bringing programmable logic devices and VHDL into the curriculum. Recently he has
focused on developing mixed signal concepts using SIMULINK and MALAB. Saeed has multiple papers, a
patent, and a patent pending in the field of wireless power transfer.

Currently focused on the Integrated Development of Automated Near-field Wireless Power Transfer
(WPT) Systems using Novel Polyimide/Ferrite Nanocomposite Absorber Shields for eVTOL Aircraft. A safe
Wireless Power Transfer (WPT) automated system for eVTOL aircraft can bring about improvements in
turnaround time for flight operations without the need for human intervention. In support of our campus
expertise in the emerging acrospace ecosystem — focused on Advanced Air Mobility (AAM) and the design of
a safe, highly efficient near-field wireless power transfer (WPT) system for eVTOL.
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PETER D. JOHNSON (CO-AUTHOR)

Pete Johnson is a counter-threats specialist in counter-drone operations. His current focus is Counter-UAS
operations advising the DoD and Federal Law Enforcement on commercial and government off the shelf
systems supporting force protection for the military, law enforcement, and critical infrastructure.

Culminating 25 years of service to our nation, retiring as a Sergeants Major from the US Army. He is a career
Paratrooper and Infantryman, serving in Anti-Armor, Light, Stryker & Airborne Infantry units, Long Range
Reconnaissance, and the Asymmetric Warfare Group. Joining the Army to see the world, his duty postings
include North Carolina, Maryland, Hawaii, Italy and Germany with deployments supporting combat and
contingency operations spanning Bosnia, Sierra Leone, Iraq, Afghanistan, the Middle East, North Africa and
Eastern Europe.

Pete continues to serve and give back. Since retiring, his work continues with roles in combat advising against
current and emerging asymmetric threats, the commercial CUAS industry and as a CUAS trainer. When able,
he volunteers with Team Rubicon. He holds a B.S. in Strategic Studies and Defense Analysis (Summa Cum
Laude) from Norwich University and is currently enrolled in the Master Graduate Certificate in Aerospace
Cyber Operations from Kansas State University.

In his free time, Pete enjoys the sea and mountains of North Carolina with wife Laura, children Jillian,

Christopher and Avery, their bulldog and black lab.
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ABBREVIATIONS AND ACRONYMS

ABBREVIATIONS, ACRONYMS AND DEFINITIONS [1] [2]

The following terms are common to the UAS / CUAS /UUV /SPACE industries, general literature, or
conferences on UAS/UAV/Drone/UUV/ SPACE systems. A majority of the technical abbreviations come
from DRONE DELIVERY OF CBNRECy - DEW WEAPONS Emerging Threats of Mini-Weapons of
Mass Destruction and Disruption (WMDD); (Nichols & Sincavage, 2022) (Nichols R. K. et al., Unmanned
Aircraft Systems in the Cyber Domain, 2019) and (Nichols R. al., Counter Unmanned Aircraft Systems
Technologies, and Operations, 2020) (Nichols & et al., 2020) (Nichols R.et al., Unmanned Aircraft Systems
(UAS) in Cyber Domain: Protecting USA’s Advanced Air Assets, 2nd Edition, 2019) (Nichols R. K., Chapter
14: Maritime Cybersecurity, 2021) (Nichols & Sincavage, Disruptive Technologies with Applications in
Airline, Marine, and Defense Industries, 2021) (Nichols & Ryan, Unmanned Vehicle Systems & Operations
on Air, Sea & Land, 2020) (Adamy D. L., Space Electronic Warfare, 2021) (Nichols & Sincavage, 2022)

ABM Anti-ballistic missile

ABS Acrylonitrile butadiene styrene (material
A/C Aircraft (Piloted or unmanned) also A/C
ACAS Airborne Collision Avoidance System

A/CFD Aircraft Flood Denial jamming

ACOUSTIC  Detects drones by recognizing unique sounds produced by their motors.
A/D Attack / Defense Scenario Analysis

ADS Air Defense System (USA) / Area Denial System

A/CFD Aircraft lood denial
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ADS-B Automatic Dependent Surveillance-Broadcast systems
AFRL Air Force Research Lab

A-GPS Assisted GPS

Ag Agriculture sector

AGL Above ground level

AHI Anomalous Health Incidents

Al Artificial intelligence: “I1. a branch of computer science dealing with the

simulation of intelligent behavior in computers, and 2: the capability of a machine
to imitate intelligent human behavior.” (Merriam-Webster, 2020)

Al The ability of machines and technological devices, programs, and creations to sense, process,

learn, and adapt to information from their surroundings. (Wright, 2020)

AIS Automated Identification System for Collision Avoidance
A/] Anti-jam

ALBM Ballistic missile launched from a B-47

AMI Agonist-antagonist Myo-neural Interface

AMAZE EU’s Additive Manufacturing Aiming Towards Zero Waste and Efficient Production of High-
Tech Metal Products project

AMS Autonomous Mobile Sword (SCREAMER) uses sound to disrupt the brain before cutting the

enemy to pieces.

AO Area of Operations

AOA Angle of Arrival of signals to GPS receivers / Angle of Attack
AOCS Cooperative Attitude and Orbit Control System takeover
APAC Asian Pacific Region

APC Armored personnel carrier
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APDS Armor-piercing discarding sabot projectile
APFSDS Armor-piercing fin-stabilized discarding sabot projectile

APHIS Animal and Plant Health Inspection Service

AR Augmented reality

ARC Adaptive robot chassis

ARW Anti-radiation weapons

ASAT Anti-satellite weapons / Anti-satellite missile system
ASM Attack surface management

ASREN Association of Geospatial Industries, the Arab States Research and Education

Network

ASG Autonomous Systems Group

ASW Anti-Satellite Weapons

ATC Air Traffic Control / Air traffic Control Signals

ATCC Air Traffic Control Center
ATHENA  Advanced test high energy asset
ATM Air Traffic Management

ATS Air Traffic Services

ATSAW Air Traffic Situational Awareness
AUV Autonomous underwater vehicle

Azimuth The angle between true North and the treat location, in a plane at the satellite perpendicular to
the vector from the SVP [Sub-vehicle Point]

Banduwidth is Defined as the Range within a band of wavelengths, frequencies, or energy.
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Think of it as a range of radio frequencies occupied by a modulated carrier wave, assigned to a service over

which a device can operate. Bandwidth is also a capacity for data transfer of electrical communications systems.

BASE

B&B

B.C.

BC

BCI

BEAR

BEST

Bimodal artificial sensory neuron
Branch & bound

Before Christ

Ballistic Coefficient

Brain Control Interface

Battlefield Extraction-Assist Robot

Biomolecule Extraction and Sequencing Technology

Black Swan  Black Swan Event- A black swan is an unpredictable event beyond what is.

Normally expected of a situation and has potentially severe consequences. Black

swan events are characterized by their extreme rarity, severe impact, and the

widespread insistence they were obvious in hindsight.

(Black Swan Definition, 2020)

BLOS

BMI

BPAUV

BrO

BSL-4

BTWC

BVLOS

BVR

BW

Beyond line-of-sight
Brain Machine Interface
Battlespace Preparation Autonomous Underwater Vehicle
Bromine oxide
Biosafety Level #
Biological & Toxin Weapons Convention
Beyond Visual Line-of-Sight operations
Beyond visual range

Biological weapons
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BYOD Bring your device
C/No Carrier to Noise ratio

c Speed of light ~ (3 x 108 m/s) [186,000 miles per sec] in vacuum named after Celeritas,

the Latin word for speed or velocity.
C CLAW  Combat Laser assault weapon
cs speed of sound (344 m/s) in air

C2/C2W  Command and control / Command and Control Warfare

C3 Command, control, communications

C3I Command, control, communications, and Intelligence

C4 Command, control, communications, and computers

C4l Command, control, communications and computers, intelligence

C4ISR Command, control, communications, computers, intelligence, surveillance & reconnaissance

C4ISTAR ~ Command, control, communications, computers, intelligence, surveillance, target

acquisition and reconnaissance

Csl Command, control, communications, computers, Collaboration & Intelligence
CA Collision Avoidance / Clear Acquisition (GPS) / Cyber Assault (aka CyA)

C/A GPS Satellite Course Acquisition unique code

CAA Control Acquisition cyber attack

CAGR Compound annual growth rate

CAI Counter Al
CAMS Copernicus Atmosphere Monitoring Service
CAS Close Air Support / Common situational awareness

CBRN Chemical, Biological, Radiation & Nuclear critical infrastructure facilities
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CBRNE Chemical, Biological, Radiation, Nuclear & Explosives attacks critical infrastructure facilities or

assets

CBRNECy  Chemical, Biological, Radiation, Nuclear, Explosives & Cyber-attacks on critical infrastructure

facilities or assets

CBW Chemical, Biological Weapons
CCC Circular Cross-Correlation in classical GPS receivers
CC&D Camouflage, Concealment, and Deception

CCTV Closed Circuit Television

CD Collective detection maximum likelihood localization approach (Eichelberger, Robust Global

Localization using GPS and Aircraft Signals, 2019)

CD Charge diameters
Cd Drag coefficient
CDC Center for Disease Control

CDMA Code division multiple access protocol

CD Collective detection maximum likelihood localization approach (Eichelberger, 2019)
CE Circular economy

CEA Cyber-electromagnetic activities

CEP Circular error probable

CETC Chinese Electronics Technology Group Corporation

CEW Cyber electronic warfare / Communications electronic warfare

CGA Coast Guard Administration — Singapore

CFSPH Center for Food Security and Public Health (CFSPH)
CHAMP Counter-Electronics High Power Microwave Advanced Missile Project

CHATGPT  Als referred to as GPTs (Generative Pre-Trained Transformer)
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CHS Cyber-Human Systems

CIA Confidentiality, Integrity & Availability ( standard INFOSEC paradigm)
CI/Cyl Critical Infrastructure / Cyber Infiltration

CIA Confidentiality, Integrity, Availability / Central Intelligence Agency

CIRCIA Cyber Incident Reporting for Critical Infrastructure Act

CIS Critical Infrastructure Sector

CISA Critical Infrastructure Security Agency
CIWS Close-in weapon system

CJING Cdrtel de Jalisco Nueva Generacién

CM/CyM  Countermeasure / Cyber Manipulation

CMADS China’s Microwave Active Denial System

C/NA Communication / Navigation Aid
CNA Computer network attack

CND Computer network deception

CNE Computer network exploitation
CNO Computer network operations

CNS Central nervous system

CNSA China National Space Administration

CO-ASAT  Co-orbital (Co-ASAT) missile system
COMINT  Communications intelligence
COMJAM  Communications Jamming
COMINT  Communications Intelligence

COMSEC  Communications Security / Cryptographic Security
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CONOP(S) Concepts of Operations

CONUS Continental United States

CONV Convergent Technology Dynamics

CONV-CBRN Convergent Technology Dynamics — Chemical, Biological, Radiation & Nuclear
cor Common operating picture

COSPAR The Committee on Space Research

COTS Commercial off-the-shelf / Commercial Orbital Transportation Services (COTS)
CM Apollo Command Modules

CNPC Control and non-payload links

CPB Charged particle beam

CPS Cyber-physical systems

CR Conflict Resolution / Close range / Cyber Raid (aka CyR)

CRISPR Clustered Regularly Interspaced Short Palindromic Repeats

CSI Crime scene investigation

CSIS Center for strategic and International Studies

CSLM Quench furnace for studying coarsening in metals

CT Counterterrorism / Counter-Terrorism Mission

CTI Computerized Tomography Image (scan)

CTN Course -Time Navigation , A-GPS technique which drops the requirement to decode the HOW

timestamps from the GPS signals. CTN also refers to a snapshot receiver localization technique measuring sub-

millisecond satellite ranges from correlation peaks, like classical GPS receivers.
C-UAS Counter Unmanned Aircraft Systems (defenses/countermeasures)

CUAV Counter Unmanned Aircraft Vehicle (defenses/countermeasures)
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CUES Code for unplanned encounters at sea

CW/CyW  Cyber Warfare

CWC Chemical Weapons Convention

CWMD Countering Weapons of Mass Destruction Community

CYBER WEAPON Malicious Software and I'T systems that, through ICTS networks,
manipulate, deny, disrupt, degrade, or destroy targeted information systems or
networks. It may be deployed via computer, communications, networks, rogue
access points, USBs, acoustically, electronically, and airborne/underwater

unmanned systems & SWARMS. Alternatively, cyber weapons:

A campaign that may combine multiple malicious programs for espionage, data theft, or sabotage.
A stealth capability that enables undetected operation within the targeted system over an extended time.

An attacker with apparent intimate knowledge of details for the workings of the targeted system.

bl e

A special type of computer code to bypass protective cybersecurity technology.

CYBORG  CYBernetic ORGanism coined by Manfred Clynes (1960) — the increase in human capability
through mechanical or electrical means resulting in improved biological, biomechanical or neurological human
abilities (Clynes & & Kilne, 1960)

DA-ASAT  Direct Accent or Hit-to-Kill (DA-ASAT) missile system
Danger Close

Definition www.benning.army.mil/infantry/magazine/issues/2013/May-June/Myer.html Nov 14, 2013

— 1) danger close is included in the “method-of-engagement” line of a call-for-fire request to indicate that
friendly forces are close to the target. ... Danger close is a term that is exclusive from risk estimate distance
(RED) although the RED for 0.1 percent Pl is used to define danger close for aircraft delivery. Pi = Probability
of incapacitation. 2) Definition of “danger close” (US DoD) In close air support, artillery, mortar, and naval
gunfire support fires, it is the term included in the method of engagement segment of a call for fires which

indicates that friendly forces are within close proximity of the target.
DARPA Defense Advanced Research Projects Agency
DAWIA III  Defense Acquisition University Certification Level IIT — Senior or Advanced

Dazzle Cause temporary blindness with Laser


http://www.benning.army.mil/infantry/magazine/issues/2013/May-June/Myer.html
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DBC Digital to Biological Converter

DCPA Distance between vessels approaching CPA
D&D Denial & deception

DDD Dull, dangerous, and dirty

D/D/D Destruction, Disruption, Deception
DDOS Distributed Denial of Service cyber attack
DE Dark Energy /Directed energy

DEFCON  Defense condition

DEW Directed energy weapons (also, DE) (Nichols & Sincavage, 2022)

DF Direction-finding

DFI Digital Forensic Investigation

DHS Department of Homeland Security

DLL Diode Laser Levelling System

DM Dark Matter

DNA A molecule inside cells that contains the genetic information responsible for the

development and function of an organism. DNA molecules allow this information
to be passed on from one generation to the next. (Deoxyribonucleic acid)

DOF Degrees of Freedom

DOS Denial of Service attack

DPRK Democratic People’s Republic of Korea

DS Deep Space

DTRA Defense Threat Reduction Agency

DUST Dual-use Science & Technology threat
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1090ES - 1090 Extended Squitter Data Link
EA Electronic Attack

Earth Trace The Earth Trace is the locus of latitude and longitude of the SVP as the satellite moves through

its orbit
EARSC European Association of Remote Sensing Companies
EBO Effects-based operations

ECCM/EP Electronic counter-countermeasures / Electronic Protection

ECET Electronic and Computer Engineering Technology (ECET) program Kansas State
University Aerospace and Technology campus

ECD Dr. Manuel Eichelberger’s advanced implementation of CD to detect & mitigate
spoofing attacks on GPS or ADS-B signals (Eichelberger, 2019)

ECCO Estimating the Circulation and Climate of the Ocean

ECM Electronic countermeasures

ECMWF European Centre for Medium-Range Weather Forecasts

ECS Environmental control systems
ECoG Electrocorticography

EEG Electroencephalograms

EHC Extra high voltage

EHS Electromagnetic hypersensitivity
EIV Electronic Vehicles

ELINT Electronic Intelligence
ELSA-D Twin small satellite launched in 2020 for End-of-Life-Servicing & Long-Term

orbital sustainability
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EM Electromagnetic waves

EMC Electromagnetic compatibility

EMD Electromagnetic deception

EMF Electromagnetic field / Extremely low electromagnetic fields
EMI Electromagnetic interference

EMP Electromagnetic pulse — electromagnetic energy.

EMR Electromagnetic radiation

EMRG electromagnetic railguns

EMS Electromagnetic spectrum

EMSEC Emissions security

EN electronic nose
EO Electro-optical system
EOS Earth Observation Satellites

EPSRC European Physical Sciences Research Council

ESA European Space Agency

ESG Environmental, social, & corporate governance

ESOC European Space Operations Center located in Darmstadt, Germany

EW Electronic warfare[Legacy EW definitions: EW was classically divided into (Adamy D., EW 101

A First Course in Electronic Warfare, 2001):

* ESM - Electromagnetic Support Measures — the receiving part of EW.

* ECM - Electromagnetic Countermeasures — jamming, chaft, flares used to interfere with operations of
radars, military communications, and heat-secking weapons.

* ECCM -Electronic Counter-Counter Measures — measures are taken to design or operate radars or

communications systems to counter the effects of ECM.[1]
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Not included in the EW definitions were Anti-radiation Weapons (ARW) and Directed Energy Weapons
(DEW).
USA and NATO have updated these categories:

* ES - Electronic warfare Support (old ESM) to monitor the R.F. environment.

* EA - Electronic Attack — the old ECM includes ASW and D.E. weapons; to deny, disrupt, deceive,
exploit, and destroy adversary electronic systems.

* EP - Electronic Protection measures — (old ECCM) (Adamy D., EW 101 A First Course in Electronic
Warfare, 2001) to guard friendly systems from hostile attacks.[2]

EW  Electronic Warfare (EW) is the art and science of denying an enemy the benefits of the
electromagnetic spectrum (EMS) while preserving them for friendly forces. (Wolft, 2022)ES is different from
Signal Intelligence (SIGINT). SIGINT comprises Communications Intelligence (COMINT) and Electronic
Intelligence (ELINT). All these fields involve the receiving of enemy transmissions. (Adamy D., EW 101 A

First Course in Electronic Warfare, 2001)

ESA European Space Energy

ET Extraterrestrial

EUMETSAT European Organization for the Exploitation of Meteorological Satellites

EXOMARS Joint mission between ESA & ROSCOSMOS to find signs of life on Mars

FAA Federal Aviation Agency

FC First Contact

FDM Fused Deposition Modeling technique

FES Functional Electrical Stimulation

FHSS frequency-hopping spread spectrum

FIRES definition (US DoD - JP 3-0) is the use of weapon systems to create a specific

lethal or nonlethal effect on a target
FPS Feet Per Second

FSS Frequency Selective Surfaces
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FY-4 China (FY-4) Lightning Mapping Imager

G G is the gravitational constant, N x m2 / kg2 ; N= Newtons, G = 6.067 X 10-11
GAO Government Accountability Office

GCS Ground control station

GEE Google Earth Engine

GEO Group on Earth Observations

GIS Geographical information system

GLGP Gun-launched guided projectile

GLM Geostationary Lightning Mappers

GLONASS  Global Navigation Satellite System
GNC Guidance navigation control
GNSS Global Navigation Satellite System (GPS, GLONASS, Galileo, Beidou & other

regional systems)

GNU GNU / Linux Operating system

GOES R-series Geostationary Operational Environmental Satellites (GOES-16 and 17)
GPM Global precipitation measurement

GPR General Purpose Robots

GPS Global Positioning System (US) [3] (USGPO, 2021)

GPS Global Positioning System / Geo-Fencing

GPS/INS uses GPS satellite signals to correct or calibrate a solution from an inertial navigation system
(INS). The method applies to any GNSS/INS system

GRU Russian military intelligence branch

GS Ground Station


https://en.wikipedia.org/wiki/Inertial_navigation_system
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gSSURGO
GSFD
GSM

GTA

Gridded Soil Survey Geographic Database

Ground station flood denial

Global system for mobile communications

Ground-to-Air Defense

Hard damage DEW complete vaporization of a target

HAPS

HAPS UAVs

HAZMAT

HBTSS

HCM

HDIAC

HGV

HEAT

HEL

HELCAP

HELIOS

HPM

HMS

HOW

HTV

HUMINT

HVM

HVP

High Altitude Platforms (generally for wireless communications enhancements)
UAVs dedicated to HAPS service (example to communicate via CNPC links)
Hazardous Materials (may refer to special personnel protective equipment)
Hypersonic and ballistic tracking space sensor
Hypersonic cruise missile
Homeland Defense & Security Information Analysis Center
Hypersonic glide vehicle
High-explosive anti-tank warhead
High energy Laser
High energy laser counter ASCM program
High-energy laser with integrated optical dazzler and surveillance
High powered microwave
Heat management system
Hand-over-word satellite data timestamp defined in (IS-GPS-200G, 2013)
Hypersonic test vehicle
Human Intelligence
Hostile vehicle mitigation

High velocity projectile



ABBREVIATIONS AND ACRONYMS | 65

IAEA International Atomic Energy Agency

IC Intelligence community ~ 17 different agencies

ICAO International Civil Aviation Organization

ICBM Intercontinental ballistic missile

ICS Internet Connection Sharing / Industrial control systems
ICT Information & Communications Technology

ICTS Information & Communications Technology Services
ID Information Dominance / Inspection and Identification /Identification
IDEX International Defense Exhibition and Conference

IDS Intrusion detection system

IED Improvised Explosive Device

IEEE Institute of Electrical and Electronics Engineers

IFF Identify Friend or Foe

IIIM International, Impartial, and Independent Mechanism
IMU Inertial Measurement Unit

IND Improvised nuclear device

INFOSEC  Information security

INS Inertial navigation system

INSA Intelligence and National Security Alliance
INFOSEC  Information Security

10 /1.0. Information Operations

[oT Internet of things

IIoT Industrial Internet of things



66 | ABBREVIATIONS AND ACRONYMS

P Internet protocol

IPM Integrated Pest management

IR Infrared

IS Information security / Islamic State

ISO International Organization Standardization

ISM In-space manufacturing

ISS International Space Station

ISIS Islamic State of Iraq and al-Sham (ISIS)

ISR Intelligence, Reconnaissance and Surveillance UAS Platform
ISTAR Intelligence, surveillance, target acquisition, and reconnaissance
IT Information Technology

IT/OT Information Technology/ Operational Technology

ITE Installation, Training, Expense

ITP In trail procedure

Iw Information Warfare

JIM Joint Investigative Mechanism

JPL NASA Jet Propulsion Laboratory

JSR Jamming-to-signal ratio

KE Kinetic energy

KEW Kinetic energy weapon

K ITHAP Short Shout in Tae Kwon Do
KKW Kinetic Kill Weapon/Warhead

LASER “Alaseris a device that emitslight through a process of optical amplification based on


https://en.wikipedia.org/wiki/Light
https://en.wikipedia.org/wiki/Optical_amplification
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the stimulated emission of electromagnetic radiation. The term “laser” originated as an acronym for “light
amplification by stimulated emission of radiation.” A laser differs from other light sources in that it emits light
coherently, spatially, and temporally. Spatial coherence allows a laser to be focused on a tight spot, enabling
laser cutting and lithography applications laser cutting and lithography. Spatial coherence also allows a laser
beam to stay narrow over great distances (collimation), enabling applications such as laser pointers. Lasers can
also have high temporal coherence, which allows them to emit light with a very narrow spectrum, i.e., they can
emit a single color of light. Temporal coherence can produce pulses of light as short as a femtosecond. Used:

for military and law enforcement devices for marking targets and measuring range and speed.” (Wiki-L, 2018)

LaWs$§ Laser weapon system

LCRD Laser Communications Relay Demonstration
LED Light emitting diodes

LENS Laser-engineered net shaping

LDEF Long Duration Exposure Facility

LGF Low Gradient Furnace

LH Left hand

LiDAR Light Detection and Ranging — a RS method using light in the form of a pulsed laser to measure

ranges

LOS Line-of-sight / Loss of Signal / Loss of Separation
LLCD Lunar Laser Communications Demonstration
LLTR Low-level transit route

LMor L.M. Loitering munitions

LMM Lightweight Multi-role Missiles
LNT Lethal non-trackable debris
LPI Low Probability of Intercept
LPD Low Probability of detection

LRAD Long Range Acoustic Device / Long-Range Area Denial [4]


https://en.wikipedia.org/wiki/Stimulated_emission
https://en.wikipedia.org/wiki/Electromagnetic_radiation
https://en.wikipedia.org/wiki/Acronym
https://en.wikipedia.org/wiki/Coherence_(physics)
https://en.wikipedia.org/wiki/Spatial_coherence
https://en.wikipedia.org/wiki/Laser_cutting
https://en.wikipedia.org/wiki/Photolithography#Light_sources
https://en.wikipedia.org/wiki/Collimated_light
https://en.wikipedia.org/wiki/Laser_pointer
https://en.wikipedia.org/wiki/Temporal_coherence
https://en.wikipedia.org/wiki/Frequency_spectrum
https://en.wikipedia.org/wiki/Ultrashort_pulse
https://en.wikipedia.org/wiki/Femtosecond
https://en.wikipedia.org/wiki/Law_enforcement
https://en.wikipedia.org/wiki/Laser_rangefinder#Military
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LRL Lunar Receiving Laboratory

LSP Launch Service Providers

LuGRE NASA Lunar GNSS Receiver Experiment
LWSI Livestock weather safety index

M&S Modeling and simulation technologies
Mach 1 Speed of sound, 761.2 mph

MAD Mutually assured destruction

M-ATV Mine-resistant ambush-protected vehicle
MAME Medium altitude medium endurance
MASER Microwave Amplification Stimulated Emission of Radiation
MASINT  Measurement Intelligence

MAST Micro Autonomous Systems & Technology
MDR Motion detection and recognition

MEA Micro electrode array

MEDUSA  (Mob Excess Deterrent Using Silent Audio)

MEMS Micro-electro-mechanical systems
MeRT Magnetic Resonance Therapy
MIM Man-in-middle attack

MIRV Multiple independently targetable reentry vehicles
ML Machine learning

MLAT Multilateration System

MMEVR  Multi-Mission Extra Vehicular Robot

MMOD Micrometeoroids and orbital debris



MND

MO-1

MOA

MOB

MOPP

MoU

MRI

MRVs

mTBI

MRG

MSFC

MSL

MSRA

MT-1

MTI

MUM-T

NAS

NATO

NASA

NCSS

NDM

NDVI

NEB

Ministry of National Defense

Microbial Observatory-1

Minute of angle in degrees

Man overboard*

Mission Oriented Protective Posture (MOPP) Gear
Memorandum of Understanding

Magnetic Resonance Imaging
Multiple Re-entry Vehicles

mild Traumatic Brain Injury

Europe — Meteosat Third Generation Lightning Imager
NASA Marshall Space Flight Center

MARS Science Laboratory

Methicillin-Resistant Staphylococcus aureus
Microbial Tracking-1

Moving target indicator

Manned-unmanned teaming (MUM-T)

National Academy Of Sciences

North Atlantic Treaty Organization

National Aeronautical and Space Administration
National Cooperative Soil Survey

Navigation data modification spoofing attack
Normalized Difference Vegetation Index

New Economic Block soldier
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NERC North American Electric Reliability Corporation
NEUROSTRIKE Series of cognitive impairment events caused by Cyber, Cognitive, Nanotech,

Electronic Gateways, Metaverse and CHATGPT

NGB National Guard Board
NGS NGS = Next generation sequencing — replaces DNA approach in the food security region.
NGO Nongovernmental organization

NHTSA National Highway Traffic Safety Administration

NIEHS National Institute of Environmental Health Sciences
NIR Near Infrared

NKW non-kinetic warfare

NLP Natural language processing

NMA Navigation Message Authentication

NMHA Normal Mode Helical Antenna
NO2 Nitrogen dioxide

NOAA National Oceanic & Atmospheric Agency

NPK amount of nitrogen, phosphorus, and potassium (NPK) in soil
NSA National Security Agency
NV Neurological vulnerability

OCONUS Outside Continental United States

OCSD Optical Communications and Sensor Demonstration
ODNI Office of Deputy National Intelligence
OLI Operational Land Imager

OMAR On-Orbit Manufacture, Assembly and Recycling



OMI
OODA
OPALS
OPCW
OPIR
OPSEC
OSINT
OSMA
OST
OTH
PDA
PEACOQ

PFMI

Ozone Monitoring Instrument

Observe, Orient, Decide, and Act decision loops
Optical Payload for Lasercomm Science

Organization for the Prohibition of Chemical Weapons
Overhead persistent Infrared satellites

Operational Security

Open-source intelligence (also OSI)

NASA’s Office of Safety and Mission Assurance

Outer Space Treaty of 1967

Over-the-horizon

Personal digital assistant
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Performance-Enhanced Array for Counting Optical Quanta

Pore formation and mobility investigation furnace / low-temperature furnace for solidification

and remelting of transparent materials

PETMAN Humanoid robot developed for US Army -Protection Ensemble Test Mannequin

Phigital
PII
PLA
PLAN
PMU
PNS
PNT

POV

Digital and human characteristics & patterns overlap
Private identifying information and credentials
Peoples Liberation Army (Chinese)

Peoples Liberation Army & Navy (Chinese)

Phasor Measurement Unit
Peripheral Nerve Stimulation

Positioning, navigation, and timing systems

Point of view



72 | ABBREVIATIONS AND ACRONYMS

PPE Personal protective equipment

PRAM Photovoltaic Radio-frequency Antenna Module technology

PRN Pseudo-Random Noise
PSA Protective security advisors
PSR Primary Surveillance Radar

PSYOPS Psychological warfare operations
QKD Quantum Key Distribution

Quantum Supremacy The point at which quantum computing power outpaces traditional computing power

QUBIT A basic unit of quantum information. A two-state (or two-level) quantum-mechanical system
RAI Responsible Artificial Intelligence

RC Radio communications signals

RCS Radar cross-section

RDD Radiological dispersion device

RF Radio Frequency

RF-EMF Radiofrequency — Electromagnetic field

RFID Radio-frequency identification (tags)
RGB Red Green Blue color band

RH Right hand

RID Remote identification of ID

RIMPAC Rim of the Pacific
RKA Chinese Relativistic Klystron Amplifier
RLLR RLLR indicates only parasitic elements are left-handed

RN Ryan-Nichols Qualitative Risk Assessment



RNRA

ROA

ROC
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Ryan — Nichols Attack / Defense Scenario Risk Assessment for Cyber cases
Remotely operated aircraft

Republic of China

ROSCOSMOS Russian Federal Space Agency

ROV/ROUV Remote operating vehicle / Remotely operated underwater vehicle

RPA

RPAS

RPO

RPV

RRRR

RS

RSS

RTOS

RTU

RV

SA

SAA

SAM

SAR

SAR

Remotely piloted aircraft

Remotely piloted system

Rendezvous and Proximity Operations

Remotely piloted vehicle

RRRR indicates for four-tier system components are all right-handed

Remote sensing

Received signal strength / Remote Sensing & Surveillance
Real time operating system

Remote terminal units
Re-entry vehicle

Situational Awareness

Sense and Avoid

Surface to Air missile

Synthetic aperture radar

Specific absorption rate — a measure of the rate of RF energy absorbed by the

body from the source measured

SATINT

SATCOM

Satellite intelligence

Satellite communications
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SBIRs Space-based Infrared System

SBLM Submarine-launched ballistic missile

SCADA Supervisory Control and Data Acquisition systems
SCMR Strongly Coupled Magnetic Resonant System

SCRAMJET aram jetin which combustion takes place in a stream of gas moving at supersonic speed

SCS Shipboard control system (or station) / Stereo Camera System / South China Seas
SCS Spinal cord stimulation

SD Space Dominance

SDA Space Domain Awareness / Pentagon Space Development Agency

SDR Software-defined radio

SEAQUE  Space Entanglement And Annealing Quantum Experiment
SEAD Suppression of enemy defenses

SECDEF Secretary of Defense (USA)

SIC Successive Signal Interference Cancellation

SICKKIDS  Hospital for Sick Children

SIGINT Signals Intelligence

Signature UAS detection by acoustic, optical, thermal, and radio /radar
SINGULARITY Merger of man and machine (Barfield, 2015)

SM Soil monitoring

SMAs Shape metal alloys

SMART Strategic Arms Reduction Treaty

SML Space mobility and logistics area support

S/N S/ N = is one pulse received signal to noise ratio, dB: Signal to Noise ratio at
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HAPS receiver (also, SNR)

SO2 Sulfur dioxide

SOAD Space Operational Art and Design

Soft damage DEW disruption to a UAS computer

SOCID Self Optimizing Clean In Place

SOCOM U.S. Army Special Operations Command

SOLAS Safety of Life at Sea (International Maritime Convention) [safety conventions]

SQF Solidification Quench Furnace

Spoofing is A Cyber-weapon attack that generates false signals to replace valid ones. GPS Spoofing
is an attack to provide false information to GPS receivers by broadcasting counterfeit signals similar
to the original GPS signal or by recording the original GPS signal captured somewhere else at some
other time and then retransmitting the signal. The Spoofing Attack causes GPS receivers to provide
the wrong information about position

and time. (T.E. Humphrees, 2008) (Tippenhauer & etal, 2011) (Eichelberger, Robust Global
Localization using GPS and Aircraft Signals, 2019) (Nichols & Sincavage, 2022)

Spoofing Alt Def: A Cyber-weapon attack generates false signals to replace valid ones.

SS Space Shuttle

SSBN Strategic nuclear-powered ballistic missile submarine
SSL Solid state laser

SSLT Seamless satellite-lock takeover spoofing attack

SSN US Space Surveillance Network

SSR Secondary Surveillance Radar

STEALTH  to resist detection
STM Space traffic management

sUAS Small Unmanned Aircraft System
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SUBSA Solidification using a Baffle in Sealed Ampoules/ SUBSA vertical gradient furnace (transparent

growth zone)

SVP Sub-vehicle point — Point on earth’s surface right below the Satellite
SWARM High level, a dangerous collaboration of UAS, UUV, or unmanned boats
SWAT Space Warfare Analysis Tools; Special Weapons and Tactics

T&T Track and Traceability

T2AR T2 Augmented Reality project

Taiwan ROC Taiwan is officially the Republic of China

TALOS Tactical assault light operator suit

TCAS Traffic collision avoidance system

TDOA Time difference of arrival

TEAM (UAS) High-level, a dangerous collaboration of UAS, UUYV, or unmanned boats; differs
from SWARM in that it has a UAS Team Leader (TL) where SWARM does not.

TL directs the UAS team and is the primary counter UAS target to disrupt.

TED Technology, Entertainment, Design “Talks”

THOR Tactical high-power operational responder

TIROS Television InfraRed Observational Satellite

™S Transcranial magnetic stimulation
TNT Trinitrotoluene

TO Theater of Operations

TOA Time of arrival

ToF Time of flight

TPAI Third Party Created (invented)
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TPS Thermal protective system

TRANSEC  Transmission security

TTFF Time to first fix (latency)

TTPs Tactic, Technique, and Procedures

Tx Transmit signal

UA Unmanned Aircraft (non-cooperative and potential intruder)
UAM Urban Air Mobile (vehicle)

UAS-p UAS pilot

UAS Unmanned aircraft system (popularly but incorrectly referred to as drones)
UAT Universal access transceiver
UAV Unmanned aerial vehicle / Unmanned autonomous vehicle.

UAV-p UAV pilot
UCAR Unmanned combat armed rotorcraft
UCARS UAV common automated recovery system

UCWA / UA Unintentional cyber warfare attack

UGCS Unmanned Ground Control Station
UGS Unmanned ground-based station
UGT Unmanned ground transport

UGV Unmanned ground vehicle

UHF Ultra-high frequency

Un United Nations

UNOOSA  The United Nations Office for Outer Space Affairs

USDA US Department of Agriculture
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Usv Unmanned Surface Vessel
Uuv Unmanned underwater vehicle
UWB Ultrawideband

VAR Visual-aural Range

VBN Visual-based navigation

VBN LiDAR  Visual-based navigation: Light Detection and Ranging — a RS method using light

in the form of a pulsed laser to measure ranges

VDL VHEF Data link

VI Vegetation Indices

VIEW Virtual Interface Environment Workstation
VIIRS Visible Infrared Imaging Radiometer Suite
VIS Visible

VPL Visual Programming Languages

VR Virtual reality

VRT Variable rate technology

VLOS visual line of sight

VTOL Vertical take-off and landing

VX Deadly nerve agent

WAM Wide area multilateration

WEOV Wide field of view

WFUL Wake Forrest University Laboratory
WHO World Health Organization

WLAN Wide Local area network
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WMD Weapons of Mass Destruction

WMDD Mini-Weapons of Mass Destruction and Disruption
WMO World Meteorological Organization

WPT Wireless Power Transfer

Xr Extended Reality

SPECIAL DEFINITIONS (NICHOLS & CARTER, 2022) (NICHOLS R. K., 2020)

Asymmetric warfare can describe a conflict in which the resources of two belligerents differ in essence and,
in the struggle, interact and attempt to exploit each other’s characteristic weaknesses. Such struggles often
involve strategies and tactics of unconventional warfare, the weaker combatants attempting to use strategy to
offset deficiencies in quantity or quality of their forces and equipment. (Thomas, 2010) Such strategies may
not necessarily be militarized. (Steponova, 2016)

This contrasts with symmetric warfare, where two powers have comparable military power and resources

and rely on similar tactics, differing only in details and execution. (Thomas, 2010)

CLASSIFICATION OF SATELLITES

Satellites are classified in terms of their purpose and are classified as follows:

Astronomical satellites — observation of distant planets and galaxies.

Biosatellites — carry living organisms to aid scientific experiments.

Commaunication satellites — communications satellites use geosynchronous or Low Earth orbits to
communicate with each other and other systems.

Earth observation satellites (EOS) are satellites intended for non-military uses such as environmental
monitoring, meteorology, and producing maps.

Killer satellites are designed to destroy warheads, satellites, and space-based objects.

Navigational satellites use radio time signals transmitted to enable mobile receivers on the ground to
determine their exact location. The relatively clear line of sight between the satellites and receivers on the
ground allows satellite navigation systems to measure location to accuracies on the order of a few meters in
real-time.

Reconnaissance satellites are communications satellites deployed for military or intelligence applications.
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Recovery satellites provide a recovery of reconnaissance, biological, space-production, and other payloads
from orbit to Earth.

Space stations are orbital structures designed for human beings to live in space. A space station is
distinguished from other crewed spacecraft by its lack of major propulsion or landing facilities. Space stations
are designed for medium-term living in orbit.

Tether satellites are connected to another satellite by a thin cable called a tether; and

Weather satellites are used to monitor Earth’s weather and climate.

Drake Equation. An equation proposed by Cornell astronomer Frank Drake in 1961, what attempts to
calculate the number of sentient species which could exist and are potential contacts during the life of our

civilization.

Electronic Warfare (EW) is the art and science of denying an enemy the benefits of the electromagnetic
spectrum (EMS) while preserving them for friendly forces. (Wolft, 2022)

Signals Intelligence (SIGINT) is the analysis and identifying intercepted transmissions, including
frequency, bandwidth, modulation (“waveform”), and polarization. Four categories of SIGINT are: (Wolft,
2022)

* Electronic Intelligence (ELINT)
¢ Communications Intelligence (COMINT)
* Foreign instrument SIGINT (FISINT)

* Measurement intelligence (MASINT) Covered in Chapter 10 of DRONE DELIVERY OF CBNRECy
- DEW WEAPONS Emerging Threats of Mini-Weapons of Mass Destruction and Disruption
(WMDD) (Nichols & Sincavage, 2022)

EW SUB-AREAS

Electronic Warfare Support (EWS/ES) measures detection, intercept, identification, location, and localizes
sources of intended and unintended radiated electromagnetic (EM) energy. (Wolff, 2022)

Activities related to ES include:

* Electronic Reconnaissance: location, identification, and evaluation of foreign electromagnetic radiation
* Electronic intelligence: Technical and geolocation intelligence derived from foreign non-communications
electromagnetic radiation emanating from sources other than nuclear detonations or radioactive sources

* Electronics security: protection resulting from all measures designed to deny unauthorized persons
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information of value that might be derived from the interception and study of non-communications
electromagnetic radiation, e.g., radar. (Wolff, 2022)[3]

Electronic Attack (EA) activities — may be either offensive or defensive and include: (Wolff, 2022)

* Countermeasures: employment of devices and/or techniques that has as their objective the impairment
of the operational effectiveness of enemy activity

* Electromagnetic deception: Covered in Chapter 7 of DRONE DELIVERY OF CBNRECy - DEW
WEAPONS

* Emerging Threats of Mini-Weapons of Mass Destruction and Disruption (WMDD) (Nichols &
Sincavage, 2022) Various EM deception techniques, such as a false target or duplicate target generation,

confuse the enemy intelligence, surveillance, and reconnaissance systems (ISR). (Wolff, 2022)

* Electromagnetic intrusion: is the intentional insertion of EM energy (EME) into transmission paths in
any manner to deceive operators or to cause confusion.

* Electromagnetic jamming is deliberate radiation, reradiation, or reflection of EME to prevent or reduce
an enemy’s effective use of the EMS and with the intent of degrading or neutralizing the enemy’s
combat capability.

* Electromagnetic pulse is EM radiation from a strong electronic pulse [Directed energy weapons (DEW)]
that may couple with electrical or electrical systems to produce damaging current and voltages. (Wolff,
2022)Chapters 9-11 in DRONE DELIVERY OF CBNRECy - DEW WEAPONS Emerging Threats of
Mini-Weapons of Mass Destruction and Disruption (WMDD) expertly cover the subject. (Nichols &
Sincavage, 2022)

* Electronic probing is intentional radiation designed to be introduced into the devices and systems of
potential enemies to learn the operational capabilities of the devices and systems.

* Cyber or electronic spoofing: — A Cyber-weapon attack that generates false signals to replace valid ones.
GPS Spoofing is an attack to provide false information to GPS receivers by broadcasting counterfeit
signals similar to the original GPS signal or by recording the original GPS signal captured somewhere
else at some other time and then retransmitting the signal. The Spoofing attack causes GPS receivers to
provide the wrong information about position and time. (T.E. Humphrees, 2008) (Tippenhauer & et.al,
2011) (Nichols & Sincavage, 2022)

ELECTRONIC PROTECTION MEASURES (EP): EP MEASURES FALL INTO SIX



82 | ABBREVIATIONS AND ACRONYMS

CATEGORIES: (WOLFF, 2022)

EM hardening: actions are taken to protect personnel, facilities, and or equipment by blanking, filtering,
attenuating, grounding, bonding, and shielding against undesirable effects of EME.

Electronic masking: controlled radiation of EME on friendly frequencies to protect the emissions of friendly
communications and electronic systems against enemy EWS measures and SIGINT  without significantly
degrading the operation of friendly systems.

Emission control: sensitive and controlled use of EM, acoustic, or other emitters to optimize command
and control (C2) capabilities while minimizing the following for operations security (OPSEC): 1) detection
by enemy sensors; 2) mutual interference among friendly systems; 3) enemy interference with the ability to
execute a military deception plan. (Wolff, 2022)

EMS management: planning, coordinating, and managing joint use of the EMS through operational,
engineering, and administrative procedures.

Wartime reserve modes: characteristics and operating procedures for sensors, communications, navigation
aids, threat recognition, weapons, and countermeasures systems that will contribute to military effectiveness
if unknown to or misunderstood by opposing commanders before they are used but could be exploited or
neutralized if known in advance. (Wolff, 2022)

EM compatibility: the ability of systems, equipment, and devices that use the EMS to operate in their
intended environments without causing or suffering unacceptable or unintentional degradation because of
electromagnetic radiation (EMR) or response. (Wolff, 2022) This is an extremely important concept and is
exploited by the use of UAS against USN assets in the South China Seas (SCS.) (Nichols & al., Unmanned
Vehicle Systems and Operations on Air, Sea, and Land, 2020)

False Flag Operation — organized spreading of misinformation or disinformation.

EICHELBERGER COLLECTIVE DETECTION (ECD) DEFINITIONS / COUNTER SPOOFING
CONCEPTS

Acquisition — Acquisition is the process in a GPS receiver that finds the visible satellite signals and detects the
delays of the PRN sequences and the Doppler shifts of the signals.

Circular Cross-Correlation (CCC) — In a GPS classical receiver, the circular cross-correlation is a similarity
measure between two vectors of length N, circularly shifted by a given displacement d:

N-1

Cxcorr (a,b,d) =3 aidotbl +d mod N Eq. 3-1

I=0

The two vectors are most similar at the displacement d, where the sum (CCC value) is maximum. The vector
of CCC values with all N displacements can be efficiently computed by a fast Fourier transform (FFT) in O (
N log N ) time. [4](Eichelberger, Robust Global Localization using GPS and Aircraft Signals, 2019)

Like classical GPS receivers, coarse-Time Navigation (CTN) is a snapshot receiver localization technique
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that measures sub-millisecond satellite ranges from correlation peaks. (IS-GPS-200G, 2013) [See also expanded
definition above.]

Collective Detection (CD) is a maximum likelihood snapshot receiver localization method, which does not
determine the arrival time for each satellite but combines all the available information and decides only at the
end of the computation. This technique is critical to the (Eichelberger, Robust Global Localization using GPS
and Aircraft Signals, 2019) invention to mitigate spoofing attacks on GPS or ADS-B.

Coordinate System — A coordinate system uses an ordered list of coordinates to uniquely describe the
location of points in space. The meaning of the coordinates is defined concerning some anchor points. The
point with all coordinates being zero is called the origin. [ Examples: terrestrial, Earth-centered, Earth-fixed,
ellipsoid, equator, meridian longitude, latitude, geodetic latitude, geocentric latitude, and geoid. [S]

Localization — Process of determining an object’s place concerning some reference, usually coordinate
systems. [aka Positioning or Position Fix]

Navigation Data is the data transmitted from satellites, which includes orbit parameters to determine the
satellite locations, timestamps of signal transmission, atmospheric delay estimations, and status information of
the satellites and GPS as a whole, such as the accuracy and validity of the data. (IS-GPS-200G, 2013) [6]

Pseudo-Random Noise (PRN) sequences are pseudo-random bit strings. Each GPS satellite uses a unique
PRN sequence with a length of 1023 bits for its signal transmissions. aka as Gold codes, they have a low cross-
correlation with each other. (IS-GPS-200G, 2013)

Snapshot GPS Receiver— A snapshot receiver is a global positioning satellite (GPS) receiver that captures one
or a few milliseconds of raw GPS signal for a location fix. (Diggelen, 2009)

GO VS. CHESS — Space Dominance should be thought of as a game of GO,[7] NOT chess. In the
former, the opponent aims to encircle (strangle) the opponent and deny him his strategic maneuver capability;
in the latter, the opponent aims to completely deprive him of individual pieces (assets) or prevent defensive
movement so that he can slaughter his ruler (king). (Wright, 2020)

ISR — Intelligence, Surveillance, and Reconnaissance [8]

Intelligence, surveillance, and reconnaissance operations (ISR) are used to collect information about the
enemy, terrain, weather, and other aspects of the Area of Operation (AO) that will affect friendly combat
operations. (Global Security.Org, 2022)

The Army has conducted reconnaissance and surveillance tasks since its inception. The production of
intelligence (the product resulting from the collection, processing, integration, analysis, evaluation, and
interpretation of available information concerning an enemy force or area of operation) has always been
critical to successfully accomplishing the mission. ISR is the term currently applied to combined arms enabling
operation that combines previously described as reconnaissance and surveillance (a manenver or collection
task) with the production and dissemination of intelligence (a staff task). ISR is a constant, continuous, and
optimized operation that focuses on the collection of relevant information that is analyzed to create
intelligence to support the commander’s and or leader’s situational understanding and the operational
cycle. (Global Security.Org, 2022)
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ISR SYSTEMS AND TECHNOLOGY FROM SPACE

MIT gives an interesting purview of their mission for ISR from space. They see it as “Creating Technology To
Provide Vital Tactical Information.” They conduct “R&D in advanced sensing, signal and image processing,
decision support technology, and high-performance embedded computing to provide systems capable of
gathering reliable intelligence, surveillance, and reconnaissance information.” (MIT R&D, 2022) It is this
purview that the authors see from the user POV to develop “earth traces” from space capable of yielding unique
information on non-military technologies such as agriculture management, crop rotation, global food supply,

tree and fire zone management, and cattle management.

SATELLITE ORBITS

The most common type of orbit is a geocentric orbit, with over 3,000 active artificial satellites orbiting the Earth.
Geocentric orbits may be further classified by their altitude, inclination, and eccentricity.

The commonly used altitude classifications of the geocentric orbit are Low Earth Orbit (LEO), Medium
Earth Orbit (MEO), Geosynchronous Orbit (GEO), and High Earth Orbit (HEO). Low Earth Orbit is any
orbit below 2,000 km, Medium Earth Orbit is any orbit between 2,000 and 36,000 km, and High Earth Orbit
is greater than 36,000 km. LLO: low lunar orbit is approximately 100 km above the lunar surface. L1 and
L2: “Lagrange points are caused by the balance between the gravitational fields of two large bodies; equilibria

between two pulling forces.

CENTRIC CLASSIFICATIONS

A galactocentric orbit is an orbit around the center of a galaxy.

A beliocentric orbit is an orbit around the Sun. In our Solar System, all planets, comets, and asteroids are in
such orbits, as are many artificial satellites and pieces of space debris.

Geocentric orbit is an orbit around Earth, such as the Moon or artificial satellites. Currently, there are over

2,500 active artificial satellites orbiting the Earth.

ALTITUDE CLASSIFICATIONS

Low Earth Orbit (LEO): Geocentric orbits ranging in altitude from 180 km - to 2,000 km.
Medium Earth Orbit (MEO): Geocentric orbits ranging in altitude from 2,000 km — to 20,000 km.
Geosynchronous Orbit (GEO): Geocentric circular orbit with an altitude of 36,000 km. The orbit period
equals one sidereal day, which coincides with the Earth’s rotation period. The speed is 3,075 m/s (10,090 ft/s).
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High Earth orbit (HEO): Geocentric orbits above the altitude of a geosynchronous orbit (GEO) > 36,000
km (~ 40,000 km).
Light-year — 5.879 x 1012 miles

AGROTERRORISM / BIOTERRORISM DEFINITIONS

Agroterrorism is a subset of bioterrorism and is defined as the deliberate introduction of an animal or plant
disease to generate fear, causing economic losses and/or undermining stability. (O.S. Cupp, 2004)

Bioterrorism is the threat or use of biological agents by individuals or groups motivated by political,
religious, ecological, or other ideological objectives.

Earth Observation Epidemiology or tele-epidemiology is defined as ‘using space technology with
remote sensing in epidemiology. (Wiki, 2022)

MASINT — Measurement and signature intelligence (MASINT) is a technical branch of intelligence
gathering that detect, track, identify or describe the distinctive characteristics (signatures) of fixed or dynamic
target sources. This often includes radar, acoustic, nuclear, chemical, and biological intelligence. MASINT
is scientific and technical intelligence derived from the analysis of data obtained from sensing instruments
to identify any distinctive features associated with the source, emitter, or sender, to facilitate the latter’s
measurement and identification. (Wiki, 2022)

OSI, short for OPEN-SOURCE Intelligence (also known as OSINT), is defined as any intelligence
produced from publicly available information that is collected, exploited, and disseminated in a timely manner
to an appropriate audience to address a specific intelligence requirement. (Bazzell, 2021)

Remote Sensing (RS) uses non-ground-based imaging systems to obtain information about processes and
events on Earth. It is unique among the detection and diagnostic methods discussed herein in its ability to offer
passive monitoring for the disease at scale rather than active sampling. (Silva & et.al, 2021)

Sentient — The ability of an organism to perceive and feel things. This definition implies that said organism
is capable of rational thought and decision-making.

State — A state can mean a country, a government, or political authority. It means absolute control over a

fixed territory on Earth.
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ENDNOTES

[1] All Acronyms taken from (Nichols R. K., 2020) and (Nichols & Sincavage, 2022) and the Wildcat UAS/
CUAS/UUV/Space textbook series 2017-2023 unless otherwise noted.

[2] EM definitions from (Wolft, 2022)
[3] Since 1998, Christian Wolff has maintained the educational website www.radartutorial.eu
[4] O = Order of magnitude; dot = dot product for vectors

[5] All these systems are discussed in Chapter 2 of (Eichelberger, Robust Global Localization using GPS and
Alircraft Signals, 2019)

[6] Each satellite has a unique 1023-bit PRN sequence, plus some current navigation data, D. Each bit is
repeated 20 times for better robustness. Navigation data rate is limited to 50 bit / s. This also limits sending
timestamps every 6 seconds, satellite orbit parameters (function of the satellite location over time) only every

30 seconds. As a result, the latency of the first location estimates after turning on a classic receiver, called the
time to first fix (T'TFF), can be high.

[7] AKA wei qi or baduk in Chinese and Korean, respectively.

[8] ISR defined from the USA Army POV only.
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1.

THE TECHNOLOGICAL FUTURE - MERGING
WITH MACHINES [TOEBES]

OBJECTIVES

* Students shall comprehend the different forms of integration of the human body with machines.
* Students shall understand the differences between Replacement of body parts, Augmentation to go
beyond human limits and Simulation to fool our senses as well as our Connection to the machines of

the world.

INTRODUCTION

The world continues to evolve, and people have always sought to improve how to live and control their
interactions with that changing world. With integration between the human body and the many machines that
we create, we seek to improve both our longevity and how we experience and perceive everything around us.

This level of integration can be broken into three approaches: Replacement, Augmentation and Simulation.
Each of these strategies affect our connection to the world.

In the simplest form, Replacement is about substitution of an external creation for a failing or missing part.
From life sustaining parts such as artificial hearts to functional prosthetic limbs, the goal is to bring a body up
to an expected level of performance.

Taking the next step with Augmentation is to make the replacement part perform a function better than
what was originally done such as a bionic eye or to add a new function to the body such as infrared vision or
magnetic sensing. It is worth noting that there is a fine line between Replacement and Augmentation based on
the intention.

At the extreme, Simulation allows feeding external stimuli directly into the body fooling it into believing
that something artificial is actually happening. While images of movies like The Matrix may come to mind,
this last category is well entrenched in today’s youth through online gaming which strives to provide a more
realistic and encompassing experience.

All of these strategies for integrating with the machines of the world are predicated on the human mind still

being in control. Note that strategies with an Artificially Intelligent entity are addressed in the next chapter.
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REPLACEMENT — MECHATRONICS

We have always had a need to replace the functionality of a lost body part to varying degrees. The most obvious
being the loss of a limb being replaced by a prosthetic equivalent. It should be no surprise that the oldest
known prosthetic is over 3,000 years old: the Greville Chester Great Toe [Figure 1-1] (Daley, 2017) (Choi,
2007) (Dvorsky, 2017) which was made from wood and leather that was made for a 50-60 year old woman.
What is significant about this early prosthetic is that it was designed to operate like the body part it replaced
unlike earlier ones which were just an imitation of the part but not functional and hence difficult to wear over

an extended period.

Figure 1-1: Ancient Egyptian Prosthetic Toe

Image: Dr Jacky Finch, courtesy of the Egyptlan Museum, Cairo

Source: https:

Another early attempt at replacing a missing limb is the Capua Leg from 300 BC (Copy of Roman artificial

leg, London, England, 1905-1915) which was created in bronze. While this was one of the earliest known


https://cdn.mos.cms.futurecdn.net/3g5JAizfnWiPduq9LSJxW8-1200-80.jpg.webp
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leg prosthetics, the construction of it from bronze would have made it uncomfortable to wear. Although the
original was destroyed during an Air Raid in World War II, modern 3D printing techniques have allowed
researchers at the Peter Osypka Institute of Medical Engineering (Otte & Hazubski, 2019) to create a replica to

understand how it originally operated.

Figure 1-2: Capua Leg — 300BC

Credit: Copy of Roman artificial leg, London, England, 1905-1915. Science Museum, London.
Source: https://wellcomecollection.org/works/kyjggfuh/images?id=ja6vhwvc

3D PRINTING REPLACEMENT PARTS

It is only in the past couple of decades that 3D printing has progressed to the level that it can be used to
create replacement prosthetics. In fact, 3D printing has made it possible for the average person to create a
viable substitute limb and digits. We have seen simple designs from six girls on a Girl Scouts based FIRST Lego
League team (Iowa Girl Scouts, 2011) who created a prosthetic hand device to enable a 3-year old girl (Figure
1-3) to write (Boyle, 2011). (United States of America Patent No. 8,840,157, 2014)


https://wellcomecollection.org/works/kyjgqfuh/images?id=ja6vhwvc
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Figure 1-3: Prosthetic Hand device to enable writing

Source: (United States of America Patent No. 8,840,157, 2014)

Other robotics teams have created more complex designs working with the e-nable organization (Enabling
The Future). Based on the e-nablev designs, a FIRST Robotics team of 25 high school students 3D printed a
functioning prosthetic hand (Figure 1-4). (FIRST Robotics, 2021)


https://enablingthefuture.org/
https://enablingthefuture.org/
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Figure 1-4: 3D Printed Prosthetic Hand

TR
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prosthesis-trnd-exlarge-169-1.jpg

From https:

Another group has taken the e-nable design to the next level creating an Iron Man themed functioning
prosthetic arm (Figure 1-5) (Grunewald, 2016). By creating a series of superhero themed prosthetic limbs, not
only have the recipient gained use of a missing limb, the themed prosthetics often cause them to become the

envy of their classmates.

Figure 1-5: 3D Printed parts for Iron Man Prosthetic Arm


https://community.firstinspires.org/hubfs/201224202633-01-high-school-robotics-custom-prosthesis-trnd-exlarge-169-1.jpg
https://community.firstinspires.org/hubfs/201224202633-01-high-school-robotics-custom-prosthesis-trnd-exlarge-169-1.jpg
https://community.firstinspires.org/first-robotics-competition-team-creates-prosthetic-hand
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Source: https://3dprint.com/wp-content/uploads/2016/02/3dp_ironman_enable_parts-

€1455887598231.jpg

An advantage of many of these 3D printed prosthetics is that they are inexpensive to manufacture and
replace as well as simple to maintain because they rely on existing muscles to control them. However, other
advancements in technology have allowed for much more complex control of the replacement parts. It is
important to note that for much of the population, a high-quality prosthetic can be out of reach from a cost
perspective. It is for this reason that there continues to be innovation in low-end and open-source technologies.
Often work goes in both directions to produce high end prosthetics while at the same time using those
learnings in order to produce a more cost-eftective version.

It is also worth noting that people with replacement parts can perform at some of the highest levels
of athletics. Already in the Paralympics we have competitors with prosthetic limbs or wheelchair bound
coming close to or even beating Olympic times (Buchholz, 2021). In fact, the performance and perceived
advantage of blade running athletes has led to the Olympics committee banning such athletes from competing
against athletes without prosthetics, but a study published in the Royal Society Open Science shows that no
such advantage exists. (Beck, Taboga, & Grabowski, 2022) The fact that we are having to have this level of
discussion attests to the advancement of Replacement and shows how we are very quickly moving into the

realm of Augmentation.

BIOMECHATRONICS

As the technology for replacement of body parts goes beyond the simple mechanical replacement of a body part
with another physical replica, the integration of the replacement into the body requires additional technologies

applied. This is the realm of biomechatronics in which the biological and mechanical disciplines are combined.


https://3dprint.com/wp-content/uploads/2016/02/3dp_ironman_enable_parts-e1455887598231.jpg
https://3dprint.com/wp-content/uploads/2016/02/3dp_ironman_enable_parts-e1455887598231.jpg
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Sometimes the learnings from a full biomechatronic implementation can be used to benefit a fully mechanical
implementation.

One such example is at MIT where work has been done at both ends of the spectrum. At one end we
have the MIT Media Lab biomechatronics group (MIT Media Lab) which has done extensive research on the
augmentation front in ways to power a prosthetic knee (MIT Media Lab) and even have engineers who have
built their own bionic leg (MIT Media Lab, 2019). At the other end of replacement, they also have teams
creating a more cost-effective prosthetic knee which is powered only by springs and gears. (MIT News, 2015)
(MIT GEAR Lab) (Chu, 2015)

In addition to MIT, some of the top biomechatronics researchers include the Shirley Ryan AbilityLab
(Shirley Ryan AbilityLab) the University of California at Berkeley (University of California at Berkeley),
Stanford University (Stanford University), and University of Twente in the Netherlands (University of
Twente, 2020). These researchers have been focusing on the critical data gathering necessary to make
functioning replacements. This data gathering includes analyzing the complex human motions, determining
how to interface electronic components to the human nervous system and experimenting with living muscle

tissues as potential actuators for electronic devices.

EXOSKELETONS

While replacement of missing limbs is one approach for allowing people to use them again, when a limb or part
of the body becomes paralyzed, another approach to regain use is through an exoskeleton. While this seems like
it may be a new technology, in fact the concept of an exoskeleton was first patented in 1890 by Russian inventor
Nicholas Yagn (YAGN, 1890). This early exoskeleton was designed as an Augmentation to walking, running,
and jumping powered by a combination of springs and compressed fluid. Almost 20 years later, Leslie Kelley
patented the Pedomotor (Kelley, 1919) which used steam power to augment human motion with artificial
ligaments. Since then, there have been many attempts at exoskeletons as can be seen in Figure 1-6. (Qui, Pei, &
Wang, 2022)

Figure 1-6: Historical Exoskeletons
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Sourece: https://www.mdpi.com/applsci/applsci-11-00076/article_deploy/html/images

applsci—l1—00076—g001.png
From: (de la Tejera, Bustamante-Bello, Ramirez-Mendoza, & Izquierdo-Reyes, 2020)

https://www.mdpi.com/2076-3417/11/1/76

More modern research and development of exoskeletons can be split into either rehabilitation (e.g.,
Replacement) or assistance (Augmentation) (de la Tejera, Bustamante-Bello, Ramirez-Mendoza, & Izquierdo-
Reyes, 2020). The Military is a major source of research into this technology both to provide recovery to
veterans wounded on the battlefield and to augment the abilities of soldiers enabling them to carry more, move

faster and avoid fatigue. Some of the recent efforts can be seen in Figure 1-7. (Qui, Pei, & Wang, 2022)

Figure 1-7: Timeline of Exoskeletons 2014-2020


https://www.mdpi.com/applsci/applsci-11-00076/article_deploy/html/images/applsci-11-00076-g001.png
https://www.mdpi.com/applsci/applsci-11-00076/article_deploy/html/images/applsci-11-00076-g001.png
https://www.mdpi.com/2076-3417/11/1/76

Source:
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https://www.mdpi.com/applsci/applsci-11-00076/article_deploy/html/images/applsci-11-00076-g004.png
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applsci—l 1-00076-g004.png
From (de la Tejera, Bustamante-Bello, Ramirez-Mendoza, & Izquierdo-Reyes, 2020) https://www.mdpi.com/

2076-3417/11/1/76

While many of these exoskeletons are far beyond the reach of the average consumer, some of the research has
resulted in products that are being targeted at people who wish to extend their travel and adventuring range.
One such product is the Shift Robotics AI powered Moonwalker shoes which are designed to allow a person
to walk 250% faster (Figure 1-8). (Shift Robotics, 2023). Another crowdfunded product is also an AI powered
device — the Hypershell Exoskeleton which is designed to give a person 25KM or range offsetting 30KG of
weight. (Figure 1-9) (Hypershell, 2023). In the mid-range offering is the suitX exoskeleton which both enables
a paraplegic individual to walk (Ashley, 2017) and is targeted to industry to augment a person doing their daily
tasks by reducing the muscle strain of heavy lifting and increasing the endurance of the individual using the
suit. (Ottobock, 2021)

Figure 1-8: SHIFT MoonWalkers



https://www.mdpi.com/applsci/applsci-11-00076/article_deploy/html/images/applsci-11-00076-g004.png
https://www.mdpi.com/2076-3417/11/1/76
https://www.mdpi.com/2076-3417/11/1/76
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Source: https://cdn.shopify.com/s/files/1/0652/6238/7422/products/1.jpg
From: https://shiftrobotics.io/products/moonwalkers

Figure 1-9: Hypershell
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Source:

srxnwvrvzcj3bbhn03tv.png
From: https://www.indiegogo.com/projects/hypershell-exoskeleton-for-everyday-adventure—2

GIANT EXOSKELETONS

No discussion of exoskeletons can be had without looking at the giant robots that are created for recreational
purposes. Although not technically an exoskeleton, the largest moving robot mech in the world is the 18 meter
(59ft) tall “life-size” Gundam RX-78 (Figure 1-10) in Yokohama, Japan (Japan, 2020). For Transformers fans,
The J-deite RIDE is a 4 meter (13 foot) tall transforming robot that converts from a drivable car to a walking
robot (Figure 1-11). (BRAVE ROBOTICS Inc., 2018)


https://cdn.shopify.com/s/files/1/0652/6238/7422/products/1.jpg
https://shiftrobotics.io/products/moonwalkers
https://c1.iggcdn.com/indiegogo-media-prod-cld/image/upload/c_limit,w_695/v1679988592/srxnwvrvzcj3bbhn03tv.png
https://c1.iggcdn.com/indiegogo-media-prod-cld/image/upload/c_limit,w_695/v1679988592/srxnwvrvzcj3bbhn03tv.png
https://www.indiegogo.com/projects/hypershell-exoskeleton-for-everyday-adventure--2
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Figure 1-10: Gundam Factory Moving RX-78 Gundam

Source: https://gundam-factory.net/images/gallery/second/second_006.]

From: https://gundam-factory.net/gallery/2nd_anniy,

Figure 1-11: J-diete Ride Transforming Robot


https://gundam-factory.net/images/gallery/second/second_006.jpg
https://gundam-factory.net/gallery/2nd_anniv/
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Source: https://j-deite.jp/wp-content/uploads/2018/04/P1190431-2.

j-deite-ride-5S.

When someone wants to push the limits of an exoskeleton, think no further than what was built to compete
in a robot duel. At 13 feet tall, weighing in at 4 metric tons (12,000 pounds) Kuratas (Kuritas, 2023) (HT
Tech, 2021) was built by the Japanese company Suidobashi Heavy Industry (Figure 1-12) . Kuritas participated
in a match defeating Megabots Mark II and then tap out when Megabots Eagle One’s chainsaw ripped into
Kuritas’s arm on October 17, 2017 (Carter, 2017). For a while they even offered the robot for sale on Amazon
in Japan for the tidy sum of 120 million yen (US$1,008,000). (Baseel, 2015)

Figure 1-12: Kuratas


https://j-deite.jp/wp-content/uploads/2018/04/P1190431-2.jpg
https://j-deite.jp/wp-content/uploads/2018/04/j-deite-ride-5.jpg
https://j-deite.jp/en/portfolio_page/j-deite-ride/
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From:

photo-62Ez674kIUOEyCkfrFGTUK html

Another exoskeleton robot was built by Taguchi Industrial Co., Ltd - the Super Guzzilla (Figure 1-13)
which features their Guzzilla series concrete crusher claws. (Taguchi Industrial, 2023). This robot stands four
meters (13.1 feet) tall and weighs 15 metric tons (33,000 pounds). When members of the public were given
an opportunity to sit inside Super Guzzilla, they were given a virtual experience through an Oculus Rift VR
headset with the actual robot controls driving the virtual robot. (Baseel, 2015)

Figure 1-13: Super Guzzilla


https://images.hindustantimes.com/tech/img/2021/05/14/960x540/965492_Wallpaper2_1621008380272.jpg
https://images.hindustantimes.com/tech/img/2021/05/14/960x540/965492_Wallpaper2_1621008380272.jpg
https://tech.hindustantimes.com/photos/kuratas-japan-s-futuristic-robot-photo-62Ez674kIU0EyCkfrFGTUK.html
https://tech.hindustantimes.com/photos/kuratas-japan-s-futuristic-robot-photo-62Ez674kIU0EyCkfrFGTUK.html
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watch-it-dance-to-j-pop-%E3%80%90video%E3%80%91/

EXTRA BODY PARTS

Where prosthetics get to be more interesting is when they are used to add an additional body part to assist in a
function. Anyone who has soldered an electronic circuit has always wished for a third hand. For those wanting
an extra thumb, Dani Clode at Cambridge University created a 3D-printed thumb that can be added to any
hand. (Amoruso, et al., 2022) (Figure 1-14). Other uses envisioned are a surgeon who wants to hold a camera
while doing shoulder surgery so that they can control where it points instead of having to rely on an assistant.
(Davis, 2023)

Figure 1-14: Extra thumb — Photograph: Tom Stewart


https://soranews24.com/wp-content/uploads/sites/3/2015/07/gr-3.jpg
https://soranews24.com/2015/07/19/you-can-take-this-33000-pound-robot-for-a-virtual-test-drive-watch-it-dance-to-j-pop-%E3%80%90video%E3%80%91/
https://soranews24.com/2015/07/19/you-can-take-this-33000-pound-robot-for-a-virtual-test-drive-watch-it-dance-to-j-pop-%E3%80%90video%E3%80%91/
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via Creative Commons Attribution 4.0 International License

3D PRINTING BIO PARTS

While prosthetics and exoskeletons can help with a missing or non-functioning limb, internal organs require a
completely different approach for replacement. Transplanting an organ from another human requires careful
type matching and immunosuppression treatment in order to prevent rejection of that organ. Some inroads in
a machine to replace an organ have been made for the heart as well as external organs such as the kidney with
a dialysis machine. However, the advent of rapid prototyping and bio materials offers an opportunity to create
replacement organs which can be created from the recipient’s own cells. (Wang, 2019) (Wikipedia, 2023)

The bioengineers at Stanford University have been looking at how to approach building a human heart.
(Levin, 2022) They start with modified stem cells processed through a centrifuge into a paste-like substance
that is then printed into a gelatinous 3D structure (Figure 1-15). While the bio printers being used at the
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research level can be quite costly, a team of students from Ludwigs-Maximillians-Universitit and the
Technische Universitit Miinchen won the 2016 Hackaday Prize when they repurposed a low-end Ultimaker
2+ 3D printer with a syringe to show how it can be used for 3D Bioprinting. (Hofmann, 2016). In 2012,
students in the University of Patras, Greece collaborated in modifying an Anet A8 3D printer (Figure 1-16) to
3D print stem cells cultivated from wild mice. (Melanie, Markus, Phillipp, & Oliver, 2019)

Figure 1-15: 3D bioprinter printing a sample. (Image credit: Andrew Brodhead)

Source: https://news.stanford.edu/wp-content/uploads/2022/03

20220204_3D_Bioprinting N6A8376.jpg
From: https://news.stanford.edu/2022/03/14/building-heart-one-layer-time

Figure 1-16: 3D Printing mice stem cells on an Anet A8 printer


https://news.stanford.edu/wp-content/uploads/2022/03/20220204_3D_Bioprinting_N6A8376.jpg
https://news.stanford.edu/wp-content/uploads/2022/03/20220204_3D_Bioprinting_N6A8376.jpg
https://news.stanford.edu/2022/03/14/building-heart-one-layer-time/
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From: (Melanie, Markus, Phillipp, & Oliver, 2019)

MODIFYING THE BODY FROM THE INSIDE

It is one thing to manufacture a part outside the body and insert it, but we want to think about how machines
could inhabit our body and automatically repair it. One approach to repairing the body is the use of hydrogels
that are injected into targeted areas to assist the natural body repair mechanisms or even replace diseased tissues.

Researchers at MIT and Harvard university have been working on models for how these granular hydrogels


https://www.frontiersin.org/files/Articles/580889/fbioe-08-580889-HTML-r2/image_m/fbioe-08-580889-g001.jpg
https://www.frontiersin.org/files/Articles/580889/fbioe-08-580889-HTML-r2/image_m/fbioe-08-580889-g001.jpg
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can be used both in 3D Bioprinting and injected into tissue. (Trafton, 2023) (Verheyen, Uzel, Kurum, Roche,
& Lewis, 20223)

The next step is to have the 3D printer work inside the body to 3D print living cells directly on top of an
organ. Researchers as UNSW Sydney Australia have developed 3D printer with a soft printer head (Figure
1-17) that can be inserted endoscopically and print directly inside the body. (Firtina, 2023)(Thai, et al., 2023)

Figure 1-17: 3D Printing inside the body

Source: https://onlinelibrarv.wiley.com/cms/asset/9cS5£5¢50-5e03-4ef7-8ef6-d0f029f1 6ab4

advs5284-f1g-0001-m.jpg
From: (Thai, et al., 2023)

The extreme version of this is a series of tiny machines that live in our body fixing whatever they find is

wrong. This is the realm of Nanorobotics (Nanorobotics, 2023) and Nanomedicine (Nanomedicine, 2023)

with active research driven by the National Nanotechnology Initiative (National Nanotechnology


https://onlinelibrary.wiley.com/cms/asset/9c5f5c50-5e03-4ef7-8ef6-d0f029f16ab4/advs5284-fig-0001-m.jpg
https://onlinelibrary.wiley.com/cms/asset/9c5f5c50-5e03-4ef7-8ef6-d0f029f16ab4/advs5284-fig-0001-m.jpg
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Coordination Office, 2023). While a general purpose nanobot for the human body is not currently available,
this targeted research includes using nanoparticles to deliver medication directly to cancer cells (Aggarwal &
Kumar, 2022) and regeneration of bone and tissue. (National Nanotechnology Coordination Office, 2023)
In order to perform their functions, these nanoscale robotic devices need to be able to move eftectively
through the body. There are multiple strategies for creating these nanomotors including 3D Printing,
microfluid spinning, integration of biological and synthetic materials and using a porous polymer template as a
scaffold (Figure 1-18) (Liu, Gao, & Peng, 2022). In addition to being able to move through the body to target
a particular cell or set of cells, nanoscale robots can also be used to help regulate the growth and differentiation

of cells.

Figure 1-18: Micro/nanomotors in Regenerative Medicine

Source: https://ars.els-cdn.com/content/image/1-s2.0-S2590049822000777-gr1 lrg.j

From: https://www.sciencedirect.com/science/article/pii/S2590049822000

Another approach for nanorobots in the body is to provide the power from outside the body in order to

control where the treatment is to be applied. (Soon, et al., 2023). These untethered robots can be directed to


https://ars.els-cdn.com/content/image/1-s2.0-S2590049822000777-gr1_lrg.jpg
https://www.sciencedirect.com/science/article/pii/S2590049822000777
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a specific location with one frequency of a magnetic field and then switch into a heating mode when a higher

frequency is applied. (Figure 1-19)

Figure 1-19: Pangolin-inspired RF heating mechanism for untethered magnetic robots
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Source: https://media.springernature.com/full/springer-static/image

art%3A10.1038%2Fs41467-023-38689-x/MediaObjects/41467_2023 38689 Figl HTMIL.pn
From: https://www.nature.com/articles/s41467-023-38689-x

BIOHACKING

Instead of waiting for the mainstream to catch up, some individuals have chosen to modify their own body in

a process known as biohacking which involves the process of infusing technological components into the body


https://media.springernature.com/full/springer-static/image/art%3A10.1038%2Fs41467-023-38689-x/MediaObjects/41467_2023_38689_Fig1_HTML.png
https://media.springernature.com/full/springer-static/image/art%3A10.1038%2Fs41467-023-38689-x/MediaObjects/41467_2023_38689_Fig1_HTML.png
https://www.nature.com/articles/s41467-023-38689-x
https://en.wikipedia.org/wiki/Biohacking
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or by introducing chemical components in order to modify DNA. What is key here is that these modifications

are done using therapies and technology which has not gone through any governmental certification.

BIOHACKING - IMPLANTS

Implanting a device or magnet into an arm or hand is one of the simplest forms of biohacking. Steve Haworth is
considered a pioneer in the field, implanting magnets into his body over 30 years ago and creating instruments
for others to follow in his path. (Haworth, 2023) With a magnet, the individual can sense other magnetic
objects and fields (including microwaves) and pick up small pieces of metal (Figure 1-20). A challenge with
implanting magnets is that they can degrade over time reducing the function of the magnet and the sense that
it brings. (Robertson, 2017).

Figure 1-20: Picking up a paper clip with an implanted magnet

By 1mrln - Own work, CC BY-SA 4.0, https://commons.wikimedia.org/w/index.php?curid=11531546
A similar problem comes when embedding an RFID tag or other Near Field technology. A Hackaday.io

project from 2014 promises to turn you into a “bionic superhero” by implanting a small device into the
arm to provide communication with the outside world. (txyz.info, 2014). It is also possible to purchase an

NFC Implant for under the skin — a crowdfunded Indegogo campaign in 2013 resulted in the production


https://commons.wikimedia.org/w/index.php?curid=115315463
https://hackaday.io/
http://www.indiegogo.com/
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of the Dangerous Things xNT NFC chip implant that allows sharing data with NFC enabled smart
phones (Dangerous Things, 2019). However, as the technology of the world continues to evolve, the
implanted device is limited to accessing devices of the era when it was first implanted. For a person to be able
to use their hand to pay for something in a contactless manner requires both a change in technology and
agreements with the EMV contactless payment companies. (Graafstra, 2017)

Another problem to be aware of with any device under the skin is the potential for damage to the device or
the body around it. After biohacker Lepht Anonym had a file sharing device with a WiFi antenna implanted
in her arm, she accidentally damaged it when she hit her arm on the door of a taxi and had to have it removed

because of the irritation to her skin. (Teresa, 2022).

Figure 1-21: Project Bionic Yourself (B10N1C) implant in arm
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Source: https://cdn.hackaday.io/images/7176431409665975009.jpg
From: https://hackaday.io/project/2736-bionic-yourself-v20

When thinking about device obsolescence, in 2015 the World Economic Forum published a report
expecting that implantable cell phones will be commercially available by 2023. (Global Agenda Councel on
the Future of Software & Society, 2015). While that hasn’t happened, Marty Cooper, who is credited with
inventing the first phone in 1973, recently stated that one day we will have phone devices embedded under our
skin. (Browne, 2023). We shall leave what happens when it is time to upgrade the device as an exercise for the

reader.

BIOHACKING — DNA

With implanted devices, there is always the option to remove the device. Another approach to biohacking is
to target changing the body DNA. Despite all the peril of this form of DIY Gene Therapy, people continue to
experiment with it, but often with disastrous results. (Schroeder, 2022) (Zhang, 2018). The use of CRISPR
has made it easier for individuals to experiment with genetic engineering to the point that California has
clamped down on the sale of kits for injection into individuals. To avoid such government oversight, a biotech

startup called Minicircle that wants do to a clinical trial of gene therapy aimed at increasing longevity turned

to using NFTs for access to trials in an experimental crypto city in Préspera, Honduras. (Clarke, 2023)

CONNECTING THE BODY

Not every connection to the machines around us requires implanting or modifying the body. Some technology
can be done directly through the skin. Users of smart watches are already familiar with the ability to monitor
body functions (heart rate, sleep tracking, blood oxygen and temperature). Another way to connect to the
outside world is through a tattoo constructed of nanowires on top of a graphene aerogel conductive ink to
allow for passive wireless communication to nearby devices without the need for an external power source
similar to an RFID tag (Goth, 2023).

For detailed monitoring of muscle activity such as tracking a sports injury or the progress of a disease,
researchers from six universities collaborated to create a soft wearable ultrasound sensor (Figure 1-22) that can

monitor over an inch and a half deep into the skin. (Halfacree, 2023)

Figure 1-22: Wearable Ultrasonic Sensor


https://cdn.hackaday.io/images/7176431409665975009.jpg
https://hackaday.io/project/2736-bionic-yourself-v20
https://en.wikipedia.org/wiki/CRISPR
https://en.wikipedia.org/wiki/Non-fungible_token
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monitor-muscles-and-more-4e349a63eb16

READING THE BRAIN

The ultimate interface to the machines of the world is being able to control it with our thoughts. One of the
most promising: Mary Lou Jepsen’s OpenWater mind reader is a non-invasive technology that uses light to
reconstruct the activity in the brain. (Fazekas, How does OpenWater’s mind reader work?!, 2019). This allows
for a form of telepathy such that thoughts of one individual can be transmitted to another. (Sinchez, 2023).
An early experiment showing that this is possible was done in Barcelona in 2014 in which information read
from one subject’s brain was encoded as a Baconian cipher encoded information and transmitted to another
subject over 7,000 kilometers away to be successfully received. (Figure 1-23) (Grau, et al., 2014)
Figure 1-23: 2014 Telepathy Experiment


https://hackster.imgix.net/uploads/attachments/1586951/image_WeqaxmgaNW.png
https://www.hackster.io/news/a-soft-wearable-ultrasound-sensor-peers-deep-under-your-skin-to-monitor-muscles-and-more-4e349a63eb16
https://www.hackster.io/news/a-soft-wearable-ultrasound-sensor-peers-deep-under-your-skin-to-monitor-muscles-and-more-4e349a63eb16
https://en.wikipedia.org/wiki/Bacon%27s_cipher
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From: (Grauw, et al., 2014)

/fiournals.plos.org/plosone/article’id=10.1371/iournal.pone.010

bt

Over 10 years ago, Researchers at the University of California, Berkeley have shown that using functional
Magnetic Resonance Imaging (fMRI) combined with some specialized computational models, they were able
to reconstruct movie clips of what the person is viewing. (Anwar, 2011). More recently, researchers at the Swiss
Federal Institute of Technology Lausanne were able to use Al to predict (Schneider, Lee, & Mathis, 2023) the
next frame in a video by monitoring the brains of mice watching the film. (Sharma, 2023)

More recently, the advances in A.I. Large language Models have enabled scientists to use non-invasive brain
imaging to reveal the movies in our mind. By recording brain activity while a subject watches a movie the
AL (based on GPT-1) can construct sentences which describe what the person is seeing. To be successful, it
does require cooperation of the subject both during the training session and when determining what they are
watching. (Whang, 2023)

Figure 1-24: Language Decoder for LLM A.L


https://journals.plos.org/plosone/article?id=10.1371/journal.pone.0105225
https://en.wikipedia.org/wiki/Large_language_model
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Elon Musk has taken a more invasive approach to mind reading with the Neuralink device. It consists of a
battery-operated device (rechargeable from outside the body) with 1024 electrodes that record neural activity.
These electrodes are so fine that it requires a custom surgical robot to perform the implant operation. (Figure
1-25) (Fazekas, Neuralink, OpenWater, DARPA N3, aka how far is the full-immersive (MATRIX style) virtual

reality?!, 2019). The FDA has approved the Neuralink for clinical studios (Levy, Taylor, & Sharma, 2023) but
nobody has reported being implanted yet.


https://www.biorxiv.org/content/biorxiv/early/2022/09/29/2022.09.29.509744/F1.large.jpg
https://www.biorxiv.org/content/biorxiv/early/2022/09/29/2022.09.29.509744/F1.large.jpg
https://neuralink.com/
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Figure 1-25: Neuralink insertion robot
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Source: https://miro.medium.com/v2/1*h6tAKQO9IDdQxC3KCd1wYDA.png

From: https://thebojda.medium.com/neuralink-openwater-darpa-n3-aka-how-far-is-the-full-immersive-

matrix-style-virtual-reality-2f5576fa343c¢

Augmented Reality (AR) and Virtual Reality (VR) Vision


https://miro.medium.com/v2/1*h6tAKQO9DdQxC3KCd1wYDA.png
https://thebojda.medium.com/neuralink-openwater-darpa-n3-aka-how-far-is-the-full-immersive-matrix-style-virtual-reality-2f5576fa343c
https://thebojda.medium.com/neuralink-openwater-darpa-n3-aka-how-far-is-the-full-immersive-matrix-style-virtual-reality-2f5576fa343c
https://en.wikipedia.org/wiki/Augmented_reality
https://en.wikipedia.org/wiki/Virtual_reality
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While the brain interface is still in development, Augmented/Virtual Reality hardware and applications are
in active development. From a visual perspective with AR, the user gets to see virtual objects and information
overlaid on top of the real-world environment. A key feature to make this work is processing power to track the
eye and head movements to ensure that the overlaid information matches with the physical world. Switching
to a VR mode involves cutting off the visible portions of the real world and replacing it with a completely
synthetic world.

With an initial focus on gaming there are four major players in the AR/VR vision market today:

1. Microsoft HoloLens 2 — These goggles provide hand tracking, eye tracking and spatial mapping of the
environment to allow the user to see and interact with virtual objects in the real environment.
(Microsoft, 2023)

2. Magic Leap ML2 - Currently the lightest of the goggles, it also provides a dimming mode which allow
highlighting the virtual objects in an AR mode.(Magic Leap 2, 2023)

3. Meta Quest Pro — Focused more heavily as a VR platform to allow users to collaborate in a Mixed
Reality environment (Meta Quest Pro, 2023)

4. Apple Vision Pro — The newest platform which hasn’t been released yet, it focuses on merging digital
content into your physical space, offering multiple virtual monitors to interact with content (Apple
Vision Pro, 2023)

The use of AR goggles isn’t necessarily limited to what a user can see. Researchers at MIT have modified
a Microsoft Hololens headset to provide the wearer with a form of X-Ray Vision to enable the retail and
warehouse workers locate items much faster. (LANDYMORE, 2023)

Another specialized form of Virtual Reality is the Sol Reader which focuses solely on providing an

environment simply to read a book blocking out everything else. (Kamp, 2023)

OTHER SENSES IN VR

While VR goggles can go a long way to immersing a person in an environment, the other senses need to
perceive being there. Sound is the easiest through headphones giving spatial audio so that the user perceives the
location of the object which makes the sound.

Motion in a VR world is one of the more challenging to pull off. To this end, there are multiple companies
creating VR treadmills (Figure 1-26) which allow users to move around freely in a virtual environment while
keeping them in the same safe location in the physical world. (Virtuix Omni One, 2023). These devices work
by tethering the user on top of a platform which allows the user to walk, run, jump, and even swim by tracking

the motion of the arms and legs.

Figure 1-26: Virtuix Omni One VR Treadmill
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For touch, there are haptic gloves which not only track the hand motion but can provide tactile feedback

so that the wearer can sense the objects that they are touching in the virtual world. (HaptX Gloves G1, 2023)
(Figure 1-27). To fully experience the pressure and sounds of the environment, users can wear a haptic vest
with speakers and motors and even electric shocks to provide feedback to other parts of the body, including a

sensation of being attacked while playing a game. (Wobbeking, 2023)

Figure 1-27: Haptx Force Feedback VR Gloves


https://omni.virtuix.com/images/virtuix_o1_crouched.jpg
https://omni.virtuix.com/
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Source: https://haptx.com/wp-content/uploads/Glove_Only-1200x1200.jpg
From: https://haptx.com/

The hardest sense to fool is smell. This concept of “smell-o-vision” is difficult to accomplish because of the
wide range of chemicals which the human nose can distinguish. As such, most attempts to provide scent to VR
involve a limited number of scents typically generated by heating a scented wax. (Donlevy, 2023) (Whit, 2023)

The last sense of course is taste. Unfortunately taste depends very heavily on the sense of smell in addition
to the sensors in the tongue. A leading researcher Nimesha Ranasinghe at the University of Maine has been
fooling the tongue through the use of electrodes stimulating specific parts of the tongue. (Using Electric
Currents to Fool Ourselves Into Tasting Something We’re Not, 2017).

AVATARS

These technologies combine to provide for the ultimate pairing of humans and machines — an avatar that


https://haptx.com/wp-content/uploads/Glove_Only-1200x1200.jpg
https://haptx.com/
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allows a human to be tele-present in a robot at a separate location. This is a VR environment for a person which
is fed by sensors on the remote robot. This avatar is useful in environments where a human could not survive,
such as deep under water, in the vacuum of space, or on a remote planet with a hostile environment.

Recognizing the need for the technology, the XPrize foundation held an Avatar competition with $10M
in prize money (XPrize Avatar Competition, 2023). In November 2022, 17 teams from around the world
competed with judges operating the telepresence robots in a simulated space station on an alien planet. The
judge had to use the avatar to complete tasks including flipping switches, navigating an obstacle course,
identifying a container by wright, operate a drill and even determine whether a rock is smooth or rough by
touch. (Ackerman, 2023)

Figure 1-28: NlmbRo XPRIZE Avatar Finals Operator Station


https://www.xprize.org/
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Source: http://nimbro.net/AVATAR /images/
NimbRo_Avatar_2022_11_05_Finals_Day_2 Operator_Station.jpg
From: http://nimbro.net/ AVATAR/

CONCLUSIONS

There are many ways in which we can integrate with the machines and computers of the world. Advancements
in A.Iand 3D Printing over the past decade have accelerated the rate at which we replace, augment, and connect

our bodies to connect with the world.

QUESTIONS FOR STUDENTS

How do you draw the line for when a Replacement part becomes an Augmentation?

At what point in time does the ability an Augmentation provides become a concern for society?
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2.

TECHNOLOGY, ETHICS, LAW AND
HUMANITY [LONSTEINI

STUDENT LEARNING OBJECTIVES

This chapter asks the student to dive deeply into a growing concern, have we become intoxicated, infatuated,
and incapacitated by the abundance of technology in our lives? While most students have not enjoyed using
a rotary phone, atlas, listening to AM or FM radio, using a Citizens Band Radio, or navigating without
technology, they have grown up in a world of incredible innovation. Every aspect of our public and private lives
is now touched by, if not run by, technology. So, the questions must be asked by everyone, how much is too
much technology, and just because the technology exists to replace manual, human-run processes (Artificial

Intelligence and Machine Learning Automation), does it mean it should?

INTRODUCTION

In 2018, ye author authored an article in Forbes entitled “Governments and Businesses Are Becoming
Inebriated by Technology” as a warning to society that the rapid technological developments in the last
ten years are causing a dangerous over-reliance upon it. I created a term meant to capsulize the challenge
confronting an increasingly technology-dependent society: “Intechication.” (Lonstein, 2018)

While overwhelmed by a myriad of new technologies such as Quantum Computing, Artificial Intelligence
(“AI”), and Machine Learning (“ML”), to name a few, the blinding speed of advancements over the last five
years should cause all of us to question not only dream of the possible benefits but also consider inherent risks
of each as well as the consequence of combining technologies. For example, combining Social Media with the
speed and scale of Quantum Computing and AL poses a formidable risk of widespread information warfare
campaigns, which would be difficult, if not impossible, to contain. Where do we start? Is it too late? As Ian
Malcolm (Portrayed by Jeft Goldblum), the lead in Michael Crichton’s novel - turned blockbuster movie,
Jurassic Park, put it, “Your scientists were so preoccupied with whether they could, they didn’t stop to think if
they should.” (Speilberg, 1993)

In a world emerging from a pandemic that, according to the World Health Organization, has caused seven
million deaths globally as of April 2023 (World Health Organization, 2023), the first glimpses of a new

type of pandemic are already present, instant global disinformation and misinformation campaigns on social



TECHNOLOGY, ETHICS, LAW AND HUMANITY [LONSTEIN] | 163

media and elsewhere online. During the pandemic, numerous state-sponsored and private bot farms flooded
social media and the broader internet with allegedly unsubstantiated claims, data, and theories, which caused

widespread fear, doubt, protests, and even violence. (Himelein-Wachowiak, 2021)

Figure 2-1 Protests in Melbourne Australia

Sources: (Courtesy NY Times,) (Zhuang, 2021) (William, West Agence France-Presse — Getty Images,
2021)

The ability to automate and replicate content in social and online media may be an insurmountable
problem, but what if the Al-fueled bots were using claiming content was disinformation — misinformation

when it was legitimate dissent, opinion, or even factual?

NEW TECHNOLOGY - SAME OLD HUMANS: GUNS, EXPLOSIVES, BIOLOGICS,
CHEMICALS, CONSUMER PRODUCTS AND CYBER

The introduction of groundbreaking new technologies is not something that is unique to the 20th and 21st
centuries; in fact, some inventions were unintended by-products of research aimed to address entirely different
issues. Gunpowder: one of the most important technological developments in history was a result of research

designed to find a life-extending elixir by the Chinese somewhere between the eighth and ninth century A.D.
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At the direction of the first Chinese Emperor Qin Shi Huang, researchers travelled far and wide to discover
or create what was a tool for immortality. The researchers first discovered the element Potassium Nitrate
(also known as saltpeter) combined with honey to create a healing smoke or Sulphur to create a healing
salve. (Xinhua Net, 2017) (Ling, 1947)

After that, researchers discovered some other properties of Potassium nitrate leading to experiments that
combined it with Charcoal and Sulphur, which created the first forms of what we now call gunpowder.
(Shepherd, 2022) Over the centuries, gunpowder or its elements have been used to heal, kill, conquer, and
create, depending on how the possessor used it. Similarly, the gun, a by-product of the discovery of gunpowder,
has also been used to protect, purloin, conquer, defend, kill, hunt, feed, and or save lives. With further
development, firearms became lighter, more powerful, affordable, and available. While the use of technology
in service to the public or nation is one thing, the challenges of gun ownership and use by individuals are quite
another. The use of guns in warfare made it clear that their use by individuals and the challenges it presented
required governments to enact laws governing their use and ownership from as early as 1689. Century. (Satia,
2019)When placing military-grade, powerful technology in the hands of humans increases the risk of its
misuse. Unlike nations and organizations where, in most instances, [1]some degree of debate, consultation,
and risk assessment takes place among leadership, its use by an individual does not necessarily have the same

type of braking mechanisms.

Figure 2-2 Las Vegas Mass Shooting
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Source: (Courtesy Florida Times Union/ AP) (Jacksonville.com, 2017)

Put another way, “There is no legislation that will strip evil from an immoral man,” by San Diego

Gun Owners PAC Board member Warren Manfredi after the 2017-gun massacre at a concert in Las Vegas,
Nevada.

The misuse of guns, explosives and other technological innovations in scale can lead to tragic and gut-

wrenching results. Here are a few tragic examples:

GUNS

Las Vegas Shooting, 61 killed over 800 injured.

1. Pulse Orlando nightclub in Orlando, Fla. (June 12, 2016) — 49 killed, over 50 wounded.
2. Virginia Tech in Blacksburg, Va. (April 16, 2007) - 32 killed, over 17 injured
3. Sandy Hook Elementary School in Newtown, Conn. (Dec. 14, 2012), 26 killed ( mostly children)
4. Luby’s Cafeteria in Killeen, Texas (Oct. 16, 1991), 23 killed. (Peralta, 2016)
EXPLOSIVES
1. Oklahoma City Bombing, Federal Court House, Oklahoma City, Ok April 19, 1996
2. World Trade Center, February 26, 1993, New York, NY 6 killed, over 1000 killed
3. Boston Marathon Bombing, Boston, Ma April 15, 2013, 3 killed, over 100 injured.
4. Unabomber between 1978 and 1995 a series of bombings with 3 dead and 28 injured.
5. Haymarket Square, Chicago Il. May 4, 1886, 11 killed, over 100 killed.(National Academies of Sciences,

Engineering, and Medicine, 2018)

BIOLOGICS AND CHEMICALS

Alphabet Bomber, Los Angeles, CA 1974, attempted attacks planned by a group including Muharem

Kubergovic, who was arrested with 20 pounds of cyanide gas.

1.

Followers of Bhagwan Shri Rashneesh placed homegrown salmonella bacteria on supermarket produce,
salad bars, and other location in Oregon in 1984. Seven hundred fifty-one people fell ill from the attack,
intended to affect a local election.

In 1994 and 1995, a test and follow-up attack occurred in Matsumoto (7 deaths and 500 injuries) and
Tokyo Japan subway system (12 dead and thousands injured) using nerve gas. According to reports, the
Aum Shinrikyo cult was also trying to develop or acquire Botulism and Ebola virus for use in weapons.
(Smart, 1997)
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CONSUMER AND COMMERCIAL TECHNOLOGY WEAPONIZATION

1. The September 11th, 2001, attacks using a box cutter to hijack and crash commercial airliners into the
World Trade Center in New York City, NY, The Pentagon in Arlington, VA., and a crashed plane in
Shanksville, PA. Almost 3,000 died on the attack date, thousands more died from 9/11 cleanup
exposure diseases, and thousands more were injured.

2. InMay 2021, consumer drones were sued for supplying drugs, guns, phones, and cash to a Lee County,
South Carolina prison. (Robinson, 2022)

3. Explosive attack using drones on an Ecuadorian prison orchestrated by drug cartels in September 2021.
(Crumley, 2021)

INTERNET & SOCIAL MEDIA

1. The September 11, 2001, attacks: According to the United States Department of Justice, “Evidence
strongly suggests that terrorists used the Internet to plan their operations and attacks on the United
States on September 11, 2001. “ (Thomas, 2003)

2. Colonial Pipeline Attack, In May 2021, hackers using connectivity commenced a ransomware attack
Colonial Pipeline was the target of a ransomware assault exploiting an insecure VPN, which shut it
down for several days in 2021. The attack resulted in a significant nationwide fuel supply disruption and
caused considerable price increases and long lines at gas stations. (United States Senate Committee on
Homeland Security & Governmental Affairs, 2021)Figure 2-3 (Courtesy Jim Lo Scalzo, EPA) (EPA, J.
Lo Scalzo, 2021)

3. Arab Spring., December 2020 “The internet and social media were vital tools for mobilizing Arab
Spring protesters and documenting some government injustices.” (Robinson K., 2020)

4. Inacase of alleged cryptocurrency financing of terrorist groups in Syria, Victoria Jacobs, a/k/a Bakhrom
Talipov, was indicted in February 2023; Jacobs allegedly laundered $10,661 on behalf of Malhama
Tactical by receiving cryptocurrency and Western Union and MoneyGram wires from supporters
around the globe and sending the funds to Bitcoin wallets controlled by Malhama Tactical. In addition
to sending cryptocurrency, she also purchased Google Play gift cards for the organization, according to
the indictment.” (Katersky, 2023)

CAN TECHNOLOGY BE INHERENTLY EVIL?

In May 1927, Charles Lindbergh became a national hero and international celebrity. He was the first to fly
across the Atlantic, from Long Island, New York, to Paris, France, non-stop and by himself. (National Air
and Space Museum, 2023) With the heroic accomplishment came celebrity and, sadly, tragedy. In 1932 his
firstborn child Charles, Jr., was kidnapped on March 1, 1932, and found murdered on May 12, 1932, a few
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miles away from the Lindbergh home. (Federal Bureau of Investigation, 2023) Seeking to remove themselves
from the spotlight and media frenzy, the Lindbergh’s moved to France.

Still connected with flight, the U.S. Military asked Lindbergh to travel to Germany to assess the German
air assets. He made at least three trips to Germany between 1936 and 1939. Lindbergh, of German descent,
was awarded a medal known as the Commander Cross of the Order of the German Eagle on behalf of Adolph
Hitler by Hermann Géring. Understandably, there was outrage in the United States and elsewhere when
the story was published. Lindbergh discovered that his love of airplanes and the importance they introduced
could not attenuate the risks associated with their misuse. In his book Brave Companions, author David Mc
McCullough explained Lindbergh’s epiphany this way; “The evil of technology was not in the technology
itself, Lindbergh came to see after the war, not in airplanes or the myriad contrivances of modern technical
ingenuity, but in the extent to which they can distance us from our better moral nature, our sense of personal

accountability.” (Mc Cullough, 1992)

Figure 2-3 Lindbergh accepts medal presented by Hermann Goering on behalf of Adolph Hitler

Source: (Courtesy Minneapolis Star Tribune/ Acme) (Duchshchere, 2022)
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In early 1945 President Harry Truman asked Secretary of War Henry Stimson to create and convene a Blue-
Ribbon committee to establish a set of recommendations for the use of atomic weapons during the late stages
of WWII as well as a policy for post-war use and security of this nascent and potent new technology. Of great
concern was the fear that the United States could not “maintain its monopoly” on the technology for long;
some members of the committee believed the way to prevent a post-war (Unites States Department of Energy,
2023)

The constant friction between the tremendous power of nuclear weapons and the fear of misuse starts with
the Manhattan Project itself. The United States and its allies created the Manhattan Project in response to
information provided by intelligence and refugee scientists from Europe who informed the allies that Germany
was working on and close to perfecting a weapon of mass destruction that harnessed and used the immense
power of nuclear energy. (National WW II Museum, 2023) One particular friction associated with nuclear
technology in warfare was scientist Joseph Rotblat. Born in Poland, Rotblat studied science in the United
Kingdom and was part of a team that split the atom, which led to the ability to create a nuclear bomb. In light
of the widely held belief that Germany was working work to create a nuclear bomb, the race was on. Part of a
British team collaborating with the Americans, he eventually went to Los Alamos, New Mexico.

While Rotblat was at Los Alamos, he discovered how enormous the project would be to make a nuclear
bomb. From this information, he became convinced that given the limitations of Germany in terms of talent,
money, and manpower, it would be impossible for Germany to create a nuclear bomb.

Rotblat was interviewed as part of the History of the Atomic Heritage Foundation’s “Voices of the
Manhattan Project” series in 1989.

“I was becoming more and more unhappy about my participation in the project, even without Niels Bohr,
for the simple reason that I had begun to realize when I came to Los Alamos the enormity of the project, how
much it requires, the enormous manpower required, and the technological resources, to see how much money
went into there. Ignoring what was going on in Oak Ridge, Hanford, and Berkeley. There is this enormous
effort for the Americans to make the bomb.”

“I could see that the war was coming to an end in Europe, and still it did not look like the bomb would
be finished. We still had to grapple with basic issues like the implosion technique. But it became clear to me
that [it was] very unlikely the Germans would make the bomb. I did not believe that the Germans could really
produce something at less cost in this time, considering their involvement in the war [inaudible] was going on.

It became clearer gradually that the Germans are not going to make the bomb. The only reason really why
I worked on the bomb was because of the fear of the Germans. This is the only reason. I would never have
worked on this otherwise. This is quite simple, and not to be swayed, [inaudible] my motivation for work on
the bomb was becoming invalid. But it was fortified by two events—well, not events. One was an event. This is
the remark made by General Groves, which I described.

At that time, it was March of 1944, I was living with the Chadwick’s, and Groves prepared to make a visit
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to Los Alamos. The notification was he would come to Chadwick’s, because he had become very friendly with
Chadwick and would have dinner. Therefore, I was being a resident in the house, therefore I was also there.

This struck in my mind, the shock of it. We had been talking of a general sort over dinner on sort of things.
It came down to the project. All of a sudden, he said, “You realize, of course, that one purpose of this
project is to subdue the Russians.” To me it came as a terrible shock, because to me the whole premise of the
project was quite different.” (Rotblat, Voices of the Manhattan Project, the Joseph Rotblat’s Interview, 1989)

In 1995 Rotblat, the Pugwash organization, was awarded the Nobel Peace Prize “for their efforts to diminish
the part played by nuclear arms in international politics and, in the longer run, to eliminate such arms.”

In his acceptance speech at 88, he challenged those who invent, research, work on or use new powerful
technologies. Is it a challenge that confronts all of us today and, most notably, today’s students who will face
these existential considerations in the coming years?

“But there are other areas of scientific research that may directly or indirectly lead to harm to society. This
calls for constant vigilance. The purpose of some government or industrial research is sometimes concealed,
and misleading information is presented to the public. It should be the duty of scientists to expose such
malfeasance. “Whistleblowing” should become part of the scientist’s ethos. This may bring reprisals; a price
to be paid for one’s convictions. The price may be very heavy, as illustrated by the disproportionately severe
punishment of Mordechai Vanunu. I believe he has suffered enough.

The time has come to formulate guidelines for the ethical conduct of scientist, in the form of a voluntary
Hippocratic Oath. This would be particularly valuable for young scientists when they embark on a scientific
career. The US Student Pugwash Group has taken up this idea — and that is very heartening.

At a time when science plays such a powerful role in the life of society, when the destiny of the whole of
mankind may hinge on the results of scientific research, it is incumbent on all scientists to be fully conscious of
that role and conduct themselves accordingly. I appeal to my fellow scientists to remember their responsibility
to humanity.” (Nobel Prize Outreach, 2023)

Figure 2-4 Leaving Los Alamos
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Source: (Courtesy Tom Herzberg, Joseph Rotblat and Bulletin of Atomic Scientists, 1985)

In December 1946, Dr. Karl T. Compton authored an article in the Atlantic Magazine entitled “If the
Atomic Bomb Had Not Been Used, Was Japan already beaten before the August 1945 Bombings?” As part of
the article, he wrote about his interrogation of a senior Japanese Military Official who survived the bombings
of Hiroshima and Nagasaki had not occurred; what would Japan have done? He answered:

“You would probably have tried to invade our homeland with a landing operation on Kyushu about
November 1. I think the attack would have been made on such and such beaches.... It would have been a very
desperate fight, but I do not think we could have stopped you.......... We would have kept on fighting until all
Japanese were killed, but we would not have been defeated,” by which he meant that they would not have been
disgraced by surrender.” (Compton, 1946)

Dr. Sidney J. Stein was this author’s Great Uncle. As a child, I would hear stories about this project he
worked on for the government, which was crucial in ending World War II. During my High School and
College years, we talked about the challenge of creating technology that can be used to kill massive numbers

of humans. His response was always one of pride and introspection. Like all the scientists who worked on
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the Manhattan Project, he knew the war had to end. Although none of us will ever know with certainty,
there is no dispute that an invasion Japanese mainland would exact a heavy toll upon Japan & the Japanese
people. Most scholars, military experts, and historians believe that the United States and its allies would have
also suffered enormous casualties and deaths. Estimates range from fifty thousand deaths in the initial ground
invasion alone (Compton, 1946) to tens of millions. (Jenkins, 2016)According to his Obituary written by
his son Michael, “Sid remembered hearing that the bombs had been dropped and that the Japanese had
surrendered. “We were thrilled knowing we had shortened the war and saved lives.” Stein was decorated for his
work. As fate would have it, the company he founded in 1962, Electro Science Laboratories, maintained its

Asian headquarters in Tokyo, Japan, for decades, employing many Japanese citizens. (Stein, 2015)

Figure 2-5 Sidney J. Stein Grave, Frazer, Pa.

f Am My Beloved and...

Source: (Courtesy Stein Family) (Stein, 2015)
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ITS 2023 AND THE CONCERNS OF HUMAN MISUSE OF TECHNOLOGY GROWS

From Artificial Intelligence (“AI”), Machine Learning (“ML”), and Quantum Computing to Genomics,
Robotics, 3D Printing, and Virtual Reality, the world is seeing breakthroughs in technology at a breathtaking
pace.

In 1950 Alan Turing, a mathematician and one of the first computer scientists, authored a paper entitled
“Computing and Intelligence.” In the article, he sought to discuss and answer the question, can machines
think?

Part of his hypothesis required a method to determine if the output of the machine or produced by a
human. To prove his hypothesis, he called for a human interrogator to examine the answers to questions
asked of humans and machines and determine whether a human or machine created the response. Turing
was particularly keen on an “infinite capacity computer.” He envisioned what we might call today, Quantum
Computing, adding storage and processing capacity as needed depending on the amount of data ingested
and the processing capacity required for more complex information sets. He is widely considered one of the
progenitors of Artificial Intelligence and Machine Learning. (Turing, 1950)

Dr. Turning alluded to the infinite capacity and storage that would eventually become Moore’s Law.
Gordon Moore, Co-Founder of what is today known as the Intel Corporation, postulated that the transistor
capacity of a chip doubles every two years, so does processing power. Simultaneously, as the number of
transistors increases, the cost per transistor falls, thereby reducing cost while allowing the processing power of
computer chips to grow exponentially. (Moore, 1965)

AT and Quantum Computing gave rise to the fission-like explosive growth of automation, Al, and ML.
With this rapid development comes the challenge of misuse or mishap in scale. Although Robotics,
Automation, Al, and ML have already demonstrated the ability to improve our lives while presenting the
same existential threats as nuclear energy, electromagnetic pulse technology, lasers, and biological and chemical
agents, you name a few.

One glance at any news source will undoubtedly contain reports of the many benefits of AI, ML, etc.,
and other stories about the threats these technologies may pose. Students and technology professionals will
be required to decide whether to use technology, how to use technology, limitations on the international,
national, commercial, and personal use of these new technologies, counter technologies, or other measures
to deal with the misuse, unintended. Whatever is written on these pages today will undoubtedly be outdated
months after publication. There is precious little we can accurately predict about ten or twenty years in the
future, much less twenty minutes from now. Therefore, this chapter intentionally does not focus on currently
perceived or known threats from technology; instead, our focus has been on what history has shown us and
what precautions, legislation, countermeasures, or detection methods can be implemented to prevent the risks

we know exist from becoming a reality. In no particular order, here are some examples of potential defenses.
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JUST BECAUSE WE CAN DOES NOT MEAN WE SHOULD

As discussed throughout this chapter, Risk/Benefit analysis is essential before introducing such new
technologies into public, private, commercial, or defense environments. Since most Al technology available
today is Third Party (“TPAI”) created, a significant analysis must be performed to assess the risks associated
with its use which has been referred to as Responsible Artificial Intelligence (“RAI”). To that end, the MIT
Sloan Management Review and Boston Consulting Group surveyed 18 panelists involved in considering or
actually implementing TPAI
into their organizations.

Figure 2-6 RAI Survey April 2023

= v C el e SRt

KAl programs effectively
address the risks of third-
Al tools.

Source:(Courtesy MIT Sloan Management Review) (Renieris, 2023)

As the small but instructive survey reveals, there needs to be more agreement or confidence in using RAI
to analyze the risks and benefits of TPAI The people deciding whether TPAI is a sound, safe, and responsible
decision for their organization need to be more confident in their analytical tools or processes; how can they

implement the technology ethically?
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WHAT ARE THE ETHICAL AND LEGAL CONSIDERATIONS?

Given the nascent state of the use of Al, ML, and other new technology, and the rapid rate of their
development and implementation, the concepts of law, ethics, and morality of specific use cases and scenarios
are taking a back seat. However, this is not to say that no guiding principles exist making creating, using,
or restricting the use of Al, ML, or their progeny. Isaac Asimov was a Russian Immigrant to America who
eventually served as a biochemistry professor at Boston University. In addition, he was a prolific writer who
became enamored with science fiction as a child by reading small “pulp” magazines on this subject in his
family’s candy store. Later on

Asimov wrote a series of short stories and novels between 1940 and 1945, eventually including them in his
1950 compilation entitled I, Robot. One story, written in 1941, was entitled “Runaround.” In Runaround,

Asimov introduced the “Three Laws of Robotics,” also known as Asimov’s Law.

FIRST LAW: A ROBOT MAY NOT INJURE A HUMAN BEING OR, THROUGH INACTION,
ALLOW A HUMAN BEING TO COME TO HARM.

SECOND LAW: A ROBOT MUST OBEY THE ORDERS GIVEN TO IT BY HUMAN BEINGS
EXCEPT WHERE SUCH ORDERS WOULD CONFLICT WITH THE FIRST LAW.

THIRD LAW: A ROBOT MUST PROTECT ITS OWN EXISTENCE AS LONG AS SUCH
PROTECTION DOES NOT CONFLICT WITH THE FIRST OR SECOND LAWS. (ASIMOV, 1942)

The fact that Asimov created his laws for robots’ points to a more critical issue, whether technology or human,
which needs regulation. Suppose technology could self-determine how its use; it could be engineered to have
internal self-limitations to prevent misuse. A case in point is firearms. For as long as they have existed, guns have
been used in war, law enforcement, and self-defense. The Second Amendment to United States Constitution.
(United States of America, 1791) establishes the right to own (bear”) arms. For the same period, firearms have
been misused or accidentally used in a way society finds unacceptable. According to the Judicial Learning
Center: “Laws are rules that bind all people living in a community. Laws protect our general safety and ensure
our rights as citizens against abuses by other people, by organizations, and by the government itself. We have
laws to help provide for our general safety.” (Judicial Learning Center, 2019)

What happens when these laws and regulations are broken or violated, and a person has been proven guilty
of the offense? [2] Does a punishment regime exist? Why is there punishment? The four primary philosophical

reasons for punishment in a system of laws are:

RETRIBUTION: PUNISHMENT SERVES THE PURPOSE OF RETRIBUTION WHEN IT SIMPLY
RETALIATES (OR GETS EVEN) BY INFLICTING PAIN OR DISCOMFORT PROPORTIONATE
TO THE OFFENSE.

INCAPACITATION: PUNISHMENT SERVES THE PURPOSE OF INCAPACITATION WHEN IT
PREVENTS OFFENDERS FROM BEING ABLE TO REPEAT AN OFFENSE. THE MOST
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POPULAR FORM OF INCAPACITATION TODAY IS INCARCERATION.

DETERRENCE: PUNISHMENT SERVES THE PURPOSE OF DETERRENCE WHEN IT CAUSES
OFFENDERS TO REFRAIN FROM COMMITTING OFFENSES AGAIN (INDIVIDUAL
DETERRENCE) OR WHEN IT SERVES AS AN EXAMPLE THAT KEEPS OTHERS FROM
COMMITTING CRIMINAL ACTS (GENERAL DETERRENCE).

REHABILITATION: THE PURPOSE OF REHABILITATION IS TO CHANGE OFFENDERS
THROUGH PROPER TREATMENT. (CHERRINGTON, 2007)

The greatest challenge in regulating AI, ML, and similar technologies is the new reality of scale and speed. As of
this writing, Al through consumer products such as ChatGPT is already increasing and will require more work
to regulate effectively. Students will undoubtedly be confronted with the challenge of resolving these and many
more ethical and legal challenges presented by Al, ML, and other self-developing autonomous technology.
The most vexing challenge may not be whether humans will obey the laws created to regulate technology but

whether and how long it will take them to decide to abide by them.

Figure 2-7 War Games Movie Nuclear War Machine Learning Scene

Source: (Courtesy United Artists 1983) (Badham, 1983)
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COUNTER -Al

The final and most important part of our discussion deals with the reality that when, not if AI, ML, or
similar technology goes awry or becomes a hacker itself? No less than the esteemed Cryptography expert Bruce
Schneier distilled the problem this way:

“There are really two different but related problems here. The first is that an AI might be instructed to hack
a system. Someone might feed an AT the world’s tax codes or the world’s financial regulations, with the intent
of having it create a slew of profitable hacks. The other is that an AI might naturally, albeit inadvertently, hack
a system. Both are dangerous, but the second is more dangerous because we might never know it happened.”
(Schneier, 2021)

The risk of conflict increases with the world’s nations all racing to become the leader in Al technology.
Governments and non-state actors are experimenting with its capabilities. The experiments may cause
unexpected results or even work cause unintended harm. Much like crowded airspace in a war zone, the risk of
conflict is already significant, and the risk of accidental events causing conflict may be even greater. Even the
intended results of the testing and implementing various Al technology by one nation might be deemed an
existential threat by another, which, in turn, could create a scenario where virtual technology leads to kinetic
engagement. The risk of an Al failure, attack, or unexpected result exists from pipelines to power plants and
air travel to atomic energy. As more and more Al systems develop, the risk of unintended consequences grows.
Prudence dictates that the creation of Counter Al technology and protocols happens rapidly. Professor M.
A. Thomas of the United States Army Scholl of Advanced Military Studies described the urgent challenge to
develop Counter Al systems this way:

“The singular strategic focus on gaining and maintaining leadership

And the metaphor of an “arms race” is unhelpful, however.

Races are unidimensional, and the winner takes all.

Previous arms races in long-range naval artillery or nuclear weapons were

predicated on the idea that advanced tech would create standoff, nullifying the effects of the adversary’s
weapons and deterring attack. But Al is not unidimensional; it is a diverse collection of applications, from Al-
supported logistics and personnel systems to Al-enabled drones and autonomous vehicles. Nor does broadly
better tech necessarily create standoff, as the US military learned from improvised explosive devices in
Afghanistan. This means that in addition to improving its own capabilities, the United States must be able
to respond effectively to the capabilities of others. In addition to its artificial intelligence strategy, the United

States needs a counter-Al strategy.” (Thomas M. A., 2020)

CONCLUSIONS

We are living through the beginning of an unprecedented development period of new technology of power

and speed never before seen. Indeed, the introduction of atomic weapons was earth-shattering at the time.
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However, its development took many years and thousands of people to perfect. With Al and automation
technology, the need for thousands of humans, many, if not all, endeavors of discovery or invention may
decrease to only a few or none. It is the hope of this author and the members of the Wildcat Team that students
and those professionals who read it use it as a call to action. The promise and danger of this new technology
are both unlike anything the world has previously witnessed. With that tremendous power comes challenge,
and like it or not, the burden of finding answers to the questions raised in this chapter and in this book will fall
upon its reader. Here is wishing Godspeed to all those who take on the challenge, and may their efforts result

in a safer and more peaceful world.
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ENDNOTES

[1] It is not lost on the author that many nations and groups have used and abused in ways that most
humanities found offensive, improper, and inhumane. Hitler, Pol Pot, and Stalin misused powerful
technologies most brutally and horrifically, leading to the deaths of millions of innocents. Tyranny, mental
illness, and cults are examples where group oversight, consideration, and debate failed... (San Diego County
Gun Owners, 2017)
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[2] This presumes a system of laws and punishments provides a method of adjudication with the presumption
of innocence, the right of the accused to have a defense, confront the accuser, and have guilt or innocence

determined by a neutral judge or jury of peers.
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3.
ARTIFICIAL BRAINS AND BODY [MUMM]

STUDENT LEARNING OBJECTIVES

The student will gain knowledge of the concepts and framework related to the current and future uses of
human systems as related to the artificial brain and body (form factor), along with an assessment of how these

autonomous systems are integrated into the world around us.

WHY ARE AUTONOMOUS SYSTEMS/ROBOTS IN THE FORM FACTOR OF HUMANS?

What is a body, and what is its purpose? Why do humans feel it is necessary to make all things conform to their
relatively limited functional world? The fact that humans have opposable thumbs and can manipulate items
in their environment better than a dog or a dolphin does not mean that our human environment is the most

effective or efficient for getting work done or even for human happiness.

Figure 3-1: Humanoid robot in runner’s starting stance

Source: (Bandakkanavar, 2021)
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A limitation of the form factor for robots can become an obstacle to forward progression, as humans must
unlearn their environment and learn through the lens of a robot’s point of view. Unfortunately, most of our
world is set up to work within human limitations as humans must adapt to dull, dirty, or dangerous activities,
yet robots thrive in these spaces.

The definition of the body when we are referring to a human is “the organized physical substance of an
animal or plant either living or dead, the material part or nature of a human being” (Merriam-Webster.,
2023). Yet when we examine the human counterpart in a humanoid autonomous system, the definition is “A
humanoid is a robot with a human-like appearance that allows interaction with tools or environments made

for humans” (Khillar, 2020). Figure 3-2 provides a quick comparison of characteristics between humanoids

and robots.
Figure 3-2: Comparison Chart of Humanoid vs. Robot
Humanoid Characteristics Robot Characteristics
A humanoid is a robot with a human-like appearance that allows interaction with A robot is a machine capable of executing a co
tools or environments made for humans. tasks automatically with utmost speed and pre

The essential characteristics of a robot include
movement, power, and intelligence. A robot c:
of shapes and sizes.

The defining characteristics of a humanoid are to perform a complex series of physical
tasks and to operate tools and manipulate objects designed for humans.

The world’s first humanoid robot to be able to communicate with humans was The first programmable robot was an industri
WABOT-1. Unimate.

Source: (Khillar, 2020)

“Robots have become humanoid robots with a human-like shape. The drive to create smart and intelligent
human-like artificial machines has led to the development of humanoids” (Khillar, 2020).

The purpose and capabilities of humanoid robots vary greatly; however, they can “adapt to its surroundings
and continue with its direction or command. Depending upon the size and weight, these robots have the
capability of self-maintenance and an advanced feature of autonomous learning; thus, they avoid harmful
situations to people, property, and themselves” (Bandakkanavar, 2021).

The challenge of choosing whether to adapt the robot or humanoid to human surroundings or allow the
robot to learn and adapt its shape, form, and function to the human environment is still in debate. The issue
of how to give the robot proper feedback in any given environment or situation is still in the infant stages
and collecting information for feedback mechanisms is essential. How much information, what types of data,
and the amount of personal privacy of an individual balance against an autonomous robot’s safe and optimal

operation is still being determined.
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THE SUM OF ITS PARTS, THE BODY-WHAT IS THE OPTIMUM FORM FACTOR?

Retrieving garbage from the sea can be a difficult and expensive task; typically undertaken with large
machines that grab, scoop, or attempt to capture debris in similar ways to humans’ hands. However, the
human form may not be the best to emulate in delicate situations, and nature might offer a better shape to
mimic. So enters the robotic jellyfish. See Figures 3-3 and 3-4 for the advantages of robotic jellyfish and how
they have been designed.

Figure 3-3: Jellyfish might clean the ocean one day
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Source: (Jellyfish-like robots could one day clean up the world’s oceans., 2023)

Figure 3-4: Jellyfish might clean the ocean one day
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Source: (Jellyfish-like robots could one day clean up the world’s oceans., 2023)

An undertaking by the Max Planck Institute for Intelligent Systems has “discovered that the flapping
propulsion system of a robotic jellyfish is not only good for movement, but it can also draw small bits of debris
up from the ocean floor without any contact” (Franco, Robotic jellyfish can suck up ocean debris without
touching it. , 2023b). This non-invasive movement could be leveraged to clean unique, fragile surfaces such as
those found in coral reefs. (Franco, Robotic jellyfish can suck up ocean debris without touching it. , 2023b).
With an eye towards nature combined with robotics, processes that date back hundreds of years are now being
updated, changed, made more efficient, and sometimes even simplified.

Brewing beer is one example of a natural chemical process that is being revised. “In order to speed up and

simplify the process, scientists have developed tiny BeerBots” (Coxworth, 2023).

Figure 3-5: Beerbots help fermentation



186 | ARTIFICIAL BRAINS AND BODY [MUMMI]

Source: (Coxworth, 2023)

These Beer Bots “release carbon dioxide gas into the air, before sinking back down again. They repeat this
up-and-down process until all the sugars in the wort have been fermented” (Coxworth, 2023). Figure 3-5
illustrates BeerBots in action. BeerBots can be reused for up to three more fermentation cycles before being
discarded. Professor Martin Pumera, the creator of BeerBots, admits that it would be “difficult to scale up to
industrial use in its present form, so it may end up being utilized mainly by small-scale craft beer producers”
(Coxworth, 2023).

Humans have had to learn to adapt to an animal-dominated world. It is “sometimes difficult to imagine how
the planet we call home, with its megalopolis cities and serene farmlands, was once dominated by dinosaurs as
big as buses and five-story buildings” (Reynolds, 2023).

Nature evolves as it learns to survive and thrive in its surroundings. An example is the inside of an elephant
skull where there are large air sacs that allow the animal to move its massive head and heavy tusks without
straining the neck muscles. The human head must be able to move similarly to the elephant, yet the human
brain tends to be more delicate, and so it is protected by two layers of hard, compact bone (inner and outer
tables) ...known as the diploe” (Reynolds, 2023). How did animals and humans evolve in similar ways, yet be
so dissimilar to each other? This is due to something known as “convergent evolution in which animals are
faced repeatedly with the same problem, evolving similar — but not always identical - solutions each time”
(Reynolds, 2023).

Animals evolved with vegetation, water, and different types of terrain. Then the animals had to develop
with humans and additional species of animals, all fighting for the same resources. Now humans, animals,

vegetation, waterways, and robots will be fighting for a balance in a resource-limited world. Robots and
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humans must now work through convergent evolutionary issues together, with little historical precedent to
fall back on. The unknowns of true Al, quantum, hybrid networks, hybrid humans, hybrid robots, and
integrated autonomous systems can harmonize humanity or result in chaos. Consider that this integration
and adaptation between humans, nature, and now robots will be made with little understanding of the long-
term outcomes or consequences. In an ever-changing world, convergent evolution could allow all involved to
flourish or fail during some or all of these adaptations.

While considering the complexity of evolution, let us not forget that the next phase of human evolution will
be in space. Recently, Rolls Royce received a £2.9-million (US$3.5-million) contract from the United Kingdom
Space Agency. This contract was to develop a nuclear reactor prototype that would be part of a future lunar
outpost. The energy from the reactor must be sufficient to support everything necessary within the outpost,
including life support systems, communications systems, and any scientific fieldwork. The contract stipulates
that the prototype must be completed by 2029 (Szondy,2023). There is no doubt that this prototype will
include robotic assistance to monitor the power quality and numerous ancillary systems. The promise of
a lunar outpost means that humans and robots will need to adapt to a new environment that neither are

necessarily equipped to understand, work in, or be optimized for efficient harmonization.

WHY ARE AUTONOMOUS SYSTEMS/ROBOTS IN THE FORM FACTOR OF HUMANS?

When people hear the word robot, they conjure images of the Al robot Sofia or the robot Sonny from the
movie iRobot. However, these human form factors are some of the least desirable as they force a machine to
be subservient to a human’s world instead of allowing the machine to become the solution and the path of
efficiency for humankind. Our current world is set up for humans to do the work, make the decisions, and
interact with the infrastructure. However, where we need to be is just the opposite as autonomous systems
begin to interact with our environments and other autonomous systems.

A hybrid of a robot and a human might be the bridge between only humans working within our human-
optimized environments and when humans build more autonomous systems optimized environments, thus
ending the human-driven or human-assisted work era. As noted by Wired Magazine on March 23, 2023, “For
Smarter Robots, Just Add Humans autonomous machines are still too clumsy for delicate tasks. But humans
can operate mechanical arms from afar, turning physical labor into remote work” (Knight, 2023). Sanctuary Al
describes it as “Leveraging a blend of symbolic and neural reasoning, our autonomous control system utilizes
the best of both approaches to Al while mitigating the weaknesses of each. Put another way, it is Al like it
has never been done before” (Sanctuary AI-Creating human-like intelligence. , 2023). Figure 3-6 illustrates the

connection between robots and human intelligence, form, and senses.

Figure 3-6: Creating the future
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Source: (Sanctuary Al-Creating human-like intelligence. , 2023)

Sanctuary Al believes that an essential job of the future will be created in the area of remotely operating
or teleoperating a physical robot Sanctuary Al “believes that this might provide a way to train robots how to
perform tasks that are currently well out of their (mechanical) reach, and imbue machines with a physical sense
of the world some argue is needed to unlock human-level artificial intelligence” (Knight, 2023).

The next robotic evolution for Sanctuary Al is a sixth-generation, general-purpose robot (GPR) named
Phoenix™. The company aims to “shoot for the world’s first human-like intelligence in general purpose
robots. Phoenix builds on some very impressive earlier work and a neat “piloted” approach to training” (Blain,

2023). Figure 3-7 provides an image and features of the Phoenix GPR.

Figure 3-7: Phoenix

i sARCTUARY

Phoenix

Source: (Blain, 2023)

Phoenix takes on a human form, although Sanctuary Al admits that the humanoid form “certainly isn’t the
most efficient shape for a useful robot — but it’s an excellent shape for a robot that’s designed to take over as
many human tasks as possible” (Blain, 2023). This is an example of evolving robots into a human environment
instead of adapting the environment to accommodate the most efficient robotic design. The humanoid
design allows the robot to work immediately in the infrastructure that is seen today as the “modern world
is constructed mainly for bipedal creatures around a certain height, with five-fingered hands and opposable
thumbs” (Blain, 2023).
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The challenge of how to allow robots to operate more efficiently and effectively can sometimes be found in
nature, as with the “Prehistoric sea creature-like robot can navigate, surf, crawl up onto the beach. The recently

developed C-Ray uses fins to cross water, land, and ice” (Woolfolk, 2023).

Figure 3-8: Velox Robot

Source: (Aouf, 2019)

Taking a page from nature and allowing the robot to operate in many different environments allows the
“amphibious Velox robot to use its undulating fins to swim and crawl and Velox’s versatility is due to its
undulating soft fins, which sit on either side of Velox and move in a hyperbolic pattern reminiscent of a stingray

or a millipede” (Aouf, 2019). See Figure 3-8 for a picture of the Velox robot.

THE ROBOTIC “EVOLUTION”

The robotics “evolution” is on pace to overtake the expectations of most investors and consumers. Consider
Renuka Apte, a former Dropbox and Nvidia employee turned entrepreneur. Apte founded Clockwork, a
robotics company that offers robot manicures through self-service kiosks (Clockwork Manicures in Minutes.,
2023). It is reported that Clockwork has contracts with Target and XpressSpa in dozens of airports and other

locations and plans to have stand-alone stores. Figure 3-9 shows a picture of the robotic manicure station.

Figure 3-9: Robotic Manicure Station
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Source: (Clockwork Manicures in Minutes., 2023)

This gives Clockwork access to tens of thousands of customers daily. The company claims that “At just 10
minutes and $10, it’s self-care that’s fast and affordable” (Clockwork Manicures in Minutes., 2023).

Clockwork creates robots that offer people the ability not to be responsible for everyday tasks. Clockwork
indicates they exist to “free people through smart automation— changing how they work, spend their time,
and where they find peace of mind. We’re utopian dreamers from around the world who believe there is no

time to waste on the mundane” (Clockwork Manicures in Minutes., 2023).

AI-THE TRAINABLE BRAIN

The human brain is still a mystery in many ways. Yet Al and other autonomous system programming profiles
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attempt to use the human brain patterns to create machines that can learn, think, goal-seek, and work out
complex problems using critical thinking skills.

Scientists are starting from the bottom and believing they are now closer to understanding consciousness in
completing the world’s “first complete, high-resolution brain map of the baby fruit fly. It’s the most complex
and intricate connectome of any animal’s brain ever constructed and paves the way for a revolutionary new
frontier of artificial intelligence and neuroscience developments” (Thompson, 2023).

Mapping the brain of the Drosophila Melanogaster, a type of fruit fly, took twelve years to complete.
The fruit fly shares a similar biology to that of humans. This tiny insect has 3,016 neurons with 548,000
connections...” (Thompson, 2023). Researchers have been correlating the study of insect brains to humans
into an actual trainable AI brain. It is easy to see that although Al is data-rich and offers the beginning of
complex problem-solving; it will take a significant effort in funding, research, and development to demonstrate
actual progress.

Most people think of killer robots or the adverse actions that these machines can take based on their
trainable brains when discussing the concept of Al, machine learning, advanced robotics, or quantum
computing in the context of autonomous systems. However, advanced robots are no different from any other
technology; they can be used for good or evil or flip-flop from good and bad deeds based on the programmed
missions of their human owner.

The healthcare industry benefits as robotics can assist the healthcare worker shortages and advance medicine
beyond the current norm. Robots would not replace all humans; they would supplement healthcare workers
as robots “could take on basic healthcare tasks to support the work of doctors and nurses may be the way of the
future” (Sensing robot healthcare helpers. , 2021).

Woo Soo Kim, associate professor in the School of Mechatronic Systems Engineering, states, “The recent
pandemic demonstrates the need to minimize human-to-human interaction between healthcare workers and
patients... There’s an opportunity for sensing robots to measure essential healthcare information on behalf of
care providers in the future” (Sensing robot healthcare helpers. , 2021).

The development of human and machine interfaces can take many forms, such as Elon Musk’s Nuerolink
(Gilbert, 2019) or in “The development of a cutting-edge graphene sensor has led to the creation of an interface
that is able to accurately control a robot using thought alone. The development has positive implications not
only for healthcare but for a range of other industries” (McClure, 2023). See Figure 3-10 for a person using a

graphene sensory device.

Figure 3-10: Male human wearing an augmented reality visor with graphene sensors attached to
the back of the scalp
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Source: (McClure, 2023)

The augmented reality visor, as shown in Figure 3-10, serves as a brain-machine interface. “Brain-machine
interfaces (BMIs) allow a person to operate a device using their brainwaves. As hands-free and voice-free
interfaces, BMIs hold great potential for use in robotics, bionic prosthetics, and self-driving cars” (McClure,
2023).

Nanobots target a brain cancer known as glioblastoma as it builds on previous research at the University
of Toronto Robotics Institute. The Hospital for Sick Children (SickKids) research team using Midjourney
took a novel approach to a possible answer to glioblastoma. They used nanorobotic scalpel swarms to shred the
mitochondria of the cancer cells from the inside. The scalpel swarms were energized by using a magnetic field
surrounding the malignant cells “...the tubes were made to spin, wreaking havoc to the internal structure of the
cells — particularly to their mitochondria, which fundamentally provides cellular energy. The tubes acted like
thousands of mini scalpels that sliced up the cancer cells from the inside (Franco, Nano-robotic scalpel swarm

shreds brain cancer cells from the inside, 2023a).

Figure 3-11: Brain image highlighting the surgical area
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Source: (Franco, Nano-robotic scalpel swarm shreds brain cancer cells from the inside, 2023a)

Although this technique is specific to help fight glioblastoma, “the new nanobot technique could also be
adjusted to work on other types of tumors... Theoretically, by changing the antibody coating and redirecting
nanotubes to the desired tumor site, we could potentially have a means to precisely destroy tumor cells in other

cancers” (Franco, Nano-robotic scalpel swarm shreds brain cancer cells from the inside, 2023a).

SECURING THE INSTRUCTIONS/QUANTUM REVOLUTION

In a 2023 article titled “An Al Was Trained to Detect Parkinson’s Years Before Symptoms Appeared,” David
Nield discusses how the AI “Using trained layers of nodes modeled on the human brain, the tool hunts for
specific chemical compounds (metabolites) in the blood, figuring out the patterns that can potentially predict
the presence of disease or protect against it” (Nield, 2023).

Disease prevention is an excellent use of Al; however, what if the Al was trained to attack healthy cells or, on
command, kill the host?

Most, if not all, robots/humanoids/autonomous systems are connected via a link to the internet, an
intranet, each other, or other systems. These autonomous systems are an extension of the Internet of Things
(IoT) as they perform a function with a base set of instructions. Sadly, as the world is discovering, IoT devices
are not being designed or built with the proper level of cyber security.

The first open-market humanoid robot was from the Chinese tech firm Xiaomi, named CyberOne, in
August 2022. The robot has a starting cost of more than $100,000. The robot claims human-like properties

including walking and recognizing dozens of emotions “as it interacts with humans that it encounters” (Stokel-
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Walker, 2022). The humanoid robot is 5’9” tall and designed to be at eye level with its human counterpart.
In addition, CyberOne can “identify 85 environmental sounds, alongside the 45 human emotions that it can
discover, using its Al interaction algorithm that perceives where it is in the world in three dimensions...which
allows it to fully simulate human movements” (Stokel-Walker, 2022).

Tesla is not far behind in launching the sale of its robot. Elon Musk, Tesla’s Chief Executive Officer, has
written that the goal was “for humanoid robots to go beyond industrial work in factories and instead to make
themselves at home in the home, helping out with household tasks in a way that would be meaningful” (Stokel-
Walker, 2022). Musk continued with his vision. “It is foreseeable that with the power of robots, we will create
an era of extreme abundance of goods and services, where everyone can live a life of abundance,” Musk wrote.
“Perhaps the only scarcity that will exist in the future is for us to create ourselves as humans” (Stokel-Walker,
2022).

All of this is exciting news. However, there does not appear to be any mention of the security protocols on
board or how the Al and IoT instructions are being secured, verified, altered, or monitored. The size, shape,
and uses of autonomous systems continue to evolve, and so must the security levels in these systems. Consider
that “Autonomous mining trucks are a $1.6 billion market and currently account for approximately 2% percent
of all mining trucks, but there is a tremendous opportunity with revenue expected to increase to $12.6 billion
by 2031” (Reynolds, 2023).

Figure 3-12: A Caterpillar 550 autonomous mining truck

Source: (Reynolds, 2023)
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Figure 3-12 depicts a Caterpillar 794AC mining truck equipped with CAT MineStar Command for
Hauling. More than 550 CAT autonomous mining trucks are in operation.

The intended or unintended damage of an autonomous system of this size being hacked and given nefarious
instructions could be devastating. Mining operations around the world are expanding their use of
autonomously operated systems. An “Australian mining firm Roy Hill recently announced the expansion of
its AHS by converting its fleet of 96 conventional haul trucks to driverless operation and creating the world’s
largest autonomous mine” (Reynolds, 2023).

Governments and industries are working together to ensure safety. However, enterprises and governments
are not moving as quickly as one would think, as there is currently “no single agency in charge of this issue nor a
clear path to creating a support mechanism for future needs. Nor is there a single sensor type, defense posture,
or reliable countermeasure currently in place to stop these evolving threats” (Bishop, 2023).

Once considered only science fiction, the shift in the world’s workforce to autonomous systems is now a
reality.

In its many forms, quantum is an example of forward progress, without adequately recognizing the need
for security before marketing a product. The “emergence of potential quantum supremacy has been predicted
by 2035. This prediction has caused excitement and an inflection point for the quantum information science
ecosystem. Quantum supremacy will require a strategic shift in the workforce to meet this new cross-domain
capability” (Bishop, 2023).

Currently, the Institute of Electrical and Electronics Engineers (IEEE) is investigating self-healing systems
through a committee known as Cyber Security for Next Generation Connectivity Systems, including
developing a standard for fault-tolerant systems to the point of self-healing.

This concept is further discussed in a 2023 article in the Quantum Literacy magazine “Self-Healing Systems
is a field of study that finds methods and ways on how a system, service, or product can adjust and self-heal
based on various types of triggers or criteria” (Bishop et al., 2023).

This discussion is critical as “building self-healing systems will require the ability to continuously measure
systems, services, or products at a sub-component level, all the while adjusting the security configurations based
on observed triggers or criteria” (Bishop et al., 2023).

This line of inquiry has a goal to “explore how a system, service, or product could be dynamically protected
(in a self-healing manner) based on those observed criteria” (Bishop et al., 2023).

Two researchers have shown how a Tesla — and other cars — can be hacked remotely without user
interaction. A drone conducted the attack on the Tesla car (Kovacs, 2021).

The attack, dubbed TBONE, exploits “two vulnerabilities affecting ConnMan, an internet connection
manager for embedded devices. A hacker who exploits the vulnerabilities can perform any task that a regular
user could from the infotainment system...opening doors, changing seat positions, playing music, controlling
the air conditioning, and modifying steering and acceleration modes” (Kovacs, 2021).

To secure the data in advanced computing systems that are required to allow autonomous systems to
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operate, manufacturers must start by linking quantum security with the ability “to explore emerging concepts
of cyber and supply chain trust models while creating hybrid computing security controls models will enable
a digital forensic investigation (DFI) of an alleged supply chain cybersecurity breach to be documented and

properly investigated” (Bishop et al., 2023).

CONCLUSIONS

There are many different form factors for robots and autonomous systems. Robots built to operate in the
human world give little thought as to how to optimize the world around the robot to allow it to perform its
mission more efficiently. Robots are being built to look like humans, take on human emotions, and learn and
interact in a world that has been optimized for human beings and even animals, although not autonomous
systems.

The critical thinking, learning, and decision engines that are being built into autonomous systems are made
by humans; thus, they will have flaws, unintended uses, and consequences. The systems’ brains will remain
binary all the way. Yet, humans still struggle to understand how a human brain functions, learns best, retains,
and retrieves data. This data movement is influenced by emotions driving the body and mind, not in a binary
energy exchange. The security required to allow autonomous systems to flourish with minimal risk of hacking
and harm to the human and environment around the designs is not in place and, at present, does not appear
to be a priority to manufacturers, governing bodies, or governments. The lack of security controls should raise

alarms to those conducting research and development, integrators, and the end user.

QUESTIONS

1. Do you think the robotic evolution will see a day when humans no longer work a full-time job or have

multiple careers in their lifetime?
2. List three disruptive technologies that have altered the form factor of human systems.

3. How would you design the form factor of a robotic system to make a peanut butter and jelly sandwich?

Consider you might need to change the entire supply chain to take advantage of robotic efficiencies.
4. Can a shape-shifting robot be used for good and evil purposes? Please give two examples.
S. In the current cyber security arena, do you think an AI or quantum-driven humanoid can be secured to

only run/operate on its given instructions and simplistic critical thinking skills? What level of cyber

security do you think is acceptable?
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4.

Al / ML AND AGRICULTURE AND FOOD
INDUSTRIES [NICHOLS, HOOD, SINCAVAGE]

LEARNING OUTCOMES

Al in the Agricultural (Ag) and food industries comprise a number of technologies, from robotics to
machine learning. By “AI” we are simply referring to machinery and technologies used to conduct complex

tasks that previously required human thought to complete. Our purposes:

* To explore artificial intelligence (AI) and Machine Learning (ML) in the world of agriculture, food
production and global food supply.

* To investigate Al related technologies from space operations to earth manufacturing with the goal of
feeding the world population more efficiently.

* To recognize the US will continue to be vulnerable to deliberate introductions of exotic plant and

animal diseases by terrorist groups and to identify effects.

INTRODUCTION

In 2023, Artificial Intelligence (AI) is the subject of thousands of articles and books. Artificial intelligence is
defined as: “1. a branch of computer science dealing with the simulation of intelligent behavior in computers,
and 2: the capability of a machine to imitate intelligent human behavior.” (Definition of Artificial Intelligence
,2023). Chapter 4 is devoted / limited to continuing our humanitarian goal of using technologies to improve
the lives of the global population. In our previous textbook, Space Systems: Emerging Technologies and
Operations(Nichols R. K., et al., 2022), Section III included three chapters on the subject. Chapter 10 covered
Drones and Precision Agricultural Mapping. (Mumm, 2022) Chapter 11 covered Civilian use of Space for
Environmental, Wildlife Tracking, & Fire Risk Zone ID. (Ryan, 2022) Chapter 12 addressed the
Humanitarian Use of Space Technologies to Improve Global Food Supply & Cattle Management. (Larson,
2022)

“SECTION 3 is our Hope for Humanity and Positive Global Change. Just think if the technologies we
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discuss, when put into responsible hands, could increase food production by 1-2%. How many more millions
of families could have food on their tables?” (Nichols R. K., et al., 2022)[1]

ARTIFICIAL INTELLIGENCE AND AGRICULTURE: HOW INTELLIGENT TECHNOLOGIES
CAN HELP FEED THE WORLD

AT has significant potential to improve the agricultural industry and help feed the worlds growing population.
Through applications like precision agriculture, livestock monitoring, supply chain optimization, and labor
optimization, Al can provide farmers with essential information and insights to make better decisions about
productivity. (Zheng, 2023)

However, there are challenges that must be addressed in the adoption of AI (and ML) in Agriculture
(Ag) such as: data availability and quality, integration with legacy systems, and cost. Ethical considerations of
transparency, accountability, fairness, and privacy must be integrated into the Al systems implemented.

There is also the threat of using Al to implement Bioweapons in the Ag sphere and necessity of risk
assessments to reduce vulnerabilities from these threats and to apply appropriate countermeasures. (Nichols &
Carter, 2022) (Nichols R. K., et al., 2022)

TYPES OF ARTIFICIAL INTELLIGENCE

AT dates back to the 1950’s with rule-based systems. In recent years, sophisticated Al algorithms capable of
complex decision-making and problem-solving tasks have been built. A takes many forms:

Rule-based Al: aka expert systems, uses pre-programmed data and rules and relies on “if-then” statements
and logical rules to make decisions.

ML: a form of Al that involves developing algorithms that can learn from data and improve performance
over time.

Deep Learning: ML subset that focuses on neural networks with many layers of processing. They are used
to analyze “big data,” or large amounts of data, image recognition, speech recognition, and natural language
processing.

Reinforcement Learning: see definition below.

Natural Language Processing (NLP): is a type of Al involving analyzing and generating human language.
NLP is used in chatbots, voice assistants, and language translations.

Reactive Machines: Only respond to specific stimuli and do not learn or predict outcomes

Limited Memory: Limited to specific data sets are able to learn to improve performance

Self-Aware: Theoretical and would possess human-like consciousness and emotions.[2] (Zheng, 2023)

Similarly, there are growth in the machine learning (ML) techniques:
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Supervised [earning: Training an Al system with labeled data sets and allowing it to make predictions,

Unsupervised Learning: Training an Al system on unlabeled data sets and enabling them to identify patterns
and relationships without guidance,

Reinforcement Learning: Training an Al system through trial and error, rewarding it for correct decisions

and punishing it for incorrect ones. (Zheng, 2023)

AG LANDSCAPE

The global landscape of agriculture is diverse and complex with different regions and countries facing
unique challenges and opportunities. (Zheng, 2023) identifies key global trends in the Ag and food
production.

Growing population and food demand: Global population is projected to reach 9.7 billion by 2050, leading
to a significant increase in global food demand. (Zheng, 2023)

Climate change and environmental pressures: Climate change and environmental pressures pose significant
challenges for agricultural production. More frequent and severe weather events such as droughts and floods
can affect crop yields and increase production costs. “The agriculture industry needs to adopt sustainable
practices to minimize its environmental footprint.” (Zheng, 2023)[3] See (Wrightstone, 2017) and (R. K.
Nichols, 2021)also for different perspectives.

Technical advancements in Ag: we have come a long way from simple tools and plows to advanced
machinery like tractors and combines. Now AI offers the next generational step to improve efficiency,
productivity, and sustainability in Ag. (Zheng, 2023)

Changes in Crops and Livestock production: Resources, cultural practices, cultivation readiness affect the
high-value crops such as rice, wheat, fruits, and vegetables all may change with the Al use. Similarly, livestock
production including dairy, meat, and poultry will be directly affected by Al. (Zheng, 2023) Land ownership
will change, and this has an indirect affect on the introduction if Al technologies. [4]

Supply chain and distribution: Ag supply chains comprise a network of producers, processors, distributors,
wholesalers, and retailers who collectively ensure that food reaches consumers. Logistics and distribution play
a critical role in maintaining the quality and safety of food products during transportation. (Zheng, 2023)

Policy and Regulation: policies, regulations, environmental practices, food safety inspections, labor
standards can vary significantly from country to country and may have significant implications for the

industry’s sustainability and profitability. (Zheng, 2023)

SURVEYING THE POTENTIAL OF AI IN AGRICULTURE

A good place to start is a review of Louis Columbus’ Forbes article on the 10 Ways AI Has The Potential To
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Improve Agriculture In 2021. [S] (Columbus, 2021) We follow this review with a report on Dr. MingHai
Zheng’s 2023 book entitled Artificial Intelligence and Agriculture: How Intelligent Technologies Can Help Feed
the World. Dr. Zheng explores the current state-of-the-art intersection of Al and agriculture, focusing on how
intelligent technologies can be used to improve farming practices and increase productivity. Dr Zheng’s goal is
to identify opportunities for future research and development. Along with Hope comes Evil. Our survey will
include selected directions from our own research chaired by international SME Dr. Suzanne M. Sincavage in

her Chapter 8. Bio-threats to Agriculture-Solutions from Space. (S. Sincavage, 2022)

AI POTENTIAL TO IMPROVE AGRICULTURE

The driving force is money. According to BI Intelligence Research, global spending on smart, connected
agricultural technologies and systems, including AI and machine learning (ML) is projected to triple in
revenue by 2025 to $15.3 billion. (Top 5 2023 Agriculture Trends to Watch, 2023). (Columbus, 2021)
Spending on Al solutions for agriculture is predicted to grow at a whopping CAGR[6] of 25.5% to $4 billion
in 2026. (Columbus, 2021) 87% of U.S. agricultural businesses use Al (87-of-us-agriculture-businesses-are-
currently-using-ai, 2021) According to Allied Market Research, IoT enabled agricultural (IoTAg) monitoring
is the fastest connected growing technology segment projected to reach $84.5 billion by 2031 growing at
CAGR of 12.6%. (Allied Market Research, 2023) How valid these estimates are only time will tell, however, we
conclude there is considerable financial interest in AI/ ML and real-time sensor data to apply to agricultural
applications, such as precision farming, livestock monitoring, [7] smart greenhouses, and fish farm monitoring.

Al, machine learning (ML) and the IoT sensors that provide real-time data for algorithms increase
agricultural efficiencies, improve crop yields, and reduce food production costs. (Columbus, 2021)Of special
interest is IoT- enabled sensors and devices that allow farmers to remotely monitor soil moisture, temperature,
and other conditions to optimize crop yields and reduce water usage. (Allied Market Research, 2023)

Linking farms through a single platform and sharing intelligence gained is another method to improving
productivity and reducing waste. Allied Market Research, 2023)

IoT boosts agricultural output. Real time field data collection, storage, analysis, and control platforms
improve operational efficiency and increase crop yields. Excellent data portends the success of crop cycles.
(Columbus, 2021) Think of the many processes that farmers must track weather, seasonal sunlight, migratory
patterns of animals, birds, insects, deer,[8] use of specialized fertilizers, insecticides by crop, planting cycles
and irrigation cycles all affect yield. These are perfect for AI and ML solutions. Data-centric approaches work.
(Columbus, 2021)

SURVEILLANCE

Using Al and ML- based surveillance systems to monitor every crop field’s real-time video feeds identifies
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animal or human breaches, sending an alarm or alert immediately can be remarkably eftective, annoying [9]
and provide evidence, if necessary, in a police call. On the positive side, AI / ML reduce domestic and wild
animals potential to accidentally destroy crops or experience a break-in or burglary at a remote farm location.

Farm perimeter security can be augmented. AI /ML solutions are scalable. (Columbus, 2021)

CROP YIELD PREDICTION

Crop yield predictions are improved through real-time AI/ML sensor data and visual analytics data from
drones. (Larson, 2022) Drones provide real-time streaming on large acreage via “Earth Traces.” These make
it possible to combine in-ground sensor data on moisture, fertilizer, and natural nutrient levels plus water
/ irrigation availability to analyze growth patterns of each crop over time. (Nichols R. K., et al., 2022)
(Columbus, 2021) Understanding yield rates and quality levels of crops help agricultural firms, co-ops and

farmers better negotiate for the best possible price for their harvests. (Columbus, 2021)

YIELD MAPPING

“Yield mapping is an agricultural technique that relies on supervised machine learning algorithms to find
patterns in large-scale data sets and understand the orthogonality of them in real-time — all of which is
invaluable for crop planning.” (Columbus, 2021) Potential yield rates of a given crop field can be estimated
before a vegetation cycle is started. Some of the techniques deployed are ML, 3-Dmapping, social condition
data from IoT sensors and drone-based data on soil-color. (Ryan, 2022) (Columbus, 2021) (See Figure 4-1

example Integration.)

Figure 4-1 Integrate UAV Technology with Yield Maps
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Source: (Integrate UAV Technology with Yield Maps, 2023)

DRONES AND PESTS

The UN, international agencies, and large-scale agricultural operations (and Kansas State University)[10]
are pioneering drone data combined with in-ground sensors (and weather stations) [11]to improve pest
management. (Mumm, 2022) Drones using IR camera data combined with sensors on fields and weather
data, which monitor plants’ health, permit prediction and identification of pest infestations. (Mumm,
2022) (Columbus, 2021) (Figure 4-2)

Figure 4-2 (a) State-of-the-art open-loop remote sensing paradigm and (b) closed-loop IPM
paradigm envisioned in this article. Sensing drones could be used for detection of pest hotspots,

while actuation drones could be used for precision distribution of solutions.



Al / ML AND AGRICULTURE AND FOOD INDUSTRIES INICHOLS, HOOD, SINCAVAGE] | 207

Fg. 1. {aj Slwe-oi-the-ar cpen-loap renose serang parsdgm and
i=) cinysdHoog |PM paradgm emyesgned i the

1 nacn [ Fooiecary 22 mprs | 00 e e e D i TN cl AREEED

"R g i g ey g ow . Le. =T

Source: Adapted from (Teske A. L., 2019)

Both (Mumm, 2022) and (Columbus, 2021) point out that AI/ML optimization biodegradable pesticides
to only the field areas that need treatment, reduces costs, and increases yields. By using intelligent sensors
combined with visual data streams from drones, agricultural AI applications can now detect a planting area’s
most infected areas. Using supervised machine learning algorithms, they can then define the optimal mix of

pesticides to reduce pests’ threat spreading further and infecting healthy crops.

FARM EMPLOYEE TROUBLE? AI TO RESCUE

In 2023, there’s a shortage of agricultural workers, making Al and machine learning-based smart tractors,
agribots and robotics a viable option for many remote agricultural operations. Large farming operations turn
to robotics for hundreds of acres of crops while also providing an element of security around the perimeter of
remote locations. Programming self-propelled robotics machinery to distribute fertilizer on each row of crops

helps keep operating costs down and improve field yields. (Columbus, 2021)
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TRACK AND TRACEABILITY (T&T)

Improving the track-and-traceability of agricultural supply chains by removing roadblocks to get fresher, safer
crops to market is a must-have Tin 2023. A well-managed T&T system helps reduce inventory shrinkage by
providing greater visibility and control across supply chains. A state-of-the-art T&T system can differentiate
between inbound shipments’ batch, lot, and container level assignments of materials. T&T systems rely on
advanced sensors to gain greater knowledge of each shipment’s condition. RFID and IoT sensors are now

becoming more commonplace across manufacturing. (Columbus, 2021)

WATER

AI/ML optimizing irrigation systems and measuring how effective frequent crop irrigation improves yield
rates are all areas Al contributes to improving farming efficiencies. Water is the scarcest resource in many
parts of North America, especially in communities that rely most on agriculture as their core business. Being
efficient in using it can mean the difference between a farm or agricultural operation staying profitable or not.
(Columbus, 2021) (Larson, 2022) (Mumm, 2022) (Ryan, 2022)

LIVESTOCK

(Larson, 2022) discusses monitoring cattle health and food intake. Dr Larson validates (Columbus, 2021)
conclusions about livestock in his Forbes article. “Monitoring livestock’s health, including vital signs, daily
activity levels and food intake, ensures their health is one of the fastest-growing aspects of Al and machine
learning in agriculture. Understanding how every type of livestock reacts to diet and boarding conditions is
invaluable in understanding how they can be best treated for the long term. Using Al and machine learning to
understand what keeps daily cows content and happy, producing more milk is essential. For many farms who
rely on cows and livestock, this area opens up entirely new insights into how farms can be more profitable.”
(Columbus, 2021)

ROBOTS AND AI

According to research by the University of Sydney, Ag-robots have the potential to mitigate food security
issues.[12] (University of Sydney, 2022) Ending global hunger has long been a critical goal for the global
community. When the United Nations’ Sustainable Development Goals were released in 2014, ending hunger,
food insecurity and all forms of malnutrition formed SDG2. (University of Sydney, 2022)

“Though there has been some progress in the fight against hunger — ongoing conflicts, economic downturns
and the COVID-19 pandemic have been major barriers to achieving SDG2. As of 2020, according to the UN,
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720 and 811 million people globally faced hunger, and current estimates suggest that 660 million people may
still face hunger in 2030.” (University of Sydney, 2022)

Professor Salah Sukkarieh, a robotics engineer at the University of Sydney’s Australian Centre for Field
Robotics, and his team have developed Digital Farmband, a small, autonomous, electric tractor-like vehicle
can assist smallholder farmers to improve their productivity and yields.

“Our Digital Farmhand robot is designed to assist smallholder farmers to improve their productivity and
yields and provide a more reliable income amidst changing markets and climates. In its simplest form the
Digital Farmhand is a small, autonomous electric tractor-like vehicle that can tow a variety of implements
such as seeders, weeders, and bed preparation tools, and can undertake precision automation of many labor-
intensive farm tasks, like weeding, spraying, and seeding.” (University of Sydney, 2017)

“Digital Farmhand can also use accessible smartphone technologies along with AT to provide crop analytics
such as yield estimation or pest and disease identification.” (University of Sydney, 2022) Professor Sukkarieh’s
team is developing open-source artificial intelligence packages for smartphones which can be easily accessed in

the APAC. (University of Sydney, 2017) [13]

Figure 4-3 Digital Farmland

Source: http://confluence.acfr.usyd.edu.au/display/ AGPub/Our+Robots ( (University of Sydney, 2017)9



https://www.sydney.edu.au/engineering/about/our-people/academic-staff/salah-sukkarieh.html
https://www.sydney.edu.au/engineering/our-research/robotics-and-intelligent-systems/australian-centre-for-field-robotics.html
https://www.sydney.edu.au/engineering/our-research/robotics-and-intelligent-systems/australian-centre-for-field-robotics.html
http://confluence.acfr.usyd.edu.au/display/AGPub/Our+Robots
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5 WAYS AI IMPROVES FOOD MANUFACTURING

Aptean is a large food service technology organization. Aptean presents 5 ways that they predict that AI will

change food manufacturing for the better.

1. Developing New Recipes Guided By Consumer Trends

According to Aptean’s VP John Payne, “all food manufacturers know that they must constantly be on the
lookout for new ways to refresh their product lines in order to stay relevant and tap into new sources of
revenue. Whereas this has traditionally taken the form of surveys and adapting to emerging trends, Al offers
companies the opportunity to predict their customers’ preferences.

By analyzing huge amounts of data around sales patterns and flavor preferences for each demographic group,

manufacturers are now able to model future trends and develop new products to capitalize on them quicker.

Al is also being used to allow consumers a greater degree of personalization in the products they buy. This
breakthrough doesn’t just identify what the most popular flavor combinations are likely to be, it makes the
product development process shorter and less expensive, helping companies get their new products to market

faster and with less trial and error.” (Payne, 2021)

2. Supply Chain Management

Being able to manage supply chains effectively is one of the top priorities for food manufacturers. Companies
at the cutting edge are now utilizing algorithms based on artificial neural networks to monitor shipments at
every stage of the supply chain, improving food safety standards and enabling full transparency. Al in the food
industry is also capable of creating accurate forecasts to manage inventory and pricing. This kind of predictive
analysis helps keep food businesses one step ahead, enabling them to avoid wastage and unnecessary costs, said
Mr. Payne. (Payne, 2021)

3. A More Efficient Cleaning Process

All equipment and machinery involved in food production needs to be cleaned to the most rigorous standards.
This isn’t just to avoid contamination of food with pathogens, but to prevent allergen cross-contamination.
Unfortunately, this comes at a cost—in terms of both time and money. Innovative AI technology is beginning
to change this. Developed by the University of Nottingham, a Self-Optimizing-Clean-In-Place (SOCIP)
system uses optical fluorescence imaging and ultrasonic sensing to scan the food remains left in machinery
after use. (University of Nottingham SOCIP, 2016) [See Figure 4-4] This allows for a more optimized cleaning
process, where the amount of water needed is cut by 20-40% and the cleaning time is reduced by 50%, because

equipment no longer needs to be disassembled. (Payne, 2021)


https://www.aptean.com/en-US/insights/blog/success-story/corefx-benefits-with-aptean-cloud-software
https://www.ibm.com/uk-en/cloud/learn/neural-networks
https://spd.group/machine-learning/machine-learning-and-ai-in-food-industry/
https://spd.group/machine-learning/machine-learning-and-ai-in-food-industry/
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4. More Hygienic Production Lines

Food safety breaches can be unbelievably costly for food manufacturers. Both in terms of fines and the
reputational damage associated with poor health and safety. Al in food manufacturing is reducing the risk of
such breaches in a number of ways. The more parts of the food production process that can be dealt with by
robots, the less likely products are to become contaminated with pathogens. Robots can be made completely
sterile. Al can be used to increase the cleanliness of a manufacturer’s human workforce. Facial and object-

recognition technologies are being used to track whether hygiene protocols are being followed. (Payne, 2021)

5. Food Sorting

Food sorting is a laborious and time-consuming process that slows the production line and requires the
employment of many staft members. This is especially true when it comes to the sorting of fresh produce
items—with human sorters responsible for removing all units that aren’t at the standard required for sale. The
amount of time and the number of people required to complete this crucial activity can be reduced with the
assistance of Al. Cameras and lasers are used to assess the shape, color, and structural integrity of every item,

automatically identifying ones which need to be filtered out. (Payne, 2021)

Figure 4-4 SOCIP

R

Source: (University of Nottingham SOCIP, 2016)
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WIZATA

WIZATA in Luxembourg adds a key element to Payne’s list. Along with Sorting Food, Improving Cleaning
Processing, Supply Chain Management and Growing Better Food, they add emphasis to Food Safety
Compliance. (WIZATA, 2023) Safety is the top priority for all food processing businesses. All employees and
workers who come in direct touch with food have to wear a proper costume and comply with safety standards.
Tracking hundreds of employees and making sure that everyone follows the rules is easier said than done. Al-
enabled cameras can monitor all workers and notify managers in case a rule is broken. The AI can quickly
identify safety issues such as not wearing proper food protection gear or not complying with the rules. The

AT can monitor production in real-time and send warnings directly to workers or their managers. (WIZATA,
2023)

AI AND RESTURANTS

Escofhier.edu teaches courses in restaurant management. Part of their culinary, pastry and courses for restaurant
discipline presents students with a seminar in how Al is changing restaurants. Here are the 9 ways that Al is

improving restaurant efﬁciency:

1. Personalized menu recommendations for guests

2. Permitting management to make predictive analytics for smarter forecasting

3. Chatbots to answer questions, take orders, and set reservations

4. Improved cost tracking and menu pricing

5. Al-integrated inventory & purchasing to save time

6. Robotic food delivery

7. More efficient food production

8. Developing a stronger and safer supply chain

9. Predicting Consumer Response to new products. (escoffier.edu, 2023)
INDIA AND ETHIOPIA

In an extensive Indian and Ethiopian joint university research project lead by Dr. Indrajeet Kumar, Aland ML
were reviewed in Opportunities of Artificial Intelligence and Machine Learning in the Food Industry. (Kumar,
Rawat, Mohd, € Husain, 2021)[14][15]
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Their findings for Al and ML in the food industry are consistent with all the OSI addressed factors
identified/discussed elsewhere in this chapter. See Figures 4-5, 4-6, 4-7, 4-8, and 4-9 for image summaries of

Dr. Kumar’s team findings.

Figure 4-5 shows the roles that A plays in the food industry:

Food Security management

* Image processing and recognition technologies
* Fertilizer management

* Food inspection and grading

* Robots for warehouse functions

* Food security through information sharing

Food Quality management

* Food quality
* Modeling
* ML for increased productivity

* DPesticide management

Figure 4-6 shows Al / ML important applications taken from food processing and handling industry:

* Products sorting and packaging

* Personal health sanitation

* Customer interactions and decisions

* Equipment cleaning and maintenance
* New products

* Demand-supply chain management

Figure 4-7 shows how Al is used for data analysis in the food industry:
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* Introducing new recipes
* Food delivery

* Customer satisfaction

Figure 4-8 shows ML applications in the restaurant business:

* Food vending terminals

* Customer feedback

* Food delivery

* Revenue prediction

* Online restaurant search engine
* Voice assistants

* Self-ordering kiosk system

* Robotics

Figure 4-9 shows two key Al uses in food safety:

* NGS and electric noses [16]

* Food waste management

NEXT-GENERATION SEQUENCING AND ELECTRIC NOSES

The two most promising inventions in the food industry are next-generation sequencing (NGS) and electric
noses (ENs). NGS is replacing the DNA approach in the food security region very quickly. The introduction
of Al-based automated systems and workflows helped formulate data acquisition and laboratory trials much
quicker and more accurately. NGS can find hazardous inclination very quickly and efficiently. It can also
prevent the infection epidemics before the impairment of an ample amount of people. ENs are the surrogate
for a person muzzle in fabrication surroundings. Some sensors are placed that can precisely identify a diversity
of smells. These sensors just sense the smell around the surroundings, and sensed data are transferred to a
data center where ML algorithms access these data (Fedorova, Darbasov, & Okhlopkov, 2020) (Yu, Lin, &
Wu, 2020). According to the decision made by the ML-based system, an alarm signal is transferred to the
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manufacturing units. EN can be the upcoming future of food products safety. (Kumar, Rawat, Mohd, &

Husain, 2021) However, they did present clarifications of interest on smart farming (SF) technologies.

Al in SF has some important applications such as soil monitoring, robot cropping, and predictive analysis.

Figure 4-5 Role of Al in the Food Industry

Source: Adapted from Figure 1, p2 in (Kumar, Rawat, Mohd, & Husain, 2021)

Figure 4-6 Important Applications Taken From Food Processing And Handling Industry



216 | Al / ML AND AGRICULTURE AND FOOD INDUSTRIES [NICHOLS, HOOD, SINCAVAGEI

Source: Adapted from Figure 4, p4 in (Kumar, Rawat, Mohd, & Husain, 2021)

Figure 4-7 Data Analysis in the Food Industry
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Source: Adapted from Figure 5, p6 in (Kumar, Rawat, Mohd, & Husain, 2021)

Figure 4-8 ML Application In The Restaurant Business
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Source: Adapted from Figure 6, p6 in (Kumar, Rawat, Mohd, & Husain, 2021)

Figure 4-9 Al in Food Safety

NGS and electric
noses

Al in food
safety

Food waste
management

Source: Adapted from Figure 7, p8 in (Kumar, Rawat, Mohd, & Husain, 2021)

SOIL MONITORING (SM)

Under the Al-based system, computer vision and deep-learning algorithm is particularly important and used to
investigate the sequence of information or data received by the Al-based agents to trace the progress of crop and
soil health. Computerized systems are used to make available clients with a sagacity[17] of their soil’s strengths
and weaknesses. The prime objective behind the building of the developed system is to identify defective crops
and identify the probable approach for healthy crop development. (Kumar, Rawat, Mohd, & Husain, 2021)

Companies are taking advantage of agriculture Al and aerial technology (Drones / UAS) to keep an eye
on crop health. The company’s primary reason is to decrease the costs and improve crop growth. Users
preprogram the drone’s route and then integrate with the device. After that, the computer vision will record
some pictures that will be used for examination purposes. (Kumar, Rawat, Mohd, & Husain, 2021)

IoT plays an important role in decision on crop and soil monitoring (Raut, Varma, Mulla, & Pawar, 2018).

SM with IoT is the application of Al that supports farmers and food industries to capitalize on their economy,
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diminish the chances of ailment, and optimize uses of available assets. In these, sensors are deployed to sense
the temperature of the soil, amount of nitrogen, phosphorus, and potassium (NPK) in soil, moisture level, the
content of water, potential in soil, amount of photosynthetic radiation, and oxygen level in soil (Bhattacharyya,
Sarkar, Sarkar, Sinha, & Chanda, 2020). Collected data from the various sensors [Table 4-1]are forwarded to
the cloud for action. The outcome of the analysis, visualization of received data, is helpful in resource use.
The identification of the behavior of the system requires identifying the trends of soil and making the decisions
to maximum crop yield and excellent products. (Raut, Varma, Mulla, & Pawar, 2018) (Bhattacharyya, Sarkar,
Sarkar, Sinha, & Chanda, 2020). Agriculture based IoT is called smart agriculture. IoT-based food industry is
called the smart food industry. (Kumar, Rawat, Mohd, €& Husain, 2021)

ROBOCROP

Robocrop is an Al-based robotic system that advances the yielding process by maximizing usefulness and
uniformity. It conducts line up crop tools accurately and at a high rate. The food industry product shrubbery
forward of the system is monitored by a high-resolution and precise system. The captured image is processed
by a high-performing workstation to attend the maximum attentiveness of green band pixels relating to the
crop line. Due to the outsized region captured by the input devices and the numerous processing line, an
outstanding typical crop Center-line tracking is accomplished (Machleb, Peteinatos, Kollenda, And’ujar, &
Gerhards, 2020). It evaluates the resultant image to a ground truth gridiron pattern with the crop line area.
The obtained information is then employed to align the instruments in the row via a hydraulic-based shift.
The pattern-based attribute builds the system healthy besides backdrop pick over infestations. It improves the
performance and production rate just because of multicameras and multiple sensors. (Kumar, Rawat, Mohd,
& Husain, 2021) See example in Figure 4-10.

Dr. Kumar describes several advanced Robocrop systems, including dual arm systems for fruit harvesting;
robotic weeding systems; robot image systems for identifying plant growth; and adaptive robot chassis (ARC)

for sorting strawberry flowers. (Kumar, Rawat, Mohd, & Husain, 2021)

Figure 4-10 Robocrop picking crops
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Source: Adapted from Figure 3, p4 in(Kumar, Rawat, Mohd, & Husain, 2021)

“The performance of the Robocrop completely depends on input image features. If the input image
contains more dominant features, then it shows outstanding results. In every sample of an input image, the
crop must present more shrubbery than the wildflower and the crop shrubbery should be near to the mean
of the RGB color band. A typical Robocrop system consists of a Robocrop console part, a hydraulic-based
shaft, a three-point linkage frame, a high-definition camera, various types of speed sensors, an ADC adapter,
and infrastructure.” (Machleb, Peteinatos, Kollenda, Andujar, & Gerhards, 2020) See Figure 4-10.

PREDICTIVE ANALYTICS

Learning models are developed to trail and forecast various environmental effects on crop yield such as weather
changes. For this, ML algorithms account for a significant role. ML algorithms in association with the satellites
investigate crop sustainability, predict the weather, and assess farms to know about the existence of pests and
diseases. ML models are exceptionally good at delivering high standard data or information that is perpetually
updated at a quick rate. The data sources such as precipitation, wind speed, solar radiation, and temperature
along with historical values are important for predictive analysis. The obtained analysis accounts for an
important role for adequate scheduling and crop selection for particular agricultural land (Imran, Ahmad, &
Kim, 2020).

Table 4-1 Sensors and Types of Measures considered by the Respective Sensors
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&r. no. Type of sensor Measurement
| Temperaiire sensdar Soil DY PPl
Pe ' Noncontact shell temperature
Saoil welness
Conductivity

[

Moisture sensor .
Volumetnic water content

Water potential

Active radiation

3 Solar radiation UV radiation
Solar-shortwave
Rainfall
Warmth
4 Weather Moisture

Alr pressure
f-pﬁ-d aof wind
Flow direction of wind

Nitrogen level
Phosphorous level
Potassium level
pH level
Temperature level
Moisture level

5 NPE soil sensors

Source: Adapted from Table 1, p3 in (Kumar, Rawat, Mohd, & Husain, 2021)

INTELLIGENT AI AND AGRICULTURE INTERSECTION

In Section III of (Nichols R. K., et al., 2022) our Hope was to improve the global food supply by as much
as 1-2%.[18] Dr Zheng in his book (Zheng, 2023) focuses on five areas of research and presents case studies.

These are:

1. AI - andits role in agriculture and its potential to feed the world,
2. Agriculture Technology,
3. Intelligent Technologies,
4. Food Security, and

5. Sustainability.
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Agriculture is a critical industry that plays a vital role in ensuring food security and sustainability. The
agriculture sector faces numerous challenges such as climate change, limited resources, and growing demand
for food. Artificial intelligence (AI) has emerged as a promising tool to address these challenges by providing
intelligent solutions to optimize agricultural practices. (Zheng, 2023)

Dr Zheng states that “machine learning techniques have numerous applications in agriculture,
including:” (Zheng, 2023)

Crop-yield prediction: ML algorithms can analyze historical weather data, soil moisture levels and content,
to predict crop yields and optimize inputs.

DPest Management: ML can be used to develop predicative models for pest outbreaks, enabling farmers to
take preventive measures before damage occurs.

Soil Analysis: ML algorithms analyze the soil samples, identify nutrient deficiencies, and recommend
fertilization strategies.

Livestock Monitoring: ML algorithms can monitor animal behavior and health data, allowing farmers to

detect early signs of disease or distress. ML is also used in monitoring global migration patterns.

BIO-THREATS TO AGRICULTURE FROM SPACE [19]

For every good there is an opposing evil. The first sections addressed the good side of IA technology to improve
crop yields and to endure the Hope of our team to feed the global population. But there is evil too in the form
of Bio-Threats to the planet’s agricultural resources. These must be addressed and the threats they provide
must be countered.

Publicly available scientific literature about Agroterrorism, biological crimes, and biological warfare
targeting livestock and poultry dates back over 100 years. Copious research reports, peer reviews, books, and
studies characterizing bioterrorism risks, threats, impact, and detection methods for/to plant ecosystems and
the US economy. They have been published as OSI. (Nichols R. K., et al., 2022) (Nichols, et al., 2021)
Similarly, research reports, papers, and special government studies have been completed detailing effective
plant-advanced bioterrorism countermeasures. These are CLASSIFIED and not OSI.

Bio-threats to agricultural resources are commonly natural. However, rival governments, terrorists, and
rogue actors can target critical agricultural infrastructure. The deliberate introduction of an animal or plant
disease to generate fear, cause economic losses, and/or undermine stability is known as Agroterrorism,[20] a subset
of bioterrorism. [21] (O.S. Cupp, 2004)

Terrorist groups may be motivated to attack plants, animals, or agricultural products to attract attention
to a cause, incite fear, disrupt society, or demonstrate a capability to exact political concessions. Others may
be prompted by motives such as economic interest, sabotage, or revenge (Ban, 2000). In the event of an
agroterrorism attack, keeping the biological incursion from inflicting significant damage to human health and
the economy will depend heavily on quick alerts for farmers and disease specialists. We have seen (supra) that

these can be addressed using Al and sensors.
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Currently, satellite and sensor technologies are revolutionizing crop and livestock disease detection. These
technologies can be used individually or in combination to support agricultural surveillance and
communication to assist and mitigate threats on the ground. Satellite imaging detects the distinct
environmental conditions that may serve as a refuge for the disease-carrying animals. Electromagnetic spectra
also provide useful information to make decisions regarding plant physiological stress. In a captured image,
plant disease is identified by observing the physiological disturbances caused by foliar reflectance in a near-

infrared portion of the spectrum. (S. Sincavage, 2022)

DISEASES HAVE A SIGNIFICANT NEGATIVE IMPACT ON AGRICULTURAL
PRODUCTIVITY

The burden of agriculture on endemic and naturally imported epidemic diseases is high. It confirms the
capacity of animal and plant diseases to cause economic harm. The United States is free of many significant
global livestock diseases because of effective surveillance of herds and imports and aggressive eradication
campaigns. (Howard, 2013) In general, losses from animal disease account for 17% of the production costs of
animal products in the developed world and twice that amount in the developing world.

The cost of crop diseases to the US economy has been estimated to be more than $30 billion / year. The
costs include reducing quantity (bushels/acre) and quality (blemished fruit, toxins in grain) yield, short-term

control costs, pesticides, and long-term management and harvesting. (Howard, 2013)

WHAT ARE THE AGRICULTURE, LIVESTOCK, AND COMPANION ANIMAL WEAPONS?

The Animal and Plant Health Inspection Service (APHIS), the US Department of Agriculture (USDA)
and the Center for Food Security and Public Health (CFSPH) have developed some serious charts about
Agriculture and Zoonotic Bioterrorism. Figures 4-11 to 4-18 portray the threats that must be considered in

every risk assessment to develop detection, mitigation, and recovery countermeasures. (Nichols, et al., 2021) (8.
Sincavage, 2022)

POTENTIAL TARGETS OF AGRICULTURAL BIOTERRORISM

There are five potential targets of agricultural bioterrorism: field crops; farm animals; food items in the
processing or distribution chain; market-ready foods at the wholesale or retail level; and agricultural facilities,
including processing plants, storage facilities, wholesale and retail food outlets, elements of the transportation
infrastructure, and research laboratories. (Nichols & Carter, 2022) (Parker, 2002) (Wilson, 2000) (Bipartisan
Committee on Biodefense, 2022) (Carus, 2015) (S. Sincavage, 2022)



224 | Al / ML AND AGRICULTURE AND FOOD INDUSTRIES [INICHOLS, HOOD, SINCAVAGE]

Developing a consensus for a list of the major bioterrorist threats and action items is the priority in
protecting crops and animals. Such a list is necessary to guide the development of surveillance plans, diagnostic
tests, and response plans for best containing and eradicating an introduced pathogen. Here is one from the

Bipartisan Committee on Biodefense: (Bipartisan Committee on Biodefense, 2022)

B direct losses of agriculture commodities to diseases

B costs of diagnosis and surveillance

B required the destruction of contaminated crops and animals to contain the disease
B costs of disposal of mortalities and carcasses

B damage to consumer and public confidence

B need for long-term quarantine of infected areas

B losses due to export and trade restrictions

B disruption of commodity markets.

CONTAINMENT, ERADICATION & CONTROL

Introducing exotic pathogens that cause highly contagious animal or plant diseases may elicit rapid and
aggressive attempts to contain and eradicate them. These measures cause more economic damage in the short
term than the disease itself. Cost may not be the primary factor if the infectious disease becomes endemic.
(Howard, 2013)

Containment and eradication of exotic animal diseases are commonly done by culling the potentially
exposed animal to break the chain of transmission. (N.M. Ferguson, 2001) Many animal diseases (potential
bioterrorist threats) are caused by viruses, for which there are limited therapies once the animal is infected.
Fungi cause about 75% of plant diseases. These can be controlled with varying degrees of effectiveness by
applying fungicides. (Strange, 1993)

Transmission of bacterial and viral crop diseases is difficult to control with chemical pesticides unless
insect vectors transmit the diseases. (Madden & et.al., 2000) Because of these difficulties, containment and
eradication of bacteriological pathogens depend heavily on quarantining infected areas and removing infected

and exposed plants. (Howard, 2013)

AGRICULTURAL BIOTERRORIST ATTACK REQUIRES RELATIVELY LITTLE EXPERTISE
OR TECHNOLOGY

One of the reasons that a bioterrorist attack on human populations is difficult is that the development of an

effective bioweapon is a technically daunting task. Many bioagents are poorly transmitted to humans requiring
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large amounts to be disseminated to cause mass casualties. The only way to cause mass damage is to use a
respirable aerosol. This is also a danger to the perpetrators. (Howard, 2013) (Nichols & Carter, 2022) (S.
Sincavage, 2022)

The same difficulties do not exist for many of the diseases that would affect agricultural bioterrorist
weapons. These diseases of animals and crops are highly contagious and spread eftectively from the point
source. Moreover, humans can safely manage the causative organisms without risk of infection. There is no
need for vaccination, special precautions, or prophylactic antibiotic use. (Howard, 2013) (Nichols & Carter,
2022) (S. Sincavage, 2022)

Material to initiate the plant or animal disease outbreak can be produced in small quantities — a few
milligrams could be sufficient to initiate multiple outbreaks in widely separated locations. The raw materials
can easily be smuggled into the US. They do not even need to be created in a laboratory. (Howard, 2013)

Dissemination requires little experience. Animal virus preparations can be diluted and disseminated with
a simple atomizer in close proximity to the animals. Simply exposing a mass of sporulating fungi in the
air immediately upward of a target field could be effective for plant diseases. Weather is the only fly in the
ointment. One nightmare scenario is the introduction of a pathogen without perpetrators entering the US.
Sorghum is planted on both sides of the Southern border, and wheat and barley are along the Canadian — US
border. Multiplication of pathogens in the foreign acreage could lead to numbers of spores blowing across the
US border and initiating the escalating outbreak. An advantage to the terrorists is that disease surveillance and

control programs are less effective/rigorous OCONUS. (Howard, 2013)

Figure 4-11 Animal Disease From Potential Bioterrorist Agents I
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Figure 4-12 Animal Disease From Potential Bioterrorist Agents II
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Figure 4-13 Human Disease From Potential from Bioterrorist Agents I
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Figure 4-14 Human Disease From Potential from Bioterrorist Agents II
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Source: (APHIS & USDA, 2022)

Figure 4-15 USDA High Consequence Foreign Animal Diseases and Pests I
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Figure 4-16 USDA High Consequence Foreign Animal Diseases and Pests II
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Figure 4-17 Selected Zoonoses of Companion Animals I

Select Zoomoses of Companion Bnimals
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Source: (CFSPH, 2022)

Figure 4-18 Selected Zoonoses of Companion Animals II

Select Zoonoses of Companion Animals
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MONITORING OF PLANT PATHOGENS

What is needed?
Answer: A real-time monitoring and communication of abnormalities within livestock and crops
using satellite technology. Figure 4-19 shows the operating and planned NASA Earth Fleet through 2023.

The Landsat series is particularly useful for agricultural bioterrorism studies. (NASA, 2021)
Figure 4-19 NASA Earth Fleet

NASA EARTH FLEET

SPERATING B RITURE THRDLGH T

BYESTTLEESATS

JFES-2 104 IRSTROMENTE

Source: (NASA, 2021)

Figure 4-20 Layers of Agriculture Investigation
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WEATHEH

Source: (NASA, 2021)

Figure 4-20 shows the agriculture density map where satellites must penetrate with MASINT
[22]sensors. (NASA, 2021)

MASINT

Broadband and multispectral methods rely primarily on visible (VIS) and near-infrared (NIR) reflectance
indices, such as normalized difference vegetation index (NDVI). Ability to offer passive monitoring for the
disease at scale rather than active sampling. A change in plant behavior could show indications of tampering by
bad actors when geological and meteorological variables have been accounted for. (Silva & et.al, 2021)

Remote Sensing (RS) is a technique for obtaining information on an object without physical contact by
measuring the electromagnetic energy reflected/backscattered or emitted by the surface of the Earth (Freek D.
van der Meer, 2007).

“A significant step forward in earth observation was made with the development of imaging spectrometry.
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Imaging spectrometers measure reflected solar radiance from the Earth in many narrow spectral bands. Such a
spectroscopical imaging system can detect subtle absorption bands in the reflectance spectra and measure the
reflectance spectra of various objects with remarkably high accuracy. As a result, imaging spectrometry enables
better identification of objects at the Earth’s surface and better quantification of the object properties than can
be achieved by traditional earth observation sensors such as Landsat TM and SPOT. ” (Freek D. van der Meer,
2007)

As a noncontact technique, we include in the definition of RS also spectral measurements acquired by
portable instruments such as handheld spectroradiometers (also called proximal sensing). These measurements
are processed and analyzed to retrieve information on the object observed (i.e., plant health, in this case). RS
is an indirect assessment technique, able to monitor vegetation conditions from a distance and evaluate the
spatial extent and patterns of vegetation characteristics and plant health in this application. Sensors can be
distinguished into active or passive; whether they emit artificial radiation and measure the energy reflected or
backscattered (active sensors), the reflected solar radiation, or the emitted thermal radiation (passive sensors).

(Martinelli, 2015)

MONITORING OF INVASIVE PLANTS

The effective and regular remote monitoring of agricultural activity is not always possible in developing
countries because access to cloud-based geospatial analysis platforms or expensive high-resolution satellite
images is not always available. High-resolution satellite images medium-resolution satellite images were used to
map the spatial distribution of sickle bush (Dichrostachys cinerea), an archetypal allochthonous invasive plant
in Cuba that is becoming impossible to control owing to its rapid growth in areas planted with sugar cane
in the Trinidad-Valle de Los Ingenios area (Cuba), a UNESCO World Heritage Site. (E. Moreno, 2021) (S.

Sincavage, 2022) details satellite imaging techniques monitoring of invasive plants.

FEEDLOT DENSITY DETECTION

The highly concentrated breeding and rearing practices of our livestock industry make it a vulnerable target
for terrorists because diseases could spread rapidly and be difficult to contain. For example, 80 and 90 percent
of grain-fed beef cattle production is concentrated in less than 5 percent of the nation’s feedlots. Therefore,
deliberately introducing a highly contagious animal disease in a single feedlot could have serious economic
consequences. (epidemiology) (Agroterrorism: What Is the Threat and What Can Be Done About It?, 2004)
There is a concern about creating transgenic plant pathogens, pests, or weeds resistant to conventional
control methods. This prospect has already been realized through developing a genetically mutant superweed,
resistant to current herbicides. The superweed was designed to “attack corporate monoculture” and target

genetically engineered crops. (Parker, 2002)
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According to Plant Health Inspection Service (APHIS), Earth Observation Epidemiology, or tele-
epidemiology, is one of the most promising technologies to monitor feedlot density and diseases. Satellite
imaging detects the distinct environmental conditions that may serve as a refuge for the disease-carrying
animals. Electromagnetic spectra also provide useful information to make decisions regarding plant

physiological stress. (Martinelli, 2015) (APHIS & USDA, 2022)

CONCLUSIONS

Global agriculture / farming are converting to using Al This translates directly into the global food growth,
production and delivery to consumers. The food industry is using the basic level of artificial intelligence.
Every day the role of Al is becoming vital due to its capability to escalate hygiene, food protection, and waste
management system. Al is going to transform the food processing industry because it has so much potential to
generate reasonable and healthier productivity for clients and employees. Employment of Al and ML in food
production and eatery businesses is already taking business to a new level by minimizing human mistakes in
manufacturing. Al enables low costs for packing as well as conveyance, increment in customer pleasing, rapid

services, voice searching, and more personalized orders. The impact of Al in this sector is global.

However, despite the US’s best efforts, the US will continue to be vulnerable to deliberate introductions of
exotic plant and animal diseases by terrorist groups.[23] The vulnerability to agricultural biological attack is a
consequence of intrinsically low security of agricultural targets, the technical ease of engagement, and the large
economic repercussions of even small outbreaks.

The good news is that the US is aggressively stepping up its ISR efforts via satellite. Satellite intelligence on

agricultural and cattle feeding zones reduces the risks of successful attacks.[24]
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ENDNOTES

[1] Quote by Managing editor Prof. Randall K. Nichols, DTM.
[2] Think Robin Williams in the 1999 movie Bicentennial Man

[3] In the authors view, this is an extreme position by Dr. Zheng and the authors do not agree with the
totality of the statement. However, they agree with eftects of naturally caused disasters and force majeure.
“Environmental footprints” is a tricky phrase. To the extent that man can provide sustainable practices
involving naturally caused climate events, we concur. However, the current use of climate hysteria with
penalties on the life sustaining element of carbon (or carbon credits) is a fraud and misuse of real scientific
information for political purposes. We agree with Dr Zheng that this is a global concern because the hysteria has
reached the level of almost political intrigue and power adjustment. For those who need further clarification
and perhaps a change of view see: (Wrightstone, 2017) and the author’s definitive position in: (R.K. Nichols,
2021)

[4] Author opinion.

[5] Louis Columbus’s full article can be heard at: https://www.forbes.com/sites/louiscolumbus/2021/02/17/

10-ways-ai-has-the-potential-to-improve-agriculture-in-2021/2sh=15d08¢507f3b (voice)



https://www.forbes.com/sites/louiscolumbus/2021/02/17/10-ways-ai-has-the-potential-to-improve-agriculture-in-2021/?sh=15d08c507f3b
https://www.forbes.com/sites/louiscolumbus/2021/02/17/10-ways-ai-has-the-potential-to-improve-agriculture-in-2021/?sh=15d08c507f3b
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[6] CAGR = compound annual growth rate
[7] Covered superbly by Dr Larson in (Larson, 2022)
[8] The author owns a small farm in Arkansas. Deer are the bane of our soybeans and wheat.

[9] Authors remarks at end based on SME experience. In one SCIF and TOC installation I managed, every
door that was opened or closed gave alarms at 24/7. Considering the TOC and SCIF were part of a
cybersecurity educational building with three specialized labs, and teaching facilities for about 800 students,
the traffic hourly was beyond unreasonable to be watching nine screens. I can imagine watching empty fields
at night using IR when 50 or so deer cross the acreage. Filtering the systems for time-based and animal-based

temperature changes is required. ML systems can be trained to id people, vehicles, or animals.
[10] KSU has been pioneering / researching this discipline for a decade. They are the leader of the pack.

11] KSU has installed multiple weather stations around the state to enhance drone research on agricultural

mapping operations.
[12] Primarily for small farmers.

[13] “It’s projected that APAC will need to increase food production by up to 77 percent to feed its
communities by 2050. Bold steps must be taken to accelerate progress towards addressing the major drivers of
food insecurity, malnutrition, and equal access to food — as well as drive smart solutions that give back power

to local farmers,” said Professor Sukkarieh. (University of Sydney, 2022)

[14] Author affiliations in order: Graphic Era Hill University, Dehradun, Uttarakhand, India, DIT University,
Dehradun, Uttarakhand, India Graphic Era Deemed to be University, Dehradun, Uttarakhand, India, College

of Engineering & Technology, Samara University, Semera, Ethiopia

[15] (Kumar, Rawat, Mohd, & Husain, 2021) has 53 excellent references backing up their research.

[16] NGS = Next generation sequencing — replaces DNA approach in the food security region.

[17] Sagacity- foresight, discernment, keen perception, to make good judgements (Dictionary.com, 2023)

[18] This would be a wonderful legacy for the author and the KSU Wildcat Team if even small part of the
Hope and “word” got to the right decision-makers in every country. The world population is growing — big

time. Lots of hungry families. WE would like to improve their lives.

19] A decent portion of this section has been summarized from our own textbook Chapter 8” Bio-Threats
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To Agriculture From Space- Solutions From Space (S. Sincavage, 2022). The managing editor deemed the

material an excellent counterpoint to the positivity of the first two sections.

20] Agroterrorism is a subset of bioterrorism and is defined as the deliberate introduction of an animal or

plant disease to generate fear, causing economic losses and/or undermining stability. (O.S. Cupp, 2004)

[21] Bioterrorism is the threat or use of biological agents by individuals or groups motivated by political,

religious, ecological, or other ideological objectives.

[22] MASINT - Measurement and signature intelligence (MASINT) is a technical branch of intelligence
gathering that detect, track, identify or describe the distinctive characteristics (signatures) of fixed or dynamic
target sources. This often includes radar, acoustic, nuclear, chemical, and biological intelligence. MASINT
is scientific and technical intelligence derived from the analysis of data obtained from sensing instruments
to identify any distinctive features associated with the source, emitter, or sender, to facilitate the latter’s

measurement and identification. (Wiki, 2022)

[23] Obviously, the US is not only country concerned about this threat. Other countries are addressing the
bio-threats in valuable ways and if possible, intelligence should be shared to decrease the global risks. Countries

sharing information unfortunately has limitations.

[24] Where there is Good, there is Evil.



244 | THE REALITY OF CYBORGS AND A LOOK INTO THE FUTURE [JOHNSON]

5.

THE REALITY OF CYBORGS AND A LOOK
INTO THE FUTURE [JOHNSON]

LEARNING OUTCOMES

1. The future of enhanced humans- explore the potential for our military, commercial and medical status.
2. Understand the practical side of enhancing human capabilities and merging with machines

3. Look into the future, explore a framework for humanities acceptance of Cyborgs/Enhanced Humans

An important scientific innovation rarely makes its way by gradually winning over and converting its
opponents: it rarely happens that Saul becomes Paul. What does happen is that its opponents gradually die
out, and that the growing generation is familiarized with the ideas from the beginning: another instance of the
fact that the future lies with the youth.

Paraphrased as “Science progresses one funeral at a time”.

— Max Planck (Planck, 1949)

WHAT IS A CYBORG?

The Merriam-Webster dictionary definition is “a bionic human” (Merriam-Webster, 2023) whereas the
Britannica’s expands the definition to “a person whose body contains mechanical or electrical devices and
whose abilities are greater than the abilities of normal humans” (Britannica). The term is a popular theme in
science fiction. Futurists are considering the theory and application. Modern science and medicine is well on
its way to realizing the definitions and pop culture references of cyborg in modern society. At its most base
comparison, a human with a prosthetics, by the definitions cited, could be (and in some cases, are) considered
acyborg.

This chapter will define what a cyborg is and how they are created, the current medical and scientific
research into enhanced humans inclusive of those who already consider themselves cyborgs and what direction
society is heading regarding human minds, bodies, and limbs whose enhanced abilities far outreach those who

are not. Risks will be considered, narrowly focusing on risks to society and to the enhanced humans themselves.
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The working definition of Cyborgs for this text will be Cyborgs are enhanced humans with increased capability
resulting in increased human abilities.

This chapter complements chapter 12 later in this text. The student reader will understand enhanced
human’s potential to enable the future, understand the practical side of enhancing human capabilities and

merging with machines creating a framework for humanities acceptance of Cyborgs/Enhanced Humans.

HOW ARE CYBORGS CREATED?

Increasing human capability through mechanical or electrical means resulting in improved biological, bio-
mechanical or neurological human abilities. Mechanical means are inclusive of the range of prosthetics that
allow veterans who’ve lost limbs sustained in combat the ability to walk, to grab items through the pioneering
research at the Massachusetts Institute of Technology (MIT) in the field of Agonist-antagonist Myo-neural
Interface (AMI), a method to restore proprioception to persons with amputation, or the ability of amputees
to feel and have better control of their prosthetic limbs (MIT Media Lab). Physical implants like those of Amal
Graafstra whose radio frequency ID chips implanted in his hands allowing him to start his motorcycle (Swain,
2014) and remotely open doors; and Rob Spence, who lost vision in his right eye, then implanted a tiny camera,
producing a documentary about his life as a cyborgs (Swain, 2014). Future neurological advancements predict
brains implanted with chips that are modified by DNA.

Medical and scientific research into prosthetics is the precursor to future advancement into cyborgs,
cybernetics, and the human-machine interface. The field covers advancements in the medical, scientific, and
commercial communities. The human-machine interface is inclusive of wearable technology to implanted
technology. Three current examples of medical, scientific, and commercial cyborg creation are Dr Stephen
Mann, who promotes wearable technology, Neil Harrison, a color-blind artist whose neurological implant
allows him to hear sound, and Hugh Herr at MIT builds prosthetic knees, legs and ankles that fuse
biomechanics with microprocessors to restore (and enhance) normal gait, balance, and speed.

Stephen, Neil, and Hugh, and those cited above, chose their implants. They made the concise decision to
fuse mechanical, electrical and computer technology into their human form, increasing their human capability.
In his 2018 TED talk, Hugh Herr envisions that by the end of the 21st Century, nervous systems will be linked
to exoskeletons, augmenting humans’ strength, and power. He extrapolates this human augmentation into

non-anthropomorphic structures such as wings, allowing humans the ability to fly (Herr, 2018).

Figure 5-1 Neil Harbisson, a color-blind artist whose neurological implant allows him to hear

sound
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Source: (Walters, 2013)

Figure 5-2 Steve Mann’s wearable computer
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Source: (Case, 2013)

This generates questions on the future legal and moral structure for human-machine modification. Who
gets to approve modifications? When in the human growth cycle can (or should) modifications be made?
Will modifications become genetic, or remain implants? Before reaching legal maturity, much less physical
or mental maturity, where does the decision reside, with the parents or the individual? What will be the
societal impacts? How much government oversight will there be regarding regulations and oversight? Much

less religious and political ramifications.

HOW ARE MODIFICATIONS MADE?

Most of the progress in current medical and scientific technology is limited to surgical implants, and
prosthetics. Other research and innovation include the world of wearable computing. Dr Mann considers
himself a cyborg promoting a cyborg lifestyle. His experiments in wearable computing follows Moore’s Law,
from the late 1970’s evolving from backpack computers through augmented reality eyeglasses of the
2020’s (Case, 2013). Dr Mann’s view includes “unlike other computers (including laptops and PDAs), a
WearComp is inextricably intertwined with its wearer — WearComp’s ‘always ready’ characteristic leads to a
new form of synergy between human and computer” (Mann, 2012).

This coincides with research into robotics and computing, the fields of creating android, and human-
like machines. The advances in Artificial Intelligence, machine learning, robotics, engineering, and
nanotechnology all portend cross-over potential between robotics research and cyborg research. Machines and
robots will eventually possess the capacity to learn. Artificial Intelligence’s end state is to replicate human
intelligence, to reason, discover meaning, to generalize, and perform (McCarthy, 2006). Machine Learning, a
sub-field of Al allows the computer to learn without programming (Brown, 2021). Following Moore’s law,
it is inevitable that the distinct areas of research, development, and implementation of Al and robotics will
eventually merge with the medical and scientific research in bionics and wearable technology, creating cyborgs.

In Darwin’s The Origin of Species, he writes “Natural Selection, as we shall hereafter see, is a power
incessantly ready for action, and is immeasurably superior to man’s feeble efforts, as the works of Nature
are to those of Art.” (Darwin, 1859). Evolution can be characterized by adaptation for survival. Humans
environmental and climate change adaptation is exhibited by the differences in skin pigmentation. We have
evolved from hunter-gathers to the domestication of animals and grains leading to an agrarian society (Max,
2017). Humanity’s current stage of evolution results from environmental pressure coupled with our own
nature to improve the world around us through technological and scientific progress The modern era is
no different, driven by medicine to restore their fellow humans’ abilities, to science to increase humanities

capabilities, humanity is evolving. Into cyborgs.

Figure 5-3 Evolution of Cyborg
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THE CURRENT STATE OF CYBORGS (2023)

Neil Harbisson was born with achromatopsia, total color blindness. Rob Spence lost vision in his left eye.
Adrianne Haslet-Davis lost her foot in the Boston Marathon terror attack in 2013. All have chosen to become
cyborgs through medical procedures. Neil hears color through a fiber optic device and microchip implanted in
his skull. The antenna, above his right eye “...picks up the colors in front of him, and a microchip implanted in
his skull converts their frequencies into vibrations on the back of his head. Those become sound frequencies,
turning his skull into a sort of third ear” (Max, 2017). Rob Spence lost sight in his right eye after a weapons
accident as a teenager. He chooses to replace his eye with a miniaturized camera, recording his life first person
point of view of the world, declaring himself an Eyeborg (Kell, 2010). Adrianne Haslet-Davis, a ballroom
dancer lost her left leg in the 2013 terror attack on the Boston Marathon (Thompson, 2022). MIT’s Media
Lab, built her a bionic limb, enabling her to regain her dancing life, through research expertise in prosthetics,
robotics, machine learning and biomechanics (Herr, 2014).

The current state of medical research and surgical procedures combining machines with man will yield
enhanced humans, cyborgs whose abilities exceed those of their fellow humans. This section will explore the
current state (as of 2023) of research, development, and the lives of cyborgs. Along with prosthetics, eye
replacements, and bionics, the areas of brain-computer interfaces, Agonist-antagonist Myoneural Interface
(AMI), subdermal microchips, and exoskeletons are going to be reviewed.

Rob Spence lost his playing with a gun at age 13. As an adult, he has replaced his eye with a prosthetic
eye fitted with a camera, recording his life as a “Eyeborg” (Warrick, 2017). His bionic eye, described as more a
spherical contact lens, consists of a battery, video camera, video transmitter, attached to a circuit board (Spence,
2014). The company Second Sight’s product, the Argus II, “...converts images from cameras, into signals that
the electrodes implanted in the eye can use, and that the brain can interpret. The Argus II allows Fran Fulton,
66, who is blind due to retinitis pigmentosa — a degenerative eye disease that slowly causes light-sensitive cells in

the retina to die off, too see again through her camera equipped glasses. The Argus ILis early in its development,
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allowing Fran and the other 6 people equipped to see black & white pixelated image. Second Sights next phase

seeks to skip the retinal layer, and implant electrodes into the visual area of the brain (Eveleth, 2014).

Figure 5-4 Rob Spence, Eyeborg

Source: (BBC Click, 2017)

Figure 5-5 a& b Detail of Rob Spence prosthetic eye.
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Source: (Ghose, 2017)

MIT (as of March 2023) uses a Microsoft HoloLens to design implement augmented reality (AR) system
with non-line-of-sight perception. This system augments AR headsets with radio frequency (RF) sensing
enabling the operator to see RFID tagged objects that are normally outside the spectrum of light for the
human eye. The tech utilizes innovative algorithms, radiation and bandwidth capabilities, and localization
of line-of-sight and non-line-of-sight objects. A driver for this innovative tech is the desired effect boosting
efficiency in manufacturing, warehousing, logistics, and retail. The outcome is creating efficiency in worker
labor by “...by visualizing assembly tasks, automatically labeling tools in the environment, and helping users
find parts they need. More generally, AR head- sets are expected to make workers more efficient by an- notating

their environments, visualizing their next tasks, and guiding them in executing these tasks (Boroushaki, Lam,

Dodds, Eid, & Adib, 2023).

Figure 5-6 Augmented Reality SAR



THE REALITY OF CYBORGS AND A LOOK INTO THE FUTURE [JOHNSON] | 251

PR | iki 20 SAR e io e ndwid Al depian

Froare & AR-Based SUI 21 s the wer moves miwradly, K- AR collecs BF messements (b Using FF-Vimad SR X AR coeales o beatmap
of the FFDN i s peible Incabbon. The Larped RFL) incalbon reviaps wih the arva of Inghesd power | rellow | indicating  sacorssil incakoratm.
b1 The et s v from e Hobolems appiicaion. The sphene b e cvlinoind bz locaton e e amow pomb @

Source: (Boroushaki, Lam, Dodds, Eid, € Adib, 2023)

Figure 5-7 VAR & RF-visual in hand verification
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In 1998, Kevin Warwick, a professor of Department of Cybernetics at the University of Reading, self-
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experimented with a silicon chip implanted in his arm allowing a computer to monitor his movements.
Communicating via radio waves to a network of antennas that transmitted signals to a computer programmed
to respond to his actions, a voice box saying “hello” as he entered rooms, or doors opening on his approach. His
first self-experiment consisted of a glass-capsule implanted under his skin, on top of the muscles. His following
attempt will focus on “biomedical signal processing — i.e., creating software to read the signals the implant
receives from my nervous system and to condition that data for retransmission” (Warwick, 2000). Warwick’s
self-experiments complement research at Neural Engineering Clinic in Augusta, Maine using technology
treating patients with damaged central nervous systems to achieve basic muscle function and at Emory
University, Atlanta, GA, who implanted a transmitter in the brain of a stroke patient transmitted a signal from
the brain to a computer operating it (Warwick, 2000).

Neuro-prosthetics, a multidisciplinary filed at the intersection of neurosciences and biomedical engineering,
whose focus is replacing or modulating areas of the nervous system impaired through disease degeneration
or accident. For 60 years, the field has evolved to the point of commercial application of the tech treating
cognitive functions and memory issues (Gupta, Vardalakis, & Wagner, 2023). Brain Machine Interfaces (BMI)
or are “device that translates neuronal information into commands capable of controlling external software
or hardware such as a computer or robotic arm. BMIs are often used as assisted living devices for individuals
with motor or sensory impairments.” Brain Control Interfaces (BCI) a system that analyzes signals from the
central nervous system and translates them into machine commands (Nature, 2023). Synchron is a neural
interface company that designs and develops an endovascular, implantable brain-computer interface, which
allows a patient’s thoughts to be transmitted wirelessly through the skin to control an array of digital
devices (Zomorodi, Gutierrez, & Meshkinpour, 2023). Their product Stentrode — “an implantable brain-
computer interface that collects and wirelessly transmits information directly from the brain, without the need
for open surgery” During human trials, Phil O’Keefe, whose paralysis cannot use his hands or fingers, is able to

Tweet his thoughts using Synchron’s tech using blue-tooth (Oxley, 2022).

Figure 5-8 Brain Control Interface
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Figure 5-9 Development of neuron devices
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Bionics, as defined by Britannica, is the science of constructing artificial systems that have some of the
characteristics of living systems (Britannica, 2022). Merriam-Webster defines cybernetics as the science of
communication and control theory that is concerned especially with the comparative study of automatic
control systems (such as the nervous system and brain and mechanical-electrical communication
systems) (Merriam-Webster, 2023). They both use the study of living systems, bionics searching for innovative
uses of machines and systems, where cybernetics pursues the reason behind living beings control systems and
processes.

Human augmentation, the addition of robotic body parts that increase our capability, is being worked
on at Cambridge University. They have designed a 3D thumb to be added to any hand. Dani Clode, the
designer, stresses that, in addition to assisting those missing limbs, the augmented thumb does not take away
from the user, seeking to increase ability and capability. This device, instead of using brain control interface, is
“connected to two wrist-based motors that are hooked up to a battery and microcontroller on the upper arm.
This system is wirelessly connected to microcontrollers mounted on the wearer’s shoes or ankles, which are
connected to pressure sensors underneath the two big toes.” (Davis, 2023)

Prosthetics range from a simple replacement limb to limbs that can manipulate objects, hands that grasp,
and lower limbs that articulate at joints to emulate movement. Simple prosthetics that can grasp are designed

as described above, the wearer manipulates an interface to articulate the prosthetic hands. In the Massachusetts
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Institute of Technology labs, they are conducting research and application into Agonist-antagonist Myoneural
Interface (AMI) and Neuro-Embodied Design. AMI closes the gap in conventional prosthetics providing the
wearer proprioception, the ability to sense position, speed, and torque of their limbs, allowing precise control

of their limbs. AMI’s goal is to restore amputees with proprioception (Hsich).

Figure 5-10 Agonist-antagonist Myoneural Interface (AMI) and Neuro-Embodied Design
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Figure 5-11 Agonist-antagonist Myoneural Interface (AMI) and Neuro-Embodied Design
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Dr Hugh Herr, of the MIT Media Lab, director of the biomechatronic research group and co-director
of the MIT Center for Extreme Bionics, describes bionics as “this glorious interplay between biology and
engineering design.” He himself is a double amputee who enjoys full ability to walk, run and climb due to
AMI and neuro-embedded design which he describes as a method to “co-design the biological body with [a]
synthetic construct to maximize bi-directional communication between the device and the human nervous
system.” (Snyder, 2021). Or, a bionic limb, powered by a computer, that sends and receives signals from the
central nervous system. AMI and neuro-embedded design’s practical effects are demonstrated in two TED
talks by Dr Herr, culminating in the stories of Adrianne Haslet-Davis, who lost her leg in the Boston Marathon
bombing, re-gaining the ability to climb again (Herr, 2014) and Jim Ewing, regaining the ability to mountain
climb (Herr, 2018).

Figure 5-12 Dr. Hugh Herr & AMI prosthetic legs
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Source: (Dann, 2015)

Figure 5-13 Dr. Herr & Adrianne Haslet-Davis, a ballroom dancer lost her left leg in the 2013

terror attack on the Boston Marathon
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Source: (Bast, 2014)

In an anatomical sense, an exoskeleton is a rigid or articulated envelope that supports and protects the
soft tissues of certain animals (Editors of Encyclopedia Britannica, 2017). In human sense, an exoskeleton
is application of robotics and biomechatronic towards the augmentation of humans in the performance
of a variety of tasks (Exoskelton Report). In simpler terms, an exoskeleton is a tool, using robotics, that
exponentially increases the capability of the human form. The International Federation of Robotics classifies
robots in two sectors, Service Robots and Manufacturing Robots (Muller, 2022), where exoskeletons can
cross-over into both realms. One source that provides a survey of the exoskeleton sector adds Consumer,
Industrial, Medical and Military applications to the mix. The ExoskeletonReport.com identifies 120
companies (as of April 2023) that provide exoskeletons in one (or more) of their categories (Exoskelton
Report).

Consumer applications include sports and educations exoskeletons. Industrial applications range from arm,
back and limb support to tools use and powered gloves. The medical applications garner the largest range of
applications and companies provide exoskeletons. Medical uses include upper and lower body fixed and mobile
rehabilitate and assistive functions (Exoskelton Report). Medical exoskeletons support faster therapy, recovery
and rehabilitation from injuries or damage to the central nervous system including exoskeletons enabling
wheelchair bound patients the ability to stand, walk, turn and climb (2020). The smallest tracked category,

the military sector, possess the potential to have the most outsized impact on the military and civilian sector.
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The initial aim of military applications is to create a distinct advantage to Soldiers to accomplish their mission
and complete their task. Harvard’s Wyss Institute for Biologically Inspired Engineering, in partnership with
the Defense Advanced Research Projects Agency (DARPA), develop exoskeletons that reduce fatigue and
minimize Solider injury. DARPA TALOS (Tactical Assault Light Operator Suit) projects goals is to develop
an exoskeleton that us “Engineered with full-body ballistics protection; integrated heating and cooling systems;
embedded sensors, antennas, and computers; 3D audio (to indicate where a fellow warfighter is by the sound of

his voice); optics for vision in various light conditions; life-saving oxygen and hemorrhage controls” (Jacobson,

2015).

Figure 5-14 DARPA conception of an Exoskeleton for Soldiers
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Source: DARPA Warrior Web Program

Figure 5-15 The Human Universal Load Carrier, or HULC

Source: Lockheed Martin - HULC & (Edwards, 2012)

The word “cyborg,” coined by Manfred Clynes (1960), is a combination of “CYBernetic” and “ORGanism”
(cyborg conference INTRO). In this text, the working definition of a cyborg is the increase in human
capability through mechanical or electrical means resulting in improved biological, bio-mechanical or
neurological human abilities (author, 2023). Further classifying cyborgs into a taxonomy would be helpful
later when discussing the legal, moral, and ethical status of cyborgs. Futurists are establishing a theoretical
discussion of class and type of cyborg to set a framework. From the 2021 Cyborg Conference, Monika
Michalowska, Steve Fuller and Steve Mann provide a “fundamental taxonomy of cyborgs: a Type I cyborg is
one in which a human enters a vessel or other environment (e.g., boat, “wearables,” spacesuit), and a Type II
cyborg is one in which a vessel enters a human (e.g., “implantable”), or hybrids of Type I and Type II (Mann
et. al,, 2021).” (Michalowska, 2021). Cyborgs taxonomy can be further categorized in division and category
based on structure and role. The division of cyborgs could be biomedical cyborgs, digital cyborgs, and robotic

cyborgs. Categorization could include material cyborgs and information cyborgs (Michalowska, 2021).
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WHERE ARE WE HEADED (WITH CYBORGS)?

General (retired) Paul Gorman described a version of 21st Century Cyborg warriors for DARPA in 1985.
He described a “integrated-powered exoskeleton” that “...offered protection against chemical, biological,
electromagnetic, and ballistic threats, including direct fire from a .50-caliber bullet” and “incorporated audio,
visual, and haptic [touch] sensors”. He imagined that each “each soldier would have his own physiological
specifications embedded on a chip within his dog tags. And “he would insert one dog-tag into a slot under the
chest armor, thereby loading his personal program into the battle suit’s computer.” (Jacobson, 2015). In Annie
Jacobson’s article, she reminds the reader “That connecting the human brain to a machine would produce a
matchless fighter has not been lost on DARPA.”

Imagine the combing of the current medical and tech research, development and practical in robotics,
bionics, prosthetics, brain-machine/brain-computer interfaces into a Cyborg, the combination of human,
computer and machine that exceeds human capability. In the previous section, we described the current state
of Cyborgs, all external to the human body. But what of internal to the brain and body? At the atomic level
and neural level. This section will discuss Nanotechnology, neuro-interfaces, and neural networks.

Nanorobots are microscopic machines small enough to flow through human blood veins. One use of
nanorobots that is applicable to Cyborgs is real-time monitoring and imaging. Nanorobots can be outfitted
with monitors, sensors, and the capability to deliver medicine at the cellular level as well as the potential
to conduct surgical procedures at the nano-level. Potential uses of sensors include real-time monitoring of
physiological parameters of blood pressure, heart rate, and glucose levels. The monitor nanorobots would be
fitted with transmitters to communicate with medical personal in real-time. Imaging sensors allows doctors
to see the level of detail not available in current X-ray, MRI, and CTI scans. Nanorobots, controlled by
doctors could perform minimally invasive procedures and deliver medicine to the cellular level increasing their
effectiveness and reduce surgical complications (Saikia, 2023).

In Section II, Brain-Machine Interface (BMI) and Brain-Control Interfaces (BCI) discussion focused on the
devices that are implanted in human’s brain’s that are capable of transmitting control signals to external devices
and chips implanted to monitor the central nervous systems sending signals to external devices. Parkinson’s
Disease, Alzheimer’s and paralyzed patients benefit from BMI & BCI, regaining some of their cognitive
functions and the ability to control prosthetics limbs. The field of Artificial Intelligence (AI), whose end state
is to replicate human intelligence, to reason, discover meaning, to generalize, and perform (McCarthy, 2006)
using machine learning, big data and algorithms possess the potential to advance the field of neural interfaces.

Neural interfaces could combine current BMI & BCI with Al to exponentially expand human capability.

Figure 5-16 BMI & BCI for sensorimotor disorder
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Figure 5-17 BMI & BCI for bi-directional thought control of prosthesis
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Neural interface is linking an Al brain chip with an external Al interface to communicate with machines and
the external world just with thoughts (Saikia, 2023). Current neuron interfaces include devices for intracellular
recordings, extracellular recordings, and optical imaging recording (Wang, Liu, Wang, Zhao, & Zhang, 2022).
A 2022 article from Nature.com Microsystems & Nanoengineering section presents a survey of current and

future Al Neural interface pathways including:
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* Neuromodulation, the stimulation, or chemical substances applied directly to the nervous system to
modify nerve cell activity.

* Bi-directional feedback for BCI control of prosthetics.

* Increased Artificial sensory neuron devices, which could “mimic complicated sensing and processing
functions in biological systems, which can convert external stimuli into electrical signals”

* Aurtificial neuron sensory devices for mimicking the human sensory system. Bimodal artificial sensory
neuron (BASE) realized the fusion of visual and haptic modalities. Pressure sensors and photodetectors
are the major components of the BASE patch. Visual feedback and tactile feedback were used to create
the movement of a robot’s hands

* Aurtificial intelligence memory and recognition, A high-performance electronic device was designed to
train hippocampal neurons to learn by activating their memory function through electrical stimulation.
A high-performance electronic device was designed to train hippocampal neurons to learn by activating
their memory function through electrical stimulation. Based on retinal photoreceptors and bipolar cells
for motion detection and recognition (MDR), the two-dimensional retinal neuron hardware integrated
three modules of optical perception, memory, and recognition.

* An all-optical pulse neuron device was designed to accomplish the Al task of pattern recognition. The
neural network simulated by this integrated design can self-learn to complete simple recognition tasks,
and it runs several orders of magnitude faster than biological neural networks; thus, it can process large

amounts of data in a short time.

Figure 5-18 Timeline of BCI & AI development
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A human’s cognitive perception of its external environment is a complicated fusion of multiple sensory
inputs. The implications of neural networks and Artificial Intelligence stands to aid in cyborg development.
The current challenges of efficiency and biosafety of materials will have to be solved for AI enabled neural
networks to be realized, outside of current research and development. The Figure below depicts current
and future areas for the prospects of neuron interfaces. The article and survey conclude it best stating “Al
technology can be used to achieve fast and efficient data processing. Combining AI with BCI and exploiting
neural network algorithms will propel the development of neuron devices and improve neuroscience research”
(Wang, Liu, Wang, Zhao, & Zhang, 2022)

Figure 5-19 Prospects of BCI

Source: (Wang, Lin, Wang, Zhao, & Zhang, 2022)

Where does genetic engineering fit into the development of cyborgs? Genetic enhancement covers the
willful alteration of genes to be more than human, be it strength, cognition, or other traits. Genetic
enhancements parallel cyborg enhancements as they alter the human form resulting in increased capability. It

is important to note the downstream effects of genetic enhancements. If a genetic enhancement only applies
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to one individual, then the genetic line remains normal, it is when the genetic modifications enter the gene
pool, will the line be passed on to future generations and change the human genome (Barfiled, 2022). There
is much debate on the efficacy, legality, moral, ethical, and societal effects of deliberate genetic modification,
some of which will be discussed in the following sections. As this chapter focuses on cyborgs, the enhancement
of human capacity with machines, gene therapy, the delivery of “a copy of a normal gene into the cells of
a patient in an attempt to correct a defective gene” (Barfiled, 2022) will not be discussed beyond the above

general explanation for awareness.

CYBORGS, WHAT ARE THE RISKS?

“Neuro-prosthetic devices and implants that are connected to an internal network that is itself connected to
the Internet, and that are also vulnerable to infections from laptops or other device. The problem of implants
being affected with a software virus is exacerbated by the fact that manufacturers often will not allow their

equipment to be modified, even to add security features.” (Barfiled, 2022)

RISK TO SOCIETY, A PERSPECTIVE

As a noun, risk means someone or something that creates or suggests a hazard. And as a verb, it is defined as to
incur the risk or danger of (Merriam- Webster, 2023). So “Risk” implies a hazard or danger. Broadly thinking,
is there danger or hazard posed by Cyborgs? Conversely, is there danger or hazard to Cyborgs? This section
will illuminate the topics of risk and Cyborgs, the risk to Cyborgs and what is the risk posed by Cyborgs.

What could be the risks of a cyborg? Would general society accept Cyborgs? Conversely, would Cyborgs
want to be considered human by societies definitions? Would the answers change when replacing society with
“government.” In a world with finite resources, many of the advancements described above are currently in the
research & development phase. Once Cyborgs are accepted, once the Singularity occurs, what is the risk to the
acquisition of components required for industrial scale production of Cyborgs?

A 2022 Pew Research topic of Al and Human Enhancement provides some prospective of what the
public’s understanding and acceptance of enhanced human, Cyborgs, is. The survey covers six topics in the
advancement of Al and human enhancement that possess the potential to alter society, a few of which are
germane to this section, the possibilities of enhanced humans, enhanced cognitive function from computer
chips implanted in the brain, and exoskeletons with Al in the workforce. In 2022, caution is the fundamental
theme of the survey results. Caution relating to Al and human enhancements effect on the disparities between
humans and enhanced humans and the unintended consequences of these advancements and developments.
(Rainie, Funk, Anderson, & Tyson, 2022).

The survey results run the gamut of American public reactions to Cyborgs, and the related technology

advancements. Some findings include:

* For societal benefits, more Americans view the good over bad in the use of robotic exoskeletons with a
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built-in AI system to increase strength for manual labor jobs (33% vs. 24%).

Americans are cautious about a future with widespread use of computer chip implants in the brain to
allow people to process information far more quickly and accurately: 56% say this would be a bad idea
for society, while just 13% think this would be a good idea.

Uncertainty is among the themes seen in emerging public views of Al and human enhancement
applications. For instance, 42% are not sure how the widespread use of robotic exoskeletons in manual
labor jobs would impact society. 45% say they are equally excited and concerned about the increased use
of Al programs in daily life, compared with 37% who say they are more concerned than excited and 18%

who say they are more excited than concerned.

Figure 5-20 Pew Research Center Data
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Figure 5-21 Pew Research Center Data
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What is agreed upon across the board, are the mitigating steps making the applications of human
enhancement acceptable into society. For example, 7 in 10 would find driverless cars acceptable if they were
labeled as such and easily identifiable. In terms of computer chip enhancements in the brain, acceptability
rose if the effects could be turned on or off and implanted without surgery. Over 40% of survey respondents
are more excited about the potential of enhancements that provide health benefits or disease prevention.

Interestingly, 8 in 10 would “opt against” computer chip enhancements for themselves yet 6 in 10 respond that
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there will be societal pressure to allow and receive these implants should they become widely available. The
public are more accepting of enhancement that can be turned on or off, such as exoskeletons, than they are a
brain implants that increase cognitive function (Rainie, Funk, Anderson, & Tyson, 2022).

Two interesting concerns from the Pew Research survey highlight potential risks to Cyborgs and society,
the unintended consequences of cyborg enhancements, and the amount at type of government oversight and
regulation. The major concerns highlighted include hackers gaining access to personal information, unwanted
changes to the brain and chip malfunctions. The concern for government regulation lie along the lines
of what is “enough” regulation and oversight, in the development of enhancements. What risks constitute
regulation, such as the Indiana (and 10 other states) banning employers from requiring workers having devices
implanted in their bodies (Marr, 2020). The survey does address the socio-economic and religious impact
from respondents view-points, that enhancements “meddle with nature” and potentially increase the social-
economic gap between enhanced humans, a valid concern outside the scope of this section (Rainie, Funk,
Anderson, & Tyson, 2022).

Figure 5-22 Pew Research Center Data
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About half of Americans say security failures and
unwanted changes to brain would happen ‘a lot’ if
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The Pew Research is one viewpoint of the risks of Cyborgs, from a societal perspective. What of the
risk to cyborgs themselves? Looking at the current the advancements in Cyborg research, technology, and
implementation discussed in Section III, the question of risks, vulnerabilities, impacts, and countermeasures
are relevant to the safety of the cyborg, and the security of the technology (including personably identifiable

and personal health information).

RISK TO CYBORGS, A CASE STUDY

Section III covers the current state of Cyborgs. The research, development and current technologies include
eye replacements, implanted microchips/RFID devices, brain-computer/brain-machine interfaces, subdermal

microchips, prosthetics, bionics, and exoskeletons. As stand-alone technologies, each contains inherent risk.
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When considered as part of a Cyborg entity, the risk potential increases significantly, as individual lives and
societal impacts are contemplated.

For the sake of space and brevity, this text will consider a risk analysis and assessment of a select few of the
Cyborg technologies, using the Ryan-Nichols Risk Assessment methodology. For review, the Ryan-Nichols
Risk Assessment is a threat focused methodology analyzing risk as an equation to identify threat scenarios,
business objectives, improve probability calculations and predictions using probability ranges, simulate

exploitable scenarios and incorporate countermeasures to reduce risk.

RISK = THREATS X VULNERABILITIES X IMPACTS /
COUNTERMEASURES EQ. 5-1

Where: THREATS are real, act on a system, and represent the possibility that the attack vectors become
accessible for exploitation. (The attacker has the necessary time and resources to conduct the exploit.)
VULNERABILITIES are inherent weaknesses in the information system and represent vulnerabilities
becoming successfully exploited. IMPACT is the business value of a successful exploit.
COUNTERMEASURES represent the technical mitigations/solutions or probability that a mix of counter-
technologies will reduce the active THREATS on a system. The above equation is used to calculate the Initial
Risk Assessment (IR A) before any perturbation by Threats.

At time state = 0, we note that Vulnerabilities are constant and always present, and Impact is just a “delta
number” and a constant. Threats and Countermeasures are independent variables; Risk is the dependent
variable, Using calculus, both Vulnerabilities and Impact drop out of the IR A equation to give a compressed

form:

RISK = THREATS / COUNTERMEASURES EQ5-2

Source: (Nichols R. K., 2022)

As a case study for the Ryan-Nichols risk assessment, consider this excerpt from Woodrow Barfield’s
“Cyber-Humans” in the chapter “Cognitive Liberty, Brain Implants, and Neuro-prosthesis”

...a British scientist and former student of Professor Kevin Warwick, Dr. Mark Gasson, has claimed to be
the first person to become infected with a computer virus. How can this be possible? In Dr. Gasson’s case,
purposively as part of a proof-of-concept study, but in the future, cyborg hackers could spread a virus to a
person’s mind by accessing brain-implant technology or by hacking into a network of wirelessly connected
brains. In Dr. Gasson’s study, a chip was inserted in his hand which was then infected with a software virus.

relevance to a law of cyborgs, Dr. Gasson showed that the chip was able to pass on the computer virus
Of rel to a law of cyborgs, Dr. G howed that the chip ble to p th put

to external control systems—meaning a person with cyborg “infected” technology could transmit a virus to
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a machine external to the cyborg. But more importantly, if other implanted chips within a person’s body,
including neuro-prosthesis, had been connected to the system they too would have been infected by the
virus” (2022).

With the above in mind, for this scenario, considered the near future, with a Cyborg, an enhanced human
who has an RFID chip implanted in their organic limb (a hand), brain-controlled interface link to their
external workstation and a neuro-link to their bionic limb (an arm-hand device and lower, limb hip to foot
device). The possibility of an Al network or connected to the Internet of Things is a very real possibility but
will not be considered for this analysis. Alone, each of these tech’s includes their own risks, vulnerabilities,
impacts, and countermeasures. As a system, each threat vector impacts the system, whereas each
countermeasure reduces the risk to the system.

Each of the individual elements presents include vulnerabilities, vectors for exploitation or attack. RFID
chips are common in 2023, used in a multitude of functions. Airlines track baggage using RFID tags and
the FDA approved company VeriChip Corp. whose chips uses are security, art, and body-hacking (Barfiled,
2022). An RFID chip manufactured from various components, what is the security of the supply-chain of the
hardware. The BCI, also manufactured and surgically installed, transmits an RF signal from the brain to the
machine or workstation. Is that signal easily identifiable, and secure, on the electro-magnetic spectrum?

The bionic limb, whether an Al enabled prosthetics of the future, or the current MIT neuro-embed
designed AMI limbs of Dr Hugh Herr, also present similar exploitable vulnerabilities, and vectors. A
commonality of each of these components individually, or together in a Cyborg system could be their wireless
communication devices.

Wireless communications are vulnerable today. They are comprised of mobile computing and
communicating on the EMS via the radio frequency spectrum, satellite communications or infrared spectrum.
They are low quality of service, low power and low bandwidth emanating from small devices. Historical threats
include RF signal interception, mobile service access, and wireless network interference. Current security
measures layers are the physical, datalink, network layers and the transfer layer, application layer.

Table 5-3 below is a look at the Ryan-Nichols Risk Assessment of the wireless communication for the

Cyborg system in our case study and scenario.

TABLE 5-1 RISK = THREATS / COUNTERMEASURES (Wireless Communications)
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Table 5-1 Ryan Nichols Risk Assessment: Wireless components of Cyborgs. The Risk, Threats &
Counter Measures are derived from

the authors experience and Nichols & Lekkas
Source: Wireless Security: Models, Threats, and Solutions (2002)

The Ryan-Nichols assessment provides a framework for a qualitative and quantitative assessment (see
Table 5-2). The threats presented could originate from internal or external to the Cyborg. To the threat
actor, does the return on investment of the exploit or attack carry value to the perpetrator, revealing access
points and exploit techniques? When assessing countermeasure, keep in mind a couple of maxims, threats
evolve faster than countermeasures and the critical thinking mindset of action-reaction-counteraction. The
countermeasures identified should be universal, but are not, as wireless communications are vulnerable as of

this writing. The possibility of the risks remaining constant through the Singularity are likely.

Table 5-2 Ryan-Nichols Risk Assessment Lethality Legend

Qualitative Measure Quanhtative Value

High

Medium-High 56-80%
Medium 31-55%
Low-Medium 14-30%

Low 7-13%

Very Low




276 | THE REALITY OF CYBORGS AND A LOOK INTO THE FUTURE [JOHNSONI

Source: (Nichols R. K., 2022)

CONCLUSION 1, THE SINGULARITY

“The Singularity is that point in or development time when artificially intelligent machines equal or surpass

humans in intelligence.” (Barfiled, 2022)

Figure 5-23 The Singularity Timeline
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There is no one definition of the Singularity. Each futurist, or trans-humanist, applies their perspective
to the overarching theme of rapid technological growth of genetics, nano-technological and robotics that is
leading to a merger of man and machine. Or Cyborgs are inevitable.

Three interlocking developments are shaping the Singularity, genetics, nanotechnology, and robotics. An
explanation of the progress towards the Singularity can be understood by applying Moore’s Law and
Monsanto’s Law (Horner, 2008). Moore’s law states each new generation of computer chip provides twice as

many components per unit cost, each of which operates faster the number of transistors that could fit on a
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single computer chip had doubled every year for six years from the beginnings of integrated circuits in 1959
and Monsanto’s law, which states that the ability to identify and use genetic information doubles every 12 to
24 months. These laws of accelerating returns leads to Ray Kurzweil’s Singularity definition “...It’s a future
period during which the pace of technological change will be so rapid, its impact so deep, that human life will
be irreversibly transformed.” (Kurweil, 2005).

One path leading to Kurzweil’s definition is his own Six Epochs of Evolution. His Epochs “... works through
indirection; it creates a capability and then uses that capability to evolve to the next stage. Epoch One: Physics
and Chemistry is the era of the emergence of patterns of matter and energy whilst Epoch Two: Biology and
DNA represents the emergence of life and self-replicating organisms. Epoch Three: Brains — is the epoch of the
emergence of ‘information in neural patterns’ leading to the human ability to conceive abstract models of the
world. Epoch Four is the epoch of technology — seen in terms of the emergence of information technology and
a rapid acceleration of technological evolution as compared with biological evolution. Epoch Five is the merger
of human intelligence with machine intelligence. Epoch Six: The Universe Wakes Up this post-singularity

period begins to be described as “...the ultimate destiny of the Singularity and of the universe’ (Kurweil, 2005).

Figure 5-24 The Six Epochs of Evolution
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Source: (Kurweil, 2005)

Where do Cyborgs fit into The Singularity? An argument could be, they are riding the wave towards
The Singularity. Consider the working definition used in this chapter, increasing human capability through
mechanical or electrical means resulting in improved biological, bio-mechanical or neurological human
abilities. Or Cyborgs are enhanced humans with increased capability, derived from the intersection of genetics,
nanotechnology and robotics resulting in increased human abilities. Remember the scenario in Risk to
Cyborgs, an enhanced human who has an RFID chip implanted in their organic limb, brain-controlled
interface link to their external workstation and a neuro-link to their bionic limb. Individually, all of these occur
today, circa 2023. Look quickly to the future and the Cyborg is working in Space, as the NASA studies of the

1960’s envisioned.

CONCLUSION 2, CYBORGS AND SPACE

“Altering man’s bodily functions to meet the requirements of extraterrestrial environments would be more
than logical than providing an earthly environment for him in space...Artifact-organism systems which would
extend man unconscious, self-regulatory controls are one possibility.” (Clynes & Kilne, 1960)

In 1960, scientists, researchers and futurists were thinking about the practical applicability of cyborgs
supporting extra-terrestrial exploration. Two researchers, Manfred Clynes and Nathan Kline, in 1960 wrote
about the biological impediments to man’s long term exploration of space, explaining that man’s adaption to
the space environment by incorporating exogenous means would induce the biological changes allowing man
to function, to “live in space qua natura” They argue that man as a cyborg, rather than monitoring external
systems to keep him alive, “...is to provide an organizational system in which such robot-like problems are taken
care of automatically and unconsciously, leaving man free to explore, to create, to think, and to feel.” (Clynes
& Kilne, 1960).

Clynes and Kline discuss some of the various physiological and psychological problems man’s space travel
would encounter. They determine the Cyborg will enhance man’s natural functions to increase his ability in
extra-terrestrial environments, lasting from a few weeks to years. Functions they discuss include Wakefulness,
Radiation Effects, Metabolic and Hypothermic Controls, Oxygenation and Carbon Dioxide Removal, Fluid
Intake and Output, Enzyme Systems, Vestibular Functions, Cardiovascular Control, Muscular Maintenance,
Perceptual Problems, Pressure, Variations in External Temperature, Gravitation, Magnetic Fields, Sensory

Invariance and Action Deprivation, and Psychoses to be identified and controlled. (1960).

Figure 5-25 NASA “The Cyborg Study” design group requirements
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Source: (Driscoll, 1963)

Building off the Clynes and Kline research, NASA commissioned the CYBORG STUDY in 1963. The
study’s goal is to continue the theoretical ideas proposed by Clynes and Kline, rather than modifying the
environment, to physically adapt the human body to the rigors of living in space. As written by Robert
Driscoll, the CYBORG Study is a “study of man and the theoretical possibility of incorporating artificial
organism drugs and/or hypothermia as integral parts of life support systems in scale craft design of the future,
and of reducing metabolic demands and the attendant life support requirements” (Driscoll, 1963). Clynes,
Kline and Driscoll all recognized that man physiological structure is well-adapted to terrestrial life, and from
the initial NASA manned space flights of the 1960’s, any future long-term extra-terrestrial endeavors require

the study of how to adapt man’s biological and mental facilities to operate outside the physical parameters of
Earth.

FINAL THOUGHTS

This chapter reviews current, circa 2023, research, development, and practical application of where
humankind is regarding Cyborgs. Some define the human transition to cyborg when using any mechanical
implementation to improve capability, from a simple bicycle to the pocket computers that are today’s smart
devices. Following the origins of the word Cyborg, combining Cybernetic and Organism, incorporating

external and internal components extending and expanding a human’s capability to adapt to new
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environments, this chapter presents a broad overview of prosthetics, bionic limbs, neural implants, and
exoskeletons. The combining of Artificial Intelligence into prosthetics, brain-controlled interfaces and
Augmented/Virtual reality long with the research into Nano-technology and neuro-interfaces point to future

of where humankind could be headed as Cyborgs. Cyborgs are inevitable!
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6.

MACHINES HACKING MACHINES -
TURING'S LEGACY [CARTER]

PREVIEW

This chapter provides an overview of how Alan Turing’s legacy has contributed to our current and future
technological development. He is often credited as being one of the founders of Artificial intelligence (AI) and
Computer Science. Turing is best known as being part of the team that cracked ENGIMA in World War IL
His early research led to the development of theoretical computer science with the creation of the “Turing
Machine.” This 1930’s research by Turing established the roots of our modern-day computers and software.
Theoretical computer science assisted with building of the Bombe, the machine that would break the code
of the German WWII ENGIMA encryption machine. Alan Turing continued researching and publishing
throughout his life. In 1950, he authored an influential paper titled “Computing Machinery and Intelligence.”.
This resulted in the “Turing Test,” an applied theory to measure machine intelligence and the ability to mimic
human behavior. The “Turing Test” is still in use and applied by AI developers as Al technology continues to

advance and grow.

STUDENT OBJECTIVES

After reading this chapter, students should be able to do the following:

* Explain how Alan Turing’s research of mathematics and algorithms led to the creation of different
computer systems and a basis for developing software.

* Describe the significant impact on the field of encryption and encryption techniques used today when
the Bombe mechanical device was used to crack the ENGIMA machine in World War II.

* Explain how the “Turing Test” is relevant today.

* Discuss how Alan Turing’s research and creations laid the foundation for computer science and artificial

intelligence.
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INTRODUCTION

As one of the founders of computer science and the father of AI Alan Turing’s legacy is endless. The “Turing
Machine” laid the foundation for the development of modern computer architecture and the field of
theoretical computer science. The development of theoretical computer science, the study of algorithms,
computational complexity, and formal models of computation. Theoretical computer science gives an
understanding of the fundamental limits of computation and to develop a mathematical theory of algorithms
and computational processes. The cracking of the Enigma code during World War II had a significant impact
on the field of encryption and laid the foundation for many of the encryption techniques used today. The
process to break the German encryption required mechanical devices, such as the Bombe machine, to perform
and highlight calculations. Turing had advanced cryptanalysis using statistical analysis. The protection key
management was shown to be essential for future wars. The theory of the “Turing Test” went a step further
to measure the machine’s intelligence and skill. This gave the foundation for testing and creating artificial

intelligence.

THE TURING MACHINE

During Alan Turing’s two years (1936-38) at Princeton University, he cultivated the concept of theoretical
computer science. Theoretical computer science is a field of computer science that studies the limits of
computation and the foundations of computer science. It deals with abstract concepts and mathematical
models that define the capabilities and limitations of computers and algorithms. Theoretical computer science
encompasses a wide range of topics, including algorithms and computational complexity, automata theory,
formal languages and grammars, and the study of algorithms for solving mathematical problems. It also
includes the study of algorithms for solving problems in other fields, such as cryptography, game theory,
and optimization. The goal of theoretical computer science is to understand the fundamental limits of
computation and to develop a mathematical theory of algorithms and computational processes. This theory
provides a basis for the design and analysis of algorithms and the development of new computing technologies.

The Turing machine is a theoretical machine proposed by Alan Turing in 1936. It is considered a
mathematical model of computation and a cornerstone of computer science. The Turing machine is a
theoretical machine that consists of an infinite tape divided into cells, each cell containing a symbol. It also has
a read/write head that can read the symbol in the current cell and write a new symbol in that cell. The Turing
machine operates in a series of steps, which are determined by a set of rules called the transition function.
The transition function takes the current state of the machine, the symbol read by the read/write head, and
determines the next state of the machine, the symbol to be written in the current cell, and the direction the
read/write head should move.

The Turing machine can be thought of as a simple computer that can perform any calculation that is

computationally feasible, given an appropriate set of rules and input. This is the basis of the Church-Turing
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thesis, which states that any computation that can be performed by any machine can also be performed by a
Turing machine. Alan Turing studied under Alonzo Church in 1936 at Princeton University. Prior to meeting
Turing, Church conducted research on a class of functions that coincide with the intuitively computable
functions that can be evaluated by algorithms and computer programs (Deutsch & Marshall , 2022). Church
also provided first example of a particular significant function that is zof computable, meaning a certain
problem of elementary number theory is unsolvable: there is no way it could be solved by algorithmic means
(Deutsch & Marshall , 2022). The Turing Machine demonstrates the framework for the design and analysis of
algorithms and computational processes, laying the foundation for computer science.

The concept of the Turing machine can be applied to modern computing systems, and in this context, it is
possible for machines to hack other machines. This can happen through a variety of means, such as exploiting
vulnerabilities in software or hardware, using malware or other malicious software, or using social engineering
techniques to trick a machine into revealing its secrets. In the field of cybersecurity, modern computers and
networks can be vulnerable to hacking, and the development of advanced intrusion detection systems, which
can analyze network traffic to identify and block malicious activities is a response to this problem. These
systems can also learn from past attacks to improve their ability to detect and prevent future ones. Additionally,
machine learning can be used to detect and analyze anomalies in the network to identify potential threats and
can also be used to develop machine-learning-based malware detection systems. The concept of the Turing

machine proves the possibility for machines to hack other machines.

ENIGMA MACHINE V. BOMBE MACHINE

As Britain faces World War II (WWII), Alan Turing’s research is vital to assist in changing the course of
WWIL The Turing Machine as a foundation for computer science, the first machine hacking machine event
(outside of theory) occurred between the German Army Enigma Machine and the Turing-Welchman Bombe
Machine leading to the end of WWII. There were several factors that played into the success of machine
hacking machine.

In 1938, British Secret Intelligence Service (MI6) set up the Government Code & Cypher School (GC&CY),
a top-secret program at Bletchley Park. The converted private estate in Milton Keynes was home to thousands
of WWII codebreakers, an elite team of mathematicians, linguists, classicists, and intelligence officers. The
recruits were exceptional young men and women recruited from Britain’s elite universities (Giovanni, 2021).
Others were recruited by GC&CS through the newspaper, Daily Telegraph. The paper hosted a contest of
solving the cryptic crossword with-in twelve minutes (Bearne, 2018). The GC&CS was organized by collection
of Huts. Each Hut was contained with their own function and purpose, not to distract from one another.
Alan Turing oversaw Hut 8, Naval Ultra Enigma Machine Ciphers. Gordon Welchman led Hut 6, Army, and
Airforce Ultra Enigma Machine Ciphers. Hut 6 additional was the Machine Room, plus the Decoding Room
and Registration Room (Giovanni, 2021). Bletchley Park’s sole purpose was to crack the German Enigma

Machine to save lives and stop Hitler’s movement.
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Figure 6-1 German Enigma Machine

Source: (Oleksiak, 2014)

The German Enigma Cipher Machine was used to send encrypted messages during WWIL. For each letter
that was tapped in, another letter would come out so messages would be received in code (BBC News, 2011).
In 1931, Hans-Thilo Schmidt, was an employee of the German Cipher Office. Tempted by greed, Schmidt
sells the instruction manual and key setting instructions to French Intelligence. With a picture and related
documents of the German Enigma Cipher Machine, the French notice a unique characteristic. The Enigma
Cipher Machine was widely available to others, the German version had a front plug board. Schmidt, French
code name Asché, provided additional German Enigma Machine information to the French for several years
to follow.

Figure 6-2 The Enigma Plugboard
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Source: (Oleksiak, 2014)

In 1932, France shared the German Enigma Machine information with Poland. Immediately Polish
mathematician /cryptologist Marian Rejewski began his work to break the Enigma. In 1939, the French hosted
a meeting with Britain and Poland to discuss intelligence cooperation, suggesting that all three countries
working together would increase the probability of breaking the Enigma. An agreement was reached on
sharing communications traffic intelligence, any problems with intelligence and any breakthroughs with the

Enigma. A document is drawn assigning each country a letter, X for France, Y for London, and Z for Poland.

Figure 6-3 Agreement Between France, Great Britain, and Poland
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Source: (Turning, 2016)

The French suspected Poland was not sharing their breakthroughs, their suspicion was correct. The Polish
mathematician /cryptologist Marian Rejewski began to formulate equations for the Enigma rotor, leading a
break into the Enigma machine since the handoft of intelligence in 1932. The British and French codebreakers
did not have much success in reading the German Enigma messages. Polish authorities did not reveal their work
to the British and French until July 1939 when the advance of war was getting serious in Poland (BBC News,
2011). The three countries met in Warsaw to review Poland’s discoveries in breaking the German Enigma
Machine. Poland’s hand was forced into calling the meeting, the small collective of Polish codebreakers became
overwhelmed by the German Army changing the Enigma settings each day and adding two new rotors into
rotation for their Enigma Machines. The Polish explained their mockup of the German Enigma Machine,
which became obsolete with the recent changes from Germany. The original German Enigma Machine had
3 rotors; rotors assisted with the increasing the difficulty of the encryption. Three rotors produced 6
permutations. Adding two additional rotors into rotation resulted in 60 permutations, strengthening the
German encryption beyond the number of codebreakers in Poland. German commanders had the ability to

communicated with field units encoded by messages encoded on Enigma machines and sent by wireless using
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Morse code (The National Museum of Computing, n.d.). Each German high command, about 24 in all, had
its own wireless network and daily key settings (The National Museum of Computing, n.d.). Additionally,
Poland shared with the French and British Intelligence other codebreaking efforts to entice their allies into

assisting with solving their engineering problem.

Figure 6-4 WWII Polish Mathematician Marian Rejewski

Source: (Oleksiak, 2014)

The Polish intelligence gave enough information for Turing to build a new Bombe. His approach was
based on the use of ‘cribs’ (comparing patterns of the encrypted message and a known portion of plain text)
to break the key (The National Museum of Computing, n.d.). British listing posts, Y Stations, copied the
German messages and sent them to Bletchley Park to be run through the Bombe. The Bombe was working
but the processing speed was inconstant and could not provide real-time data. In 1940, Gordon Welchman
added a diagonal board to Turing’s Bombe, (which dramatically reduced the number of invalid stops — false

positives) increased throughput to the point that the Bombe became a major success (The National Museum
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of Computing, n.d.). The addition of the digital board led Bletchley Park to break the first German Enigma
Machine code. Coined the Turing-Welchman Bombe machine, the digital board became a permanent part
of the build. By 1941, the codebreakers of Bletchley Park were understanding more of the code, a consistent
combination of letters could be traced back to German military units. This was groundbreaking, now the
codebreakers were able to understand the movement of the German Military, switching the allies’ militaries to

offense verses defense.

Figure 6-5 Bletchley Park Codebreakers

Source: (BBC News, 2020)

Figure 6-6 Polish Enigma Machine
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Source: (BBC News, 2011)

The United States partnered with the United Kingdom codebreakers at Bletchley Park with the approval
of Winston Churchill. The top secret “Sinkov Mission” team was led by former Brooklyn math teacher U.S.
Army Capitan Abraham Sinkov, expert in Italian cipher systems (Spyscape, 2023). Other team members were
U.S. cryptanalyst Leo Rosen, the Japanese cipher recreator (codename Purple); Navy Lieutenant Prescott
Currier specialized in radio intelligence collection involving the Japanese Navy; Navy Rear Admiral Robert H.

Weeks, experienced in communication security posts in Washington D.C. (Spyscape, 2023).

Figure 6-7 The Purple Machine
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Source: (Spyscape, 2023)

Since the U.S. was not technically at war, the Sinkov team had limited access to Bletchley Park during
their visit. However, Leo Rosen worked closely with the Bletchley and engineers and noted improvements
for the Turing-Welchman Bombe machine. Rosen would later introduce electrical switches into the design
after returning to the U.S. (Spyscape, 2023). The U.S. and U.K. intelligence bond would strengthen after the
bombing of Pearl Harbor.

It is estimated 159 quintillion different German encryption permutations (The Parallax View, 2018) were
read by the codebreakers of Bletchley Park (75% women), with some support of 100,000 U.S. Navy WAVES
(Women Accepted for Volunteer Emergency Service) codebreakers. On May 8, 1945, the Germany
surrendered, Churchill took part in the U.K. celebrations and warned that war was not over, Japan needed to
be defeated. After the U.S. deployment of the Atomic Bomb, Japan surrendered on August 15th, 1945.

Figure 6-8 In Dayton Ohio, U.S. Navy women worked in three shifts a day constructing the many

gears and gadgets that make up the Bombes



294 | MACHINES HACKING MACHINES - TURING'S LEGACY [CARTERI

Source: (Wei-Haas, 2017)

ENIGMA: LESSONS LEARNED

The lessons learned of the WWII codebreakers can be applied to modern day operational security. German
enigma operator’s mistakes played into the hands of the codebreakers at Bletchley Park. Human mistakes

were made of mundane routine combined with difficult bureaucratic processes. The enigma operators did
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not understand why their role was important in the bigger picture of the war. Potentially if the operators
understood the mistakes in their job posed vulnerabilities and threats for the entire German military, the
operators would be aware they are mission critical. The same principle can be applied to the military leaders,
respecting and applying operator feedback regarding routine.

The U.K. used the combination of intelligence and military to break codes, physically surround targets and
use Allies. Once a German code was deciphered there was no further protection leaving the German military’s
plans in plain view. Additionally with the joining force of intelligence and military, the U.K. and allies were
able to attack German forces repeatedly without relief. Applying the lessons learned to modern day, clearly
multiple layers of encryption with strong security architecture can prevent an attacker from getting into the
“crown jewels.”

Opverall, the ignoring of vulnerabilities from insider threat to not evaluating the strength of security in place,
can be detrimental. The lessons learned from WWII German ENIGMA contributed to cybersecurity theories

of modern day.

THE TURING TEST

In 1950 Alan Turing published, “Computing Machinery and Intelligence” in the quarterly philosophy and
analytic tradition journal, Mind. The paper introduced the concept of the “The Turing Test.” The phrase
“The Turing Test” is most effectively used to refer to as a way of dealing with the question whether machines
can think (Stanford University, 2003). The Turing Test is considered the method of inquiry in artificial
intelligence (St. George & Gillis, 2023). Turing proposed the test as a game to gauge if a computer is mimicking
human intelligence under specific conditions. The test has one human judge that has a test conversation with
other unseen players. The judge evaluates the players responses, it the judge is unable to detect a computer
response, then the Turing Test is passed. Failure of the Turing Test would occur if the judge were able to pick
out a response from a computer (University of Manchester Department of Science and Engineering, 2022).
There are two groups of theory regarding the Turing Test, one believes it is obsolete another believes it is
relevant.

Figure 6-9 Diagram of the Turing Test
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Source: (St. George & Gillis, 2023)

The obsolete proponents of the Turing Test use bot ELIZA as an example. The ELIZA bot used
psychotherapist tactics with the human. Some believe this passed the Turing Test other believe it was using
trickery and played on the naive humans. In 1991, the Loebner Prize was created, named after its founder
and philanthropist Hugh Loebner, is an annual world-wide contest to evaluate the state-of-the-art in artificial
intelligence (AI) (University of Exeter, 2023). The Loebner Prize is supported by several universities and
organizations such as the Cambridge Center for Behavioral Studies and Bletchley Park. The Loebner Prize
has recognized winning contestant bots as passing Turing Test. By recognizing the winners of this contest, a
portion of the population believes the Turing Test is obsolete. Since the last Loebner Prize contest in 2019,
two implementations, Google’s AI LaMDA and ChatGPT have been recognized (albeit controversially) as
having passed the Turing Test. (Mark,2023) (Orf, 2023) The replacement is the Marcus Test, a measure of
the computer’s comprehension of a television show. Also, an additional replacement to the Turing Test is the
Lovelace Test 2.0. The Lovelace Test 2.0 measures the intelligence of the computer’s ability to create an art

artifact. Mustafa Suleyman, who co-founded the AI Lab DeepMind which was acquired by Google, argues
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that the ChatGPT’s large language model approach allows it to pass the Turing Test by mimicking a human
yet it doesn’t indicate any understanding about what the system can actually understand. He proposes a more

modern Turing test based on entrepreneurship, asking the A.IL to turn $100,000 in seed money into $1million

by devising an original product idea. (Shin, 2023)

Figure 6-10 Cartoon the Turing Test

TURING TEST EXTRA CREDIT:

CONVINCE THE EXAMINER
THAT HES A COMPUTER.

YOU KNOW, YOU MAKE
GOME REALLY GOOD POINTS.
I

I'™M ... NOT EVEN SURE
WHO I AM ANYMORE.

Source: (Cornell University, 2023)

The other side of the population believes the Turing Test is relevant and has not been achieved as of today.
This population views the Turing Test as a concept testing machines response to human speech. To have a
conversation as humans do this would prove artificial intelligence. The argument is that Artificial Intelligence
does not exist today. Instead, there are machines that have a response to stimulus, kicking off the process
of the machine to perform an action. We know that computers can follow an algorithm to accomplish a

task. However, this does not prove the machine is thinking. The summer of 2022, Blake Lemoin, a Google
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engineer claimed Google had created a sentient machine. Lemoin believed the Language Model for Dialogue
Applications (LaMDA), system he has been working on as sentient, with a perception of, and ability to express,
thoughts and feelings that was equivalent to a human child (Reed, 2022). Google and many leading scientists
were quick to dismiss Lemoine’s views as misguided, saying LaMDA is simply a complex algorithm designed to
generate convincing human language (Reed, 2022). Algorithms and ancillary items are too primitive to create
human intelligence (Roitblat, 2021).

Could it be that we do not have artificial intelligence that can pass a Turing Test? The University Manchester
Professor Steve Furber states we have yet to see any convincing demonstration of a machine that can pass
his test (Furber, 2016). Professor Furber, believes we need to return to the natural intelligence, the human
brain to solve for Turing’s concept of “thinking” (Furber, 2016). Professor Furber is currently building a
computer to support real-time models of the brain subsystems (Christopherson, 2022). Professor Furber
masterpiece, ‘Spiking Neural Network Architecture’ known as SpiNNaker is the world’s largest neuromorphic
supercomputer designed and built to work in the same way a human brain does has been recently fitted with
its landmark one-millionth processor core. With a price tag of £15million, 20 years in conception and over 10
years in construction starting 2006 (University of Manchester Department of Science and Engineering, 2022).

Project funding began with Engineering and the Physical Sciences Research Council (EPSRC), currently

funding is coming from the European Human Brain Project.
Figure 6-11 SpiNNaker
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Source: (University of Manchester Department of Science and Engineering, 2022)

SpiNNaker is unique because, unlike traditional computers, it doesn’t communicate by sending large
amounts of information from point A to B via a standard network. Instead, it mimics the massively parallel
communication architecture of the brain, sending billions of small amounts of information simultaneously to
thousands of different destinations (University of Manchester Department of Science and Engineering, 2022).
Professor Furber’s ultimate goal for SpiNNaker’s is understanding the information processing principles at
work in natural intelligence. SpiNNaker could satisfy Turing’s concept of “Thinking” per Professor Furber
theory.

The Turing Test does not recognize functional Intelligence in a computer. The revelation of simulated
intelligence by machine can be found using the Turing Test. The Turing Test can be said to reveal judgement
by humans who come to conclusions using feelings, intuition, and imperfect information. The Turing Test

will continue to be debated among scientists, programmers, and philosophers.

Figure 6-12 Alan Mathison Turing

Source: (Mullen, 2014)

CONCLUSIONS

Alan Turing research was influential during his time, modern day, and in the future. His early research of
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mathematics and algorithms led to the creation and of different computer systems and a basis for developing
software. Turing remains popular in our minds for co-creating the Turing-Welchman Bombe machine leading
to the breaking of German ENGIMA encryption machines resulting in an early end of WW II. Turing’s
life contributions have led to the development of theoretical computer science, the study of algorithms,
computational complexity, and formal models of computation. Turing was boundless with creative
mathematical concepts and theories. Alan Turing remains relevant today and for the development of artificial

intelligence and technology for the future.
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MANAGEMENT CHALLENGES FOR HUMAN-AI TEAMS

This chapter explores some of the challenges associated with managing teams of workers that include both
humans (modified or unmodified) and machines of various levels of intelligence (smart, intelligent, or special
purpose). Management is a complicated process that includes planning, resourcing, decision making,
oversight, and process measurement. Executing management responsibilities necessarily means acquiring,
organizing, training, and equipping the workers to do the job. In a world where humans and machines work
together in teams, which means that these processes need to address the needs of both humans and machines —
processes today that are done by separate groups of people with different training, skills, and job descriptions.
This chapter is designed to help you understand how to begin to think about these challenges and how they fit
into your life.

Note: the use of the term ‘artificial intelligence’ (AI) is problematic because of all the various definitions. In

this chapter, no specific definition is used since it is well discussed in the other chapters.

STUDENT LEARNING OBJECTIVES

This is a philosophical exploration of a complicated topic. After reading this chapter, the student should

explore these ideas further, particularly through the lens of life experiences.

PROLOGUE

A friend posited recently that good managers spend most of their time coaching, rather than engaging in the
classical aspects of management (which include planning, resourcing, directing, measuring, and rewarding). In
fact, she went so far as to opine that excellent managers spend about 70% of their time coaching. I asked her in
response the following:

1 wonder if you have considered what the effect of increased “AI”-human teams (where I use the term Al very,
very loosely) might have on the role of the manager/coach? The emergence of a job that is (loosely) described as “Al
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prompting” might suggest that in these mixed teams, your formula will continue to be correct, albeit expressed in
different ways according to the target.

Her answer was, “ With sentience, sure. What do you think?”

My reply:

Sentience is an interesting but unsatisfying measure. For one thing it is only indirectly measurable (via
surrogate variables). But how do you detect if a thing is faking sentience? I think some mixture of sapience and
agency makes a difference. The agency aspect is particularly interesting with regards to this challenge.

Sentience, as a concept, is problematic as a measure of, well, anything really. It merely means the ability to
perceive or feel things. Even plants can do that. How does that advance our understanding of future issues with
Als? Sapience is only slightly better, as it implies a measure of wisdom. Wisdom itself is a difficult concept to
define, much less use.

But if you elide sapience into intelligence and add agency to that, then you get a being that has some
level of intelligence that approaches wisdom and has the ability to act based on its own judgment. So this is
the focus of the challenge: a machine that is intelligent in one or more aspect and which has the
ability to decide if and how to act in any particular situation. This implies more than simply following
programmed logic: it implies the ability to collect data from the environment, use that data as input to a
decision-making analysis, and then independently decide if and how to act based on the results of the decision-
making analysis process.

So, here’s the thought: if you have two equally sapient individuals, each with agency, but one is human
and the other is not, how do you manage them as a team? This is where we find ourselves. And it is worth
considering how we manage today, how we will manage tomorrow, and how we should plan on managing in
the future, assuming that humans remain in the management position.

The technology base of the modern economy is highly advanced in information processing and supporting
functions. The people who work in this economy need to be highly skilled in order to use and work with
intelligent machines. To date, these two components — technology and people — have been managed through
separate systems. Until recently, that separation made good sense: people are different than machines and have
different needs. However, there are emerging technology trends that suggest it is time to rethink this separation.
As human performance is more tightly coupled with machines, including those classed as “artificially
intelligent,” the approach to management needs to change. Human Resources (HR) and Machine Resources
(MR) combine to create the modern workforce. Machines that collaborate with humans cannot be managed
without taking the humans into account; concomitantly, humans that are tightly coupled with machines
cannot be managed without taking the machines into account.

One of the interesting aspects of the thought exercise is considering how focused many managers are in
removing or limiting the agency of human employees. Various human resources management techniques
have been developed over time to reduce the ability of workers to act with a full, independent agency. These

techniques include use of devices such as non-compete clauses, claw-back options for earned commissions, and
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psychological approaches to creating “firm as family” emotional ties. As a result, one of the potential futures
that must be considered is a future where the machine has more agency than the human.

The purpose of this chapter is to explore that future specifically through the lens of management. You could
just as easily change the lens to that of talent supply chain, innovation, or any other organizational issue. In

fact, do so. It will enlarge your appreciation of the challenges ahead.

THE ROLES OF MACHINES AND HUMANS

Humans have always used technology. The first technologies were tools, clothing, and symbols. As new
technologies were invented, merged with other technologies, and improved, the dependence that humans have
on technology has grown significantly. We live in artificial caves that come with artificial sunlight and artificial
heat. We cook on artificial campfires, clothe ourselves in artificial skins and cloth, and communicate using
artificial noise. In truth, it would be difficult for a normal person to survive if plucked out of this cocoon of
technological comfort and ease that we have created.

The most recent advancements of technology assistance to human endeavors have relieved humans of the
types of work that humans do not perform well or consistently. This includes repetitious mindless activities,
such as factory work, and large data set analyses. As humans have off-loaded these types of tasks onto machines,
humans have been freed to focus on things that machines cannot do or do poorly. However, even as humans
work in areas that machines are not (currently) good for, the execution of these types of activities relies in great
part on technological support. And as tools like ChatGPT continue to make inroads into the workplace, the
role of “technological support” becomes more closely coupled with human efforts.

In great nation competition, technology has been adapted and invented to protect humans from harm, both
in offensive operations and in defense. Unmanned systems are paired with human controllers and weapon
system operators. Intelligent targeting systems guide bombs to targets. Al assistants suggest and make decisions
in ways that may be fully obscured from human understanding. The idea of “human in the loop” is being
replaced by “human over the loop,” with the human taking on more of a role of coach or customer rather than
participant.

The integration of technology into human existence has not been limited to performing tasks and serving
as distancing mechanisms. It also includes integration into the human body for performance monitoring,
maintenance, and adjustment. As noted in a 2012 study by the National Academy of Sciences, “Advances in
medicine, biology, electronics, and computation have enabled an increasingly sophisticated ability to modify
the human body.” The study pointed to three general areas of technology innovation regarding the human
body: “human cognitive modification as a computational problem, human performance modification as a

biological problem, and human performance modification as a function of the brain-computer interface.”[1]
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THE NEED FOR COMBINED TALENT MANAGEMENT

In reality, combined talent management is already here, albeit in nascent form. Machines manage humans in
all sorts of interesting ways, and machines are managed by humans. The various talents of human workers are
judged and sorted by machines, while the various abilities of machines are integrated into workplaces according
to need and potential to contribute.

During recent research into human talent management systems, a study group[2] discovered very interesting
evidence of the integration of advanced technology into the process of managing humans. These integrated
processes included the decisions associated with selection, assessing, and training the humans, sometimes to
the extent of it not being clear how the humans would actually operate without the technology. In other
words, the machines were managing the humans, at least to some level. This suggests the potential of a future
of human resource management that is more tightly coupled with machine management than we might be
anticipating.

The adoption and integration of advanced technology, such as artificial intelligence, into the post-industrial
economy, education, and governance structures have advanced the leveraging of knowledge to make processes
more efficient and more effective. The field of knowledge management has attempted to capture the challenges
of collecting, curating, and spreading both implicit and explicit knowledge within these environments, with
some success. However, as the integration of knowledge, both as multipliers and as external replications of
human intelligence, surges forward, there must be a concomitant recognition that organizations must deal
with a supply chain of human intelligence — the brain power that humans bring to the working environment.
The supply chain of human intelligence includes both the acquisition and value adding of intelligence in
humans (hiring, training, and educating) as well as the integration of human intelligence into machines. Writ
broadly, this describes a supply chain of intelligence that integrates the human and the machine. The supply
chain approach can enable enterprises to value each contribution to the value-added prospect of the enterprise,
enabling enterprises to account for investments correctly and adequately in the human intelligence supply
chain.

It’s not just the cognitive processes of humans that are subject to supply chain like activities. The entirety of
human and extra-human intelligence, either encapsulated in a human or as captured in a computer program,
needs to be considered together. Humans use automation to outsource elements of intelligent activity.
Alternatively phrased, humans extend their brain activity interaction with the rest of the world (other people,
tools, places, etc.) by expanding their physical presence through the use of technology such as decision aids, Al
and other assistive technologies.

It is unlikely that the integration of human and technology components will cease, slow down, or reverse
itself. In fact, we have seen direct evidence to the contrary, particularly as we have sheltered in place during the
COVID-19 pandemic for an extended period of time, each of us learning new ways of collaborating with each
other and socializing with each other. The future envisioned in The Caves of Steel[3] may be just around the

corner.
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Exploring the emerging issue of human-machine teams requires not just the investigation of human-
machine teaming but also the supply chain of both artificial and organic intelligence. So, there are several

management issues to consider. These include, but are not limited to:

* The behavioral and cognitive effects of human-machine teaming
* Issues of trust between humans and machine teammates
* Synchronization of the human and machine talent development and management systems

* The security of the “intelligence” supply chain

MANAGEMENT OF AI-HUMAN TEAMS

When most people think of AI-Human teams, they reflexively think about data scientists or other high-tech
people working with and developing Als. A much more interesting team composition to consider is the
‘normal’ person teamed with one or more commercial production Als.

Consider, however, examples of more ordinary work teams: that of a janitor, a lab technician, a kindergarten
teacher, or a construction worker, each teamed with AI to accomplish their respective jobs. Each of those
workers has specialty knowledge related to their jobs and presumably the AI will to. How will they ‘talk’ to each
other? How will they coordinate? It is a manager’s job to make sure the working environment is appropriate to
the needs of the worker (including disability issues).

A manager plans, resources, oversees, and measures the progress and success of work efforts. In order to
successfully manage the human Al team, the manager (which may in fact be another AI) must take into
accounts the differing needs of each member of the team. The manager hires (acquires) the talent needed,
ensures each team member knows what they need to know to accomplish the job, provides the needed
resources, makes the schedules, and assigns the activities. The manager also measures work performance,
provides guidance on how each worker is performing, and integrates work output with other elements of the
overall enterprise. It is challenging enough to do this well with only humans and dumb but critically important
machines (like word processors, earth penetrating radar, or mass spectrometers). Adding what could be viewed
as an alien being into that mix of personalities and technologies is very likely to result in novel challenges that

are unpredictable right now.

BEHAVIORAL AND COGNITIVE ISSUES

One existing challenge associated with managing teams is observing, evaluating, and managing behavioral
aspects of team relationships. We have names for different behaviors because these behaviors occur often

enough to warrant consideration. Bullies, prima donnas, manipulators, shirkers, toadies, and more: each can
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cause challenges in team management. If left unmanaged, each can contribute towards the development of a
toxic working environment.

What types of behaviors are likely to arise from the integration of sapient machines with agency? Will there
be jealousies, attempts to sabotage the work of the Al or other behavioral challenges with the human members
of the team? Conversely, will the AI subvert the efforts of the humans?

Understanding that these need to be considered and watched for in the process of creating a true human-Al

team is a critical first step to addressing potential problems.

ISSUES OF TRUST

Trust is a critical component of team efforts, particularly in work efforts that require a high degree of precision.
When trust is lost between team members, the overall performance of the team suffers, sometimes to the point
of becoming dysfunctional.

What does a human do if they lose trust in a machine they are working with right now? The answer
is normally to try to fix it — go through trouble-shooting procedures, consult the tech manuals, ask the
help desk, or reboot the machine. What will a human do in the future if the human loses trust in the Al
teammate? It is entirely possible that Als will be too complicated to trouble-shoot outside of an “Al hospital”
and rebooting could do more harm than good.

What will an AI do if it loses trust in its human teammate? You can’t reboot a human, at least not today.
Will the AI simply cease working with the human? Will the AI create an environment where the human can’t
successfully participate in the work processes? Will the AI damage the human in order to get it removed from
the work environment? When trust is lost, it is normally for good reasons and the AI might feel like there is
no option but to act in order to limit the ability of the untrusted (and untrustworthy) team member from
working.

The issue of trust between team members then becomes a critical focus for managers of mixed Al-human
teams. This issue becomes particularly acute when the loss of trust occurs during a fast-paced precision work
situation. Consider an Al-human team operating on a human to remove a brain tumor. The loss of trust, by

one member or the other, during that operation would be a potentially catastrophic problem.

THE TALENT SUPPLY CHAIN

Assuming a future where human intelligence is a desired attribute in the work environment, any Worker
Resource (WR) system must consider the differences in the development of the various intelligences. For
example, humans develop slowly; machines can be developed much more quickly. The needs of the work

environment must be able to synchronize the time development schedules of both humans and machines in
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a way that optimizes the utility of each. The strategic planning issues associated with this synchronization are
staggering, given the speed at which technology, and needed future human education can change.
Additionally, there are inherent security aspects of the human talent supply chain, even though it is not
fool proof. The humans developed undergo years of training and education, during which they are observable
and can be assessed for trustworthiness and competency. These same aspects are not inherently part of the
machine intelligence supply chain, although they could be. The integration of parts manufactured in many
different parts of the world, combined to create a body in which an Al can reside, creates a universe of supply
chain issues associated with the trustworthiness of parts — both as individual components and as elements of

systems.

FINAL THOUGHTS

As the previous chapters in this book have demonstrated, we are headed into a future that will provide many
challenges. Thinking about how humans fit into that future is an important task. Research, obviously, is
needed. Another thing that is needed is a profound sense of caution. Embracing the promise of technology is
critically important but it must be done with clear-eyed testing, analysis, and adaptation of the technology to

ordinary human existence. With such an approach, the stars become ours to conquer.
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PURVIEW

Images of a future world where humans are engaged in lifelong phony IOT/AI enabled fantasy universe are
frenetically engaged in a competitive long-term struggle with those choosing to dwell in reality for dominance.
Reality is one thing, but Al enabled escapism is quite another. Youth have collectively signaled their preferences
and fantasy seems likely to edge out extended excursions into reality wherein pain, setback, humiliation, and
loss are prevalent. Regrettably, many under the age of 25 want that fantasy right now and cannot wait any
longer for it to happen. Collegiate diversions to contemplate life’s hidden meanings and study enduring global
mysteries hold no power over those who cherish entertainment over education.

Capturing the attention and focus of younger people is no longer reserved for the decade after 2030. Today
calibrating an illusory threat, we neither comprehend nor display adequate expertise to decipher allows the
cyber experts to engineer a future we may not want to inhabit. Instead, it beckons to those who shun the
random, sometimes bizarre and whimsical episodes which daily life offers. When quantum, Al and IOT
[internet of things] combine in deliberate convergent ways for explicit entertainment infused among the
masses who can resist or overcome its undeniable appeal. The rest of us opting out of cyber fantasyland cannot
forecast what good things, perverse things and some very bad things might result. Those embarking on the
risk of consuming unlimited unrestricted cyber entertainment must absorb the consequences. What warning
flags or cautionary advice would dissuade those already smitten with cyber based fantasy? Can we foresee the
engineered convergence of multiple technologies yielding anything but productive and beneficial outcomes?
How about blending in nanotech, genomics, electromagnetics, and other technological dynamics? Should the
experts pause to consider the impact or implications? What happens then? Will the net result be a better world
or one where what Mankind has created via its unending curiosity an environment that eventually swallows

us all up? How will our minds be affected?
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THE TAUTOLOGY OF TRUSTING IN TECHNOLOGY

What does the human constantly yearn for and what steps will humans undertake to achieve that? If we are
truly on a path to a better more fulfilling life versus the apocalypse, then what is the best road to be chosen?
Will the current trajectory of human aspiration, global society and civilization continue as in the past or divert
in a new direction? Many will put their trust in technology as a rational and objective basis for answering these
questions. They will do so without very much hesitation.

Some will prefer to continue the present uneven and fate-filled course. Holding technology at arm’s length
attracts those doubtful the full array of expected and unexpected outcomes will be salutary. Others will reject
that out of hand. Only a full embrace of all technology offers makes sense to them. Fearlessly the pursuit and
support of unrestricted technology—convergent or not—is the antidote to stagnation.

Life itself needs a reboot and refocus that only objective unlimited application and investment in every
aspect of technology can offer. For many this is the preferred path. Is there any doubt? Technology provides
the answer to a multitude of global ills, doesn’t it? Technology unchained and supported continually by
visionary leadership can bring about a level of global achievement, efficiency, stability, and relative security
unencumbered by managers, politicians, and professors whose inherent fleshly capabilities are limited. The
future and its essential socio-technical architecture is a comfortable alternative to swallowing more of the same.
It allows one to jettison the past and all the trappings of unimaginative energy which hold back human destiny.

Without too much thought we routinely invest confidence and trust in modern technology. We find
ourselves comfortably minimizing any latent uncertainty when we board a jetliner or travel overseas by
merchant ship trusting all will go well and safely. We abide by the assurances and confidence which positive
experiences with technology have thus far conveyed. Technology itself is the pathway to a better future for all.
Isn’t it? It harbors good things—not woeful things—correct? We have benefitted so richly from technology
over the years can its rare and periodic setbacks ever nullify its frequent successes. If technology is king who
then are its servants?

We govern what technology achieves in our name and faithfully executes the tasks given to it. As such
technology is our handmaiden and workhorse obedient and tireless like the horse pulling a plow or a
yachtsman steering his ship. We remain unsure whether that will always be the case and we harbor some serious
doubt about whether our love affair with technology will end well or badly. Bent to our will and governed by
well-educated and visionary brainiacs we expect technology to take us places we could never go to or experience
without it. It is a clever and deceptive bargain in any case.

Technologies we hardly imagined S0 years ago such as cell phones, hypersonics, advanced genomics,
quantum computers and vehicles for transiting space are prevalent and ubiquitous. The human brain has
launched and nurtured these ideas and infused these technologies in ways that cause one to ponder if the brain
itself is truly without limits. We must always balance the good with the bad, the expected with the unexpected,
the known with the unknown. Recognizing we can hardly see the actual end of all things that today we

can only dimly grasp should enable us to admit we wander into speculation. One might consider whether
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inquiries which push modern technologies into operational realms never merit a detached perspective. In effect
we should insert caution—however frequently we do not. Far from being a wildly unpredictable jungle full
of predators and risks embedded in nature, the decision to pursue and engage technology aggressively raises
few caution flags. With applied genius, scientific rigor and professional dedication, experimental innovative
excursions into modern technology are seen as manageable as controlling a drone with a joystick. In episodes
like this we routinely trust the experts to know what they are doing.

Risks are inherently embedded in discovery and outcomes include both the known and unexpected. When
scientists tinker with technology the rest of us have to invest some trust in their innovative theory—up to a
point. After all whatever could go wrong is keenly understood within the limitless ambit of pristine human
logic. Risk is always there but not to a degree that thwarts scientific inquiry and experimentation. Esteemed
scientists have encountered these risks and pitfalls many times. This does compel serious thought about
ramping up confidence , paring down uncertainty and expanding the art of the possible. Our brains, cognition
and normal everyday neural functions are indeed spectacular and impressive. Is there a dark side that seldom
gets attention? Is there a hidden dimension ignored? Is it reasonable to ask whether our brains and ordinary
cognition are at risk? What are the boundaries of neuro-resilience? What threats our brains and cognition must
be taken seriously? Are we asking the right questions?

We must reckon with the frontier into which technology invades a very personal space. Here we witness
technology at work assisting Or alleviating persons with emotional or mental health issues and those with
traumatic brain injury. The MRI and the MeRT [Magnetic Resonance Therapy] used by neuroscientists offers
a benign and helpful pathway to reduce mental stress and reductions in chronic brain problems. Here the
admirable skills of public health aim to heal and restore people suffering a variety of mental health woes. It can
readily be extolled as marvelous and conferring verifiable relief on those afflicted. Neuroscience remedies are
wonderful things.

Our brains are also wonderful things, but they lack sustained defenses against external nefarious efforts
to degrade and distort ordinary thought and cognition. To imagine a hostile nation that would subvert and
redirect certain technologies to disrupt and destabilize the brain sounds ludicrous and offensive. We must note
carefully and diligently that the threat emanating from this activity is genuine.

Targeting healthy brains to disrupt, impair, destabilize, and degrade their innate functions using stealthy
technology sounds like Sci-Fi but it is not. We possess admirable cognitive instincts against danger, but our
brains stop short of being alerted instinctively to every conceivable pitfall, calamity, and risk. There are biases
and perspectives which inhabit our mind as much as creative and helpful thoughts often do. Trying to picture
our brain as a target and an objective to be conquered, neutralized, and crippled by a determined clandestine
foe seems alien. However, these days our attention should shift quickly to this provocative idea. It is happening
to many people and has been verified as a confirmable neuroscience assault incident. Those adversely affected
for years have stepped forward to claim harm and seek relief knowing a shroud of serious doubt and derision
is often levied at them. These randomized attacks on human cognition and brain function are significant and

have adversely affected thousands. Evidence abounds regrettably that this is happening all around us.
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GRASPING THE ERA OF NEUROSTRIKE

When US diplomats first reported suspicious and bizarre brain maladies in the 2016-2018 period arising from
their posting to Havana it was embraced by the media with a mixture of acceptance, doubt, and denigration.
Numerous studies and reports on these incidents can be found which reflect a widening series of attacks
on diplomats, US military personnel, intelligence community staft and those assigned to work in selected
embassies on trade, commerce, or energy issues. (National Academies, 2020) It is far less illuminating to know
the actual number of verified victims than to ponder what technology could be causing this series of cognitive
impairment events which I have termed NeuroStrike. (McCreight, Neuro-Cognitive Warfare: Inflicting
Strategic Impact via Non-Kinetic Threat, 2022)

Media and armchair experts have launched their theories rooted in doubt and denigration where various
explanations for the victim’s cognitive injuries have ranged from crickets to hallucinations, to emotional
distress, to job pressures to indirect exposure to Zika virus environmental spraying. All of these analyses are
rooted in nonfactual analysis and faulty conclusions. While the actual number of victims, even continuing
today, is less important than the fact that such insidious attacks persist at all without robust detection,
defense, deterrence, and defeat measures we cannot fail to see the implications of NeuroStrike technology
and sophisticated cognitive warfare dominating the decades ahead. Convergent technology will continue at
a pace which far exceeds our ability to understand or manage it. (McCreight & Sincavage, The Significance
of Convergent Technology Threats to Geospatial Intelligence, 2019) Biochemical, neuroscience, electronic
warfare, RF biophysical effects, acoustic biophysical effects, nanoparticles, and magnetic factors are blended in
a debilitating convergent technology which signifies the complex NeuroStrike threat. It enables the owner of
NeuroStrike to derive the quintessential leverage which ancient Chinese sage Sun Tzu observed allows one to
win a war ‘without firing a shot.”

Thinking about how silent, covert, and insidious neuro-modulators can impair cognitive functions, damage
analysis, and decimate ordinary reasoning along with speech, memory and spatial orientation is likewise
relegated to a time cloaked in distant science fiction. We know otherwise. Not because we subscribe to
conspiracy theory or allow ourselves to depict a dark and dystopian future rooted in abject cynicism or submit
to hallucinogenic drugs. Instead, we know history has demonstrated humanity has a deeps seated lust and
enduring appetite for technology that fascinates, entertains, amuses, and simplifies life’s problems. So, it is with
innovative technology, complexity convergent technology, and technology that alters our sense of what is real
and unreal. For many, the virtual world has more net appeal than the real one and those talented geniuses in
our midst are driven to acquire it as soon as feasible.

Is this a recipe for madness? Or is it a world instead where machines, computers and Al technology do
our bidding, attaining quantum insights and secures advances in social and economic wellbeing we long for
perpetually? Our innate fascination with the seductive value of technology and what it potentially offers can

hardly be dismissed. Worse, we lack wisdom not only in gauging the known risks we face but grappling with
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the myriad unknown risks attached to any future convergent technology engineering venture. This absence of
wisdom accrues to experts and scientists alike.

Intuitively we are accustomed to reliance on egghead experts. In fact, in some cases, we carelessly delegate
the task of making complex decisions to further societal progress towards scientific elites. This most frequently
happens because we lack proper estimates of the design, operational structure, and dynamics of the venture
they are sponsoring. Do we also unwittingly assume the downstream risk and unforeseen consequences which
produce potential negative outcomes for society have been assessed and homogenized to our benefit? Are we
truly aware and cognizant of the persistent problems quantum computers and Al can resolve—or regrettably
and inadvertently generate? If anything, enhancing NeuroStrike scope and effectiveness via quantum Al, and
unlimited IOT involves risks we can hardly envision let alone regulate. Yet here we sit keenly aware of the
beast at our doorstep but entranced and distracted by TV, entertainment, and vapid expressions of cultural
awareness masquerading as education.

We can hardly be blamed for wanting to harness technology which improves life for all, creates abundance,
economic security, improved health, upgraded quality of life and still manages to solve mankind’s most acute
problem while we sit back and watch movies or request another beverage. However, there is always the
inevitably unexpected spate of outcomes which can be brutally damaging and then it is often accompanied
by unseen or hardly anticipated costs and societal consequences. Not to worry you say. Just like T'V, jetliners,
computers, and plastic surgery the initial fears and skepticism are overblown and display a haphazard disregard
for the promise of technology as savior.

However, if our doubts, concerns, and risk awareness are justifiable we find ourselves once again reliant on
the closed shop cabal of scientists who are extremely happy to be entrusted to navigate and accelerate our
collective societal wellbeing. Too often this scientific mafia of experts decides what is ‘good’ for all people based
on their superior intellect. Supported and funded by their retinue of endorsers and policymakers who ramrod
their presumptive expertise and technological preferences into massively consequential decisions affecting the
unwashed masses. The naively trusting public must always endure the immediate and long-term consequences
of scientific largesse absorbing the best and unseen worst of their ideas and technological ventures.

Quite simply and predictably we trust these big decisions to those experts who have earned our collective
trust and civic confidence. We imagine that like a jetliner rolling down the runway at takeoff speed the entire
flight will be smooth, safe, and pleasurable. It is akin to the unstated confidence we invest in medical doctors to
know what they are doing, conduct proper diagnoses and find the prescription for better health. The degree of
automatic trust involved is overwhelming. In like manner we have invested similar levels of trust in science and
technology for their salutary effects. But is that a foolish default position for society to adopt so unthinkingly?
A trusting public unaware of risk and potentially negative outcomes remains comfortable with the view science
and technology is the pathway to a better life. Is it flawed to think that experts trust science, worship technology
and are energetically committed to achieving all that focused brainpower and technology can accomplish? Not
necessarily but it could be so.

All our flawed thinking, blind ignorance and error prone behavior is steered faultlessly toward ever more
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perfect and optimal outcomes because we seek it so urgently. If the pathway to a better future resides in
the convergent mix of IOT, Al, quantum, and the promises of nanotech, ChatGPT and the metaverse why
would anyone aim to thwart that? As a result, we have placed our support behind mixing these technologies in
explicitly convergent strategies to attain a better future. (Ortiz, 2023) In effect, we openly create an electronic
gateway to a more ideal, tranquil, stable, and secure future where that formula is attractive. Many see this as a
calculated gamble which nullifies the annoying diversions, errors, blind spots, and costly surprises which have
historically plagued human thought. In effect this sophisticated convergent technology venture is well worth
the risk—assuming we truly grasp the risks involved. Isn’t that the pathway and outcome modern society and
organized great nations ought to pursue with robust enthusiasm and confidence? Why should anyone raise
concerns or pose cautions when engineering advanced convergent technology itself is the difference between

progress and maintaining the deceptive array of gadgets we know as normal?

NEUROSTRIKE—CONSIDERING ITS CYBER DIMENSIONS IOT/CHATGPT

The immediate future in modern society is one transfixed and endlessly entertained by quantum, IOT, cyber
leverage and the introduction of ChatGPT unveiled in November 2022. Expectant society welcomes all the
beneficial changes and revolutionary outcomes which these technologies offer to society dimly aware that
hidden and ambiguous risks are blended with —but dwarfed—by images of limitless progress. Can a hopeful
society be blamed for such enthusiasm? Technological breakthroughs and skillfully mixing emerging complex
and hybrid technologies earn a welcome from the general public because it contains the promise of a simplified
and enhanced ordinary life.

The internet of things [IOT] dwells harmlessly in our midst and operates magically in human space as
a means of communication—so we think. However, the standard cell phone is always searching for and
receiving signals which it finds useful or which it has relied on many times before. Those thousands of signals
drifting and bouncing among people in a crowded shopping mall stores, relays and searches other signals in
that mishmash environment which the phone itself is designed to identify and connect with apart from any
decision the user or owner may have. Our reliance on cell phones and the amazing IOT network behind them
connecting us to devices anywhere in the world via satellite or other means purely out of sight and mind.
However, we must remember our brains are truly hardwired to display sensitivity and a degree of receptivity
to electromagnetic activities around us whether we are cognizant and aware or not. It raises the intriguing
question of whether cellphones can be instruments of passive mind influence and cognitive control. A question
best left as speculative—for now.

Cyber, IOT, quantum and ChatGPT are truly fascinating and laden with extraordinary promise. By
themselves they offer grand visions of a better life for many. Caution is justified as the realities of unrestricted
technology convergence is not well understood. Justifiable confidence in engineered convergence is the
fundamental root of wide civic faith in what advanced technology might produce. However, where many

advanced areas of scientific inquiry such as genomics, nanotech, biotech, cyber mechanics, geomagnetic
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systems, and electronics are explicitly merged and engineered via deliberate convergence is fraught with risk
and uncertainty. In exchange for every conceivable outcome that is valuable and beneficial there is a hidden,
unexpected, and ambiguous array of risks. Worse, our collective ability to estimate and foresee all adverse
and dangerous outcomes from technology convergence is opaque and often delusional. This is the central
dilemma and evokes a security nightmare which is embedded in a headlong race to engineer convergence of
IOT, quantum and ChatGPT.[Generative Pretrained Transformer] (BROWNE, 2023)

It is simply because all possible, unexpected, secondary, and downstream adverse consequences of such
deliberate engineering symbolize a level of trust which society can ill afford. Traditional reliance on science
and technology experts to overcome these shortfalls and hidden risks displays a level of misplaced confidence
which is dangerous. This is especially troublesome as our enemies, rivals and foes have no compunction
about engaging in this odyssey of convergent engineering because they seek to secure an invincible strategic
advantage.

The explicit convergence of these technologies contains zero risks according to some critics who see benign
text-based regurgitation of massive databases, an inability to persuade, influence, reason or imagine in complex
cognitive operations equivalent to the human brain. Just blending these innovative technologies includes a
manageable set of risks they say where a system defaults to a trove of stored data and facts. However, the
threat involved is clearly insidious. This makes the issue more complex as those regimes which threaten our
future security will pursue insidious convergent engineering to leverage their strategic projection and power.
We understand the explicit blend of IOT, cyber, Al and ChatGPT contains these risks

—there are no operational, legal, or ethical boundaries [no moral corpus]

—it does not yet acquire self-aware capabilities but eventually could do so

—can potentially acquire competitive analysis and critical thinking

—it is potentially capable of blended deep fake misdirected phony communication

—it retains the capacity to generate deceptive, fraudulent, and incorrect decisions

—it can misguide and misdirect decisionmakers who rely upon it

—it is not impervious to external hacking and anonymous external control

In effect, the engineered blend of IOT, cyber, Al and ChatGPT fails to convey to its human overseers the
inherent capacity to transparently view the good, bad, and ugly of its internal operations, focused queries,
and generative outcomes. Building safeguards or kill switches into the convergently engineered mix of these
technologies does not appear to be under consideration. But it should be. The merger and explicit convergent
engineering of ChatGPT, quantum, IOT and cyber over the next few years contains risks and unseen
consequences which even the experts cannot fathom.

1o 2014, TGO G AT RS S S S eR ATl compred ic o demonizing
the devil, “One of the biggest risks to the future of civilization is Al,” Musk told attendees at the 2023
World Government Summit in Dubai, United Arab Emirates, shortly after mentioning the development of
ChatGPT. “It’s both positive or negative and has great, great promise, great capability,” Musk said. But he

stressed that “with that comes great danger.” More recently he mentioned at that summit that we lack skilled
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and sophisticated appreciation for its hidden risks—not just its attractive benefits. Elon Musk, who co-founded
firm bebind ChatGPT; warns A.L is ‘one of the biggest risks’ to civilization (Browne, 2023)

Merged elements of ChatGPT, IOT, cyber, and other convergent technologies is not only happening now
but will continue to happen in the unrestricted wild west wide open space that nurtures creativity, innovation,
and free thinking. Nations oblivious to ethical constraints and mindful of its strategic leverage will seek to
expand and invest in these dangerous convergent mixes. Worse, terrorists, criminal enterprises and proxy
guerilla warfare states can expect to acquire this capability—or rent it—for their own nefarious purposes.
Laid back society snoozing comfortably amidst NETFLIX, Grubhub, endless video games, fitness activities,
mindless Grammy infused music tsunamis and Tik Tok will never see it coming. It is here already. But the
dazed confused clueless will likely remain entranced and unfocused mired in staggering narcissism consuming
hours of their own entertainment as US national security is exchanged for escapist relaxation.

Collaboration among like-minded criminal experts will also open the doorway to installing nanotech issues
and stealthy neurotoxins where it is most beneficial to them. If you imagined cocaine and fentanyl was
poisoning youth just picture a generation turned into Tim Tok zombies unable to sense when their wellbeing
and security is in jeopardy. Will the West truly awaken from a woke stupor in time? What about our enemies,
foes, and rivals? What leveraged opportunities exist for the bad guys to redirect these technologies against us?
What conceivable countermeasures will limit their work?

The essential warning derives from a fundamental awareness of how our bodies, brains and internal systems
respond to electromagnetic waves, signals, and influences. Gateways to crafty external human exploitation
and nefarious misdirection within the brain and its cognitive subsystems starts with a keen awareness of how
electromagnetic phenomena interact with our brains and nervous systems. We know that transcranial magnetic
stimulation (TMS) is a technique used to induce a short-term interruption of normal activity in a restricted
area of the brain caused primarily via rapid changes using a strong magnetic field near the focus of treatment
activity. Modern technology, including nonionizing radiation from power lines, wireless devices, cell phone
towers is ubiquitous in our society and unavoidable. Along with that are risks arising from extremely low
frequency electromagnetic fields (EMF) which routinely surround home appliances as well as high-voltage
electrical transmission lines and transformers. Evidence of adverse health effects from EMF, including its
controversial influence on the brain, ranges from studiously inconclusive to menacingly harmful. Few experts
today wish to conclusively state that continuous EMF exposure is a genuine health hazard. However, we do
know that exposure to elevated levels of non-ionizing energy, such as at radio wave frequencies, can potentially
damage the structure and function of the nervous system. In some ways the perverse politics of environmental
science mitigates a deeper dive into human health implications as the sacred agenda of those who express alarm
versus those arguing for benign effects cannot readily agree. (Staff, 2017)

Hence there is ample room for caution when considering the next neurological effects of electromagnetic
factors and technologies on human brains. Does that issue stop the application, research and innovation

of such technology given this caution? Not really. We are left to isolate and study what the net impact of
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electromagnetic technologies may be in both immediate, long term and their latent effects. (WHO -Staff,
2016) (Zwoinska & al., 2015) (N.].Cherry, 2003) (Tennenhouse, 2018)

DEALING WITH THE COGNITIVE, NANOTECH AND THE ELECTROMAGNETIC
GATEWAY

Humans are distinctly composed biophysically and biochemically as repositories for electromagnetic activity
and the record of human sensitivity to, and influence by, electromatic factors is beyond debate. There is little
if any debate about the nature of human sensitivity to and reaction to electromagnetic fields [EMF]. The
intensity of electromagnetic radiation in the human environment emanating from these fields— which are
ubiquitous and normally found in developed areas—are both significant plentiful in human health terms.
Normal EMF impact on living organisms derives from its direct tissue penetration. More specifically, the
nature of our brains as a biological organ automatically includes a degree of electromagnetic sensitivity and
responsiveness to EMF. Scientific theory and research into human intelligence notes that in order to retain
intelligent thinking and sustain cognitive systems there needs to be a constant, globally available,
synchronization system that continuously stabilizes the brain. Here the significance is found in the
electromagnetic signaling system, supported by a biochemical system. EMF exerts both a thermal and
nonthermal effect on brain tissue and its effects on other parts of the body [nervous system, endocrine system,
visual system, cardiovascular and immune systems] are well established. More specifically EMF radiation is
reported to affect the central nervous system, brain chemistry and histology, and the blood-brain barrier.
We also understand limited medical applications of EMF for treatment and diagnostic purposes found in
the electroencephalograms (EEGs) and MRI [magnetic resonance imaging] used to treat neural disorders
are commonplace. Repurposing and re-engineering these technologies for harmful, disruptive, and damaging
effects is just as real.

Effects of pulsed and sinusoidal ELF fields on the electrical activity of the nervous system have also been
studied extensively. While only high-intensity sinusoidal electric fields or rapidly pulsed magnetic fields induce
sufficient current density in tissue to alter neuronal excitability and synaptic transmission or to produce
neuromuscular stimulation their net effects at verified intensities are beyond dispute. When a person focuses
attention or tries to remember something this activity fires thousands of neurons simultaneously at the same
frequency generating a wave — but at a rate closer to 10 to 100 cycles per second. Along with the brain the
heart is the largest and most potent electromagnetic field inside the body exceeding brain electromagnetic
sensitivity by 60 times.

It is well known that weak EMF could cause all sorts of dramatic non-thermal effects in body cells, tissues,
and organs. The observed symptoms are hardly to assign to other environmental factors occurring
simultaneously in the human environment. Although, there are still ongoing discussions on non-thermal
effects of EMF influence, (WHO) has classified radio electromagnetic fields as potentially carcinogenic.

Electromagnetic fields can be dangerous not only because of the risk of cancer, but also other health problems,
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including electromagnetic hypersensitivity (EHS). Electromagnetic hypersensitivity (EHS) is a phenomenon
characterized by the appearance of symptoms after exposure of people to electromagnetic fields, generated
by EHS is characterized as a syndrome with a broad spectrum of non-specific multiple organ symptoms
including both acute and chronic inflammatory processes located in the skin and nervous systems, as well as in
respiratory, cardiovascular systems, and musculoskeletal system.

When nanotech aspects are added to EMF influences available research shows high risks of ambient
neurotoxicity exists not only from nanotech in foods, the environment and within medical treatments such as
vaccines. This is not claiming a deliberate and perverse conspiracy to poison people and render then silent bio-
transducers of external ELF signals. Instead, this is simply to draw attention to the ramped-up risk for human
health based on the presence of nanoparticles in various aspects of our normal lives dwelling covertly there
largely without our knowledge or consent. So, ELF by itself generates many legitimate human health questions
but when paired with the existence of nanoparticles in the environment, our bodies, and our food we may
want to pause and consider its impact and ramifications on cognitive degradation issues, brain biochemistry
and the overall degree to which our DNA has been altered in ways that fundamentally change our humanity.
We know painfully well that anxiety, depression, and even self-harm can be linked to youth saturation with
social media technology. Again, this is not aimed to condemn nanotech but to shed light on its prevalence in
our society, ordinary social media, and diet in order to highlight the studies which underscore human health
risks and suggest we need to know more about its borderline toxicity. In effect, our collective combined trust
juxtaposed with our ignorance of nanotech complicates a rational analysis of its insidious contributing impact.
(WHO - Staff, 2017)

Part of the electronic gateway facilitating NeuroStrike is the obvious nexus between cyber, Al, quantum
and space platforms which send, receive, and resonate electronic signals enabling long distance transmission of
allegedly benign but potentially harmful RF and electromagnetic energy which has the capacity to injure or
impair cognitive functions. While the era of precise targeting of humans in large groups—i.e., cities, buildings
or gathering places—all at once in the form of a planned attack seems remote. To many people it smells
of borderline Sci-Fi antics gone amuck. However, creativity in this sphere of research admits a wonderfully
complex convergent matrix of integrated technologies creating a pathway for its eventual appearance along
with a few unexpected issues. It is not far-fetched to imagine satellite leveraged EMF directed to clueless cell
phone users or equivalent signals disruptive of normal synaptic and dendrite connectivity inside the brain.
Neural waves contain low levels of magneto-electronic activity, and we must acknowledge that many modern
high EMF-emitting satellites in space which are being used to enhance internet speed, video surveillance and
communication here on earth can exert that effect whether intended or not.

In 2012 chemists at New York University (NYU) created a nanoscale robot from DNA fragments that walks
on two legs just 10 nm long. This so-called “nanowalker,” with the help of psoralen molecules attached to the
ends of its feet, takes its first baby steps: two forward and two back. Its creators envisage a future molecule-scale
production line, where molecules are shifted until the right location is reached. In this unique way a nanobot

injects chemistry like “spot-welding” on a car assembly line. This is a decent example of “biomimetics,” where
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with nanotechnology they can imitate some of the biological processes in nature, such as the behavior of DNA,
to engineer new methods and even improve them. So, while its medical benefits are clear, the perversion of such
science for insidious and damaging purposes by nefarious actors and state sponsored enemies is also reinforced.

Recently a study published in 2022 in the Journal Neurology found that a higher daily intake of ultra-
processed foods was associated with a substantially higher risk of dementia. The researchers were also able to
determine that substitution of some ultra-processed foods with unprocessed or minimally processed foods
was associated with a lower risk of dementia. In that study 72,000 participants were identified from the
UK Biobank and all participants were at least 55 years old and did not have dementia at the start of the
study. Participants were followed for an average of 10 years, during which they filled out questionnaires
regarding their diet which included processed foods. By the end of the study, 518 people were diagnosed with
dementia. The controversy over nanotech, including independently credible assessments of its actual risks,
always confronts supporters and detractors. The WHO recently went on record as well saying,

“The properties of nanomaterials, and of engineered nanoparticles in particular, have raised concern about
unwanted or unexpected interactions with biological systems, which could result in adverse consequences to human
and ecosystem health. Though rapidly growing, knowledge on these aspects is limited and many uncertainties
remain. “(McMillen, 2015)

So, the unanswered questions about nanoparticles in food, their net impact on how the body and brain store
and contend with their presence and the implications of stored nanoparticles in terms of human health is a
subject not often addressed or discussed among major media. So, we are left to speculate about the interactive
aspects of nanotech embedded as it is with RF, electromagnetics and other technologies this far mentioned on
human neurological health. For example, the chart below simply illustrates a portion of the nanotech effect
in our food supply. (Ghebretatious & et.al., 2021) (Gaidos, 2015) (Sahdev & et.al., 2014) (Nature Reviews —
Staff, 2021) (centerforfoodsafety.org — Staft / Editorials, 2023)

Figure 8-1: Extract from Nanoparticles in Food Raise Safety

Questions


https://www.psychologytoday.com/us/basics/dementia

320 | NEUROSTRIKE - THE CYBER, COGNITIVE, NANOTECH AND ELECTRONIC GATEWAY TO MINDFULLY IMPAIRED

METAVERSE IMCCREIGHT]I

Agricaliurs
bR ek o i
W T e LT T

LRSI IETE e
s Maex o ks For deleeny
ol prvbceks ferbluen
el it apte e
rody iiTs il
v Tl iy ol gresatd
BeETESER LR & Condriad
Ldper
& rreiresars [
B LL LD - s e o i
il o] O SR
v S hips for sieniry
preervEssa i recking
r sy Sor doasci km
gl Fpisa Gl pasi
T
F i AN B AL
TECCIRES
r Narsrors ks o
L AL o plarids vExrgoied
FETCIT CRpTETTIg S

it

__ Fasgl Pracesing

"'ul.l.al'r.u'.-lll- ki
hl.’.lla?‘l'_. il
reLETE i 56 i samdand
IRg=THTEE M B
e o o

= Bubeowlapsalaied N
AT T

o b ma b e

raeRun kb go ackaom
] sichilinrg aprab

= Mg inboem ol
|'|‘J |.|.|-.|_-] ety ks 1
P i A
el

= hasaeasrkl e
sriocmve by e
e ClErma b O
||||'|l1_r-||. 0 ]

a b i e
-panicics or bonT
srmbbkry and SepesEm
i e ricTils

_—

Frendl Fsck sging
e ] e e B b
Pl te=a; 81 Bae LA s b
I et Swra sk o
Fewdberee pel=peai

* Bapdepradanic rasessapg -

B icays riae, FEed s
S VS e

e SRR B RS
2 P roemak @
prevend spoedap el
e dnycE iy

& B Bl Paiee
STy b O A e
irmissarabe] el
axafenpsl e coainps
il e ks e
T L D

a1 |:|;Il|- -.I:|l|-|:“..|'.l: Tade
Fratd - v b Sk &g
El i reeceaisies

7 Rlchied pormeeni Emn
befwvier of lais

!II.'-[II'!-I.'I:lll

LR |'l‘.||l R

am brdes .J'r\.llrlrrl o
FdThTE

= o hafieas oy i
NP Aoy e

& i roig e baon O
S L il L e FemaaE
sheaapaian  Berier alskd kry
& Ll del ey

& Nepmooi lowcs o kal
LE Lty oo TR A LR
S e il
W i et AT TR
crdat or ma o Sond

vV [ SO ST
T rmekraks e
s el e g
"I‘-I.I'F.I =i

Source: (Gaidos, 2015)

As a direct consequence we now have reason to raise concerns about IOT, cyber, quantum computers,
nanotech, EMF, and related substances which form an arguable electronic gateway into human mental
functions, cognition, and brain health. Apart from marvelous and beneficial aspects of medical research and
scientific inquiry seeking to blend these technologies into better human health we understand the covert
engineered diversion and perversion of these technologies for impairing cognition and degrading neurological
health is plainly wide open to exploitation by bad actors. This confers an entirely new meaning to the
conventional term ‘brainstorm’ which does not explicitly refer to the lightening quick appearance of a great
idea or insight Instead it depicts the covert insidious destruction and degradation of cognitive health,
neurological wellbeing via external nonkinetic technologies which exploit neurobiological vulnerability.

Worst of all we find it difficult to ascertain sponsored government or industry hosted objective studies which
outline the impact, risks and consequences of engineered technology convergence involving these disparate
systems on the human body and brain. Is this yet another area where trusting the experts and allowing periodic
government scrutiny and oversight supply the margin of safety, we consumers expect? What entity provides the
safeguards to create speed-bumps and guardrails around the explicit mixing of technologies without examining

the immediate and long-term effects of their engineered combination?
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So, we are left to ponder the degree to which social media and pervasive influence factors such as Tik Tok.
Aside from its appeal as entertainment, serving as a platform for exchanges of video material among people, it
provides a subtle but powerful impact on human cognition especially among young adults whose brains are
still undergoing cognitive growth and biophysical maturation. Their brain chemistry and neurological stability
are still developing and yet that offers the ripest and most delectable target for Tik Tok designers to exploit.

Tik Tok symbolizes and reflects a wider confluence of exploitive technologies having a measurable effect on
young brains, perceptions, attitudes, and behaviors which is still regarded as benign and annoying by many
adults and our own government. Our Congress is focused on the issue as Senators Hawley of Missouri and
Rubio of Florida have proposed bills that would bar Tik Tok from government IOT devices. In addition,
Senators Blumenthal of-Connecticut and Moran of Kansas teamed up to demand the Biden administration
impose a wall between TikTok’s U.S. operations and its Chinese parent company, ByteDance. A Senate hearing
urged TikTok CEO Shou Zi Chew “to consider his platform’s harm to a generation of Americans.” “TikTok
is digital fentanyl,” said Rep. Mike Gallagher, R-Wis., the chair of the new House select committee in China.
(Scott Wong, 2023)

Judging from prevalent effects which social media has on young people and adults we must draw renewed
attention to its indirect neurological influences which are detrimental. Tik Tok illustrates the almost hypnotic
influence which that platform has on youngsters and its ability to trigger, support, and encourage dangerous
and destructive behavior such as the various and infamous Tik Tok challenges’ which so often result in
physical harm to those succumbing to its Ethernet whims. A 2021 study on TikTok’s specific neurological
effects examined how Douyin, China’s TikTok equivalent, affects Chinese college students’ brains. It found
that watching personalized, algorithm-selected videos activates reward centers in the brain much more
than watching random videos that have not been chosen specifically for the viewer. (Miller, 2022)

In a 2022 Harvard medical review of the issue involving Tik Tok it was found that the first known
examples of social media-induced sociogenic illness were recognized in the period 2020-2022, a time coinciding
with the pandemic. Neurologists began seeing increasing numbers of patients, especially teenage girls, with
unusual, involuntary movements and vocalizations reminiscent of Tourette syndrome. After ruling out other
explanations, the tics in these teenagers seemed related to many hours spent watching TikTok videos of people
who report having Tourette syndrome and other movement disorders. Posted by social media influencers,
these videos have billions of page views on TikTok; related videos are available on YouTube and other sites.
(Shmerling, 2022)

Indirect but effective neurological disruptions and displacement of normal cognitive functions tied to the
visual, auditory, and routine sensory ingestion of social media such as Tik Tok on a regular basis indicates
more must be done to sort out any hidden NeuroStrike factors and injurious elements of these media. We
lack a comprehensive understanding of their net immediate, long term and covertly embedded impact on
young minds and whether they open the door to other forms of external influence, manipulation, or control.
Being naive about this threat and separating it conveniently from other influence technologies such as Al,

quantum, cyber, nanotech and EMF is a dangerously narrow-minded strategy which thwarts a comprehensive
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strategic assessment of its genuine power. We do not know enough to provide cautionary warnings which are
preventative and timely for those most likely to be affected.

The central task is not to raise alarms and point to unmanaged risks arising from the explicit and deliberate
blending of these technologies. Our goal is to pinpoint our innate vulnerability to the silent hidden and
perverse engineering of these technologies for which we lack strategic warning, adequate defenses, robust
deterrent measures, and operational strategies to nullify and defeat those who would wield such damaging
technology against us. Opportunities for enemy interests to magnify the scope, scale and effect of these

insidious technologies are unlimited for several reasons

* We are focused on and distracted by glossy kinetic high dollar defense systems

* Evidence of deliberate NeuroStrike technology in enemy hands is unconvincing
* We lack hard facts about the exploitable neural pathways for NeuroStrike

* We lack consensus on candidate technologies which comprise NeuroStrike

* We are unable to accept that enemy interests have perfected NeuroStrike

* We are far from finding powerful countermeasures to nullify NeuroStrike

The key challenge after 2022 is discerning the nature, scope, scale, magnitude and focus of enemy NeuroStrike
capabilities. We must devise effective deterrent and offsetting technologies ourselves to diminish a threat that
has been ripening and maturing for at least a decade. Military and civilian leadership is at critical risk that
NeuroStrike will only become more sophisticated as time unfolds and its damage to larger groups of people is

manifest. Building defenses is important but even more so is the task of attaining resilience against it.

BUILDING NEUROSTRIKE RESILIENCE IN THE MIDST OF TECHNOLOGY TSUNAMI

When one imagines a future replete with modern state-of-the-art technological breakthroughs and emerging
complex and hybrid technologies the general public welcomes anything which simplifies and enhances
ordinary life. However, where many advanced areas of scientific inquiry such as genomics, nanotech, biotech,
cyber mechanics, geomagnetic systems, and electronics are explicitly merged and engineered via deliberate
convergence into something never before seen our collective ability to estimate and foresee adverse and
dangerous outcomes is opaque and ambiguous. This is the central dilemma and security nightmare which a
headlong race to devise, develop and sustain an ill-defined Metaverse includes.

Using a mix of the most advanced science and technology systems and platforms to create a faux parallel
cyber grounded reality esteemed and admired as more inherently attractive and beneficial than reality itself.
The quest for a metaverse where no organizational, personal or government entity can assume primordial
governance and creative ownership of it opens the door to insidiously dangerous mischief where our neural

and behavioral safeguards and intuitive autonomous systems are outmaneuvered. It creates to a degree, so far
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unanticipated or expected, an evolving appetite for dwelling in the allegedly majestic and fantastic environment

which the metaverse promises to establish.

NEUROSTRIKE: A METAVERSE IMPAIRED MINEFIELD

The metaverse is a set of virtual three-dimensional spaces where you can share immersive experiences with other
people even when you cannot be together. It will be inherently social; you will be able to hang out with friends,
collaborate with colleagues, learn, shop, and create — among other things. Its most enthusiastic supporters and
fanatical endorsers cannot see any downside to the emergence of the metaverse and welcome its arrival warmly
as a life experience enhancing experience.

Being mindful the metaverse swallows up, replicates, and substitutes itself for reality with seductive
immersion in V/R and A/R, humans are ill equipped to divert their attention away from so attractive a source
of faux enlightenment. Here it is truly insidious qualities are revealed as deftly skilled Al, quantum and IOT
engineers achieve a parallel experiential universe more appealing and satistying than real life itself. One must
accept the fact that those wishing to dwell inside the metaverse will always be open to its invitation and
some will enter for a brief period and be deluded while others will opt to remain there much longer. The
deceit is grounded on the principle that access to the metaverse is not exclusively by their own choice as any
would believe. Instead, just as the maturation of quantum, AI, IOT, nanotech, neurobiological factors, EMF,
Magento-biology and NeuroStrike demonstrate it is orchestrated externally as a covert weapon of influence
destabilizing leaders, managers, commanders, and everyday people.

A healthy dose of skepticism seems warranted here. It is attractive because it offers an escapist gateway into a
faux reality that allows an endless series of fantasy adventures and unlimited entertainment experiences which
can be terminated easily by simply unplugging form the program or removing the special V/R equipment. But
wait a minute!! The metaverse is not just VR! It is not just one dimensional. Those metaverse junctions and
entry ports will connect the person with AR glasses and launch them into a world of unrivalled imaginary
experiences in dreamlike quality where the person actually sees themselves operating in that virtual
environment. One of its chief sponsors and supporters has said, “...there will be a real sense of continuity
where the things you buy are always available to you.” (Shah, 2021)  Other metaverse advocates say, “.the
metaverse will be an infinite realm that blankets both the physical and virtual worlds. At its core will be a
self-contained economy that allows individuals and businesses to create, own or invest in a range of activities
and experiences. Like the internet, it will not be just one thing—but several layers of different technologies,
products, and languages.” (NOBELL, 2023)

They argue vehemently that the metaverse bridges physical and digital realities in ways where the interface
offers a spatial version of the Internet . . . Ideally, the metaverse is highly customizable and as separate or
integrated into our physical realities as necessary—and desired. Therefore, the metaverse experience can be
altered from the individual’s point of view and shaped or curated by any number of agents—whether human

or A.I. The metaverse, together with our physical locations, forms a spatial continuum. The very materials of
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the metaverse are math and imagination, so we can create buildings or garments made here to function in new,
more ambitious, and inspired ways than their counterparts in the physical world. (CHERUKURI, 2021)

Advocates for the metaverse will extol its benign and harmless features. It will find a place in everyone’s living
room along with the TV, fireplace and couch. Consumers and entrepreneurs will all be able to interact amid
the metaverse. Gamers, and coworkers sitting around a table as digital holograms for a conference as opposed
to a video call, making virtual meetings seem more natural as it is in 3D. The A/R and v/R applications of the
metaverse are limitless and it really can become the next great version of the internet. These depictions of the
metaverse—especially by its most ardent fans—sound useful and beneficial. But like every other technology
discussed thus far that can influence, leverage, alter and undermine cognitive functions and neurological
activity there is adequate reason for caution.

These cautions are rooted in several fundamental questions which ought to guide, govern, and inform
further excursions into ambitious enthusiastic metaverse development

— what regulatory, safeguards and security principles will apply to it?

— what organization, entity or group will control, manage, and provide it?

— what restrictions, boundaries, cautions and requirements will be included in it?

— what measures will be taken to ensure that those visiting it can freely depart from it?

Here there is room enough for serious doubt, cynicism, and outright repudiation as even the most strident
supporters of the metaverse can argue it is still decades distant in appearing and scientifically impossible to
establish. In effect many dispute whether a metaverse can even be devised, developed and sustained. Excursions
into the metaverse by persons and families are not just PG-13 ventures into a dreamworld where one can
operate with elements of freedom and emerge safely back into reality unscathed either psychologically or
neurologically from the experience. In fact, there is no scientific evidence which provides assurance that those
inhabiting the metaverse for 30 minutes and returning back to reality are the same people in terms of their
cognitive security and intellect. Measuring what actually happens to the human brain while swimming inside
the metaverse remains an unknown equation and arcane theory as yet unproven and unknown. Look at the
extraordinary precautions we used to prepare astronauts for space travel. Did we plan to do as much for those
wearing V/R headsets?

Again, the essential concept of a dual parallel reality available for a short V/R diversion, or a multi-day
investment of time indicates people may wish to inhabit the false reality as superior and more rewarding
than real life itself. What is more perverse is considering the capability of evil geniuses devising a Metaverse
as friendly and accessible as Tik Tok where kids and adults alike can disappear and never return—either
mentally or physically. This would entail the deliberate collective engineered convergence of quantum, Al,
EMEF, nanotech, magneto-biology, and other technologies to validate an operational universe playland where
thousands would drift towards it for the fantasy experience just as surely as throngs await the next generation
smartphone release. Too much to imagine? Very unlikely and too Sci-Fi to contemplate? Well then consider
the reality of NeuroStrike itself. If you doubt that its effects are genuine—anything science and technology

produces is ironically attractive.
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Metaverse dilemmas can arise in expected and unexpected ways and reside in subtle venues which have
many security implications deserving a closer look. There are simply too many ramifications of metaverse
adoption to be exhaustively examined and discussed here but sensible caution and risk management criteria
must be diligently applied to avoid succumbing to the nuanced and seductive nature of presumptive metaverse
benefits. With the emergence of every single dual use technology in the 21st century we must confront
the hidden, unknown and subtle risks of misusing or redirecting that technology away from its benign
and beneficial intentions and capabilities to create instead an unforeseen weapon or instrument of societal
repression and control. Dual-use Science and Technology [DUST] is the hallmark of 21st century creativity
and power but contains within itself also the ingredients of humanity’s demise.

More sensible and coherent risk analysis must be applied to fully grasp the implications of the metaverse
on many of our essential societal and industrial systems. While it can never be assumed that unethical and
unscrupulous hostile nations, terrorist groups or criminal elements will reject using the metaverse to acquire
more power, leverage control and unleash mayhem it is a stark warning. It means that modern civilized nations
blissfully unaware could be targeted and therefore must remain wary and vigilant to grasp the true spectrum
of metaverse threats. This calls for serious sophisticated wargaming of metaverse risk scenarios—who will do
it?

For example, if the metaverse expands under a climate of unfettered technology oversight it can readily be
used by institutions, organizations, government and the military to covertly impose a regulatory scheme in
social, political and economic spheres by concentrating cyber power in vested groups who possess custodial
controls over it. Observers have called the metaverse a ‘convergence of virtually enhanced physical reality
operating seamlessly in a parallel virtual’ space’ coexisting with bona fide reality itself. (Vanorio, 2020)
We know the metaverse as envisioned skillfully blends augmented reality [AR] with extended reality [XR]
utilizing a mixed reality system [MR] to create a virtual reality world [VR]. The MR construct enables free
flowing movement between genuine reality and AR where the user enters the VR portal causing real data and
images to be replaced by virtual data and images. Thus VR fulfills its designer’s ultimate purpose by smoothly
replacing the real world with a simulated one.

This means using AR/VR technology enables the illusion and felt experience of trading genuine reality for
a cyber created reality. This has serious and unforeseen security implications of long-term concern. We are
already familiar with digital replication technologies, erasing images from video streams to alter a landscape,
being fooled by deep-fakes and other alternative distortions of visual perception where a person’s actual
location is at considerable variance with what VR says is his/her augmented location. So the metaverse could
make images of people appear in places where in reality they are not. Crisis management, military threat
analysis and spatial orientation to confirm place and location would be compromised. Memories, emotional
reactions and behavioral anomalies could occur impairing breathing, heart rate, judgement and balance. Likely
the true physiological and neurological impact of metaverse experience has never been medically evaluated for
its overall human effects. This begs the question of how that would be accomplished and verified to enable safe

continued metaverse operations.
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At least two aspects of the evolving metaverse merit a pause—its dark web and physical-cyber threats. Some
have argued the metaverse is more dangerous than the dark web because of the pseudo-physical presence of
the users mimicking clandestine physical meetings versus the purely online open discussion threads in dark
web criminal forums. (Numaan Hug, 2022) It seems almost everything a user does will be under unlimited
surveillance by the metaverse owner/ operators who will enjoy unprecedented visibility into user actions
where privacy conveniently evaporates. Tyrannical and repressive regimes can use the metaverse to control,
subdue and govern people as state owned metaverse operators collect troves of user data and exploit it for
advantage. As an example, critical infrastructure (CI) facilities will have physical equipment connected to
metaverse platforms featuring ‘helpful’ digital twins ostensibly for safety and maintenance reasons which
enables benign remote work. However, it also potentially exposes CI to external cyberattacks via the metaverse
and theoretically brings in outsiders able to sabotage CI systems and functions. Criminal access to a power
plant’s digital twin can exploit it to gain unlawful access to the plant’s internal systems or its internal ICS/
SCADA environment. Worse criminals can use digital blueprints of the site to plot their attacks or plan
entry/ exit approaches to power plants and possibly nuclear reactors. How does this change the set of risk
considerations and security measures which must be incorporated to offset this?

Another disturbing area of metaverse intrusion which seems harmless at first would be full-body actuator
suits giving users [surgeons and maintenance personnel] the ability to physically feel things inside the
metaverse. Metaverse systems can allow users to touch an object, sense a push, feel a jump, experience the
interactive elements, and derive the ‘hands on’ feel of reality. However, this opens the door to dangerous cyber-
physical threats where malicious code embedded in these body suits can cause a malfunction, endangering the
user by inducing extreme heat, cold, pain or visual effects distorting reality to triggering seizures. Criminal
elements can gain access to bodysuits via cyber intrusion and monitor the user’s actions.

Curbing adoption and implementation of metaverse technologies will be difficult. Champions advocating
metaverse use will be relentless during the 21st century. Those harboring doubts or legitimate concerns will
encounter stiff and resolute resistance from inventors, scientists and civilian leaders who will extol its many
benefits while overlooking its risks and security pitfalls. Again the forces of modernity may prevail over those
hesitant to embrace all the good and bad which comes along whenever DUST is accepted and promoted.

What we have described about the metaverse is worth thinking about. Using a mix of the most advanced
science and technology systems and platforms to create a faux parallel cyber grounded reality much more
inherently attractive and beneficial than reality itself we stumble upon the ultimate escape. The quest for
a metaverse free space where no organizational, personal or government entity can assume primordial
governance and creative ownership of it is breathtaking. However, it opens the door to insidiously dangerous
mischief where our neural and behavioral safeguards and intuitive autonomous systems are outmaneuvered. It
creates to a degree, so far unanticipated or expected, an unrequited and evolving appetite for dwelling in the
allegedly majestic and fantastic environment which the metaverse promises to establish. For all to enjoy.

In strategic terms as the decade beginning in 2020 rolls ahead without hesitation into its third year, we face

a crossroads of geopolitical analysis where assigning blame and ultimate responsibility for both the good and
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bad arising from the engineered convergence of these technologies must be assessed. In more stringent terms
we must confront the degree to which explicit convergence of these technologies actually confers the kind of
strategic advantage which leverages global history in favor of one nation over the others. It is therefore fair to

ask who benefits from this massive endeavor?

STRATEGIC MYOPIA AND CHINA BLINDNESS

In turn this historic crossroads must be assessed against the present-day forces of geostrategic reality.
Dominant military enterprises, research institutes, decades long R&D ventures in innovative technology and
sophisticated high-tech espionage depict the Peoples Republic today. Their relentless quest to sit atop the
global superpower club drives their respective ambitions and unlimited appetite to further the deliberately
engineered technology convergence which is the heart of this essay. This is not to claim that other nations are
not busy pursuing the same set of outcomes but instead to reinforce the point that the West—especially the
USA—is woefully behind in the frantic race for supremacy in this arena. Worse, many of these nations are
blisstully unaware that Chinese military investment in and perfection of this set of convergent technologies
is happening at a pace and scale which conveys a distinct strategic advantage. This is both myopia and
China blindness. There is no immediate remedy for the shortcoming but reckoning with it honestly as a
serious security shortfall is a start. Kinetic systems capture the imagination and win the lion’s share of budget
dollars. There is a disturbing tendency among commercial and government leadership to favor short term
issues and challenges over the longer-term view which deals explicitly with the security and stability of the
enterprise itself. This is also known as strategic myopia which refers to intense focus on short term issues,
gains, objectives, and challenges to the extent that anything longer term is ignored, overlooked, or diminished
in significance. For example, having the US focus on the Russia-Ukraine war, or climate change, or the World
Economic Forum dicta about ESG to the utter exclusion of legitimate geopolitical threats such as China, secure
US borders, drug cartel dominance in Mexico, declining leverage in US made goods and trade imbalances
and many others. When one contemplates the insidious, gradual, and covertly growing momentum which
convergently engineered IOT, quantum, nanotech, metaverse perversion and NeuroStrike symbolizes the
threshold endgame significance as tipping point strategic leverage becomes clear. Tragically, among senior US
defense leadership—both civilian and military—there is ample manifestation of strategic myopia which fosters
widespread concern. Traditional defense bulwarks such as new weapons systems, investing in troop training,
upgrading special operations versatility, overhauling logistics requirements, acquiring space, IOT, quantum
and nanotech superiority have fallen into a quiet trance. Our defenses against future biotech, synthetic biology
and genomic weapons are at least 15 years behind their most desirable position. Even some senior Pentagon
officers have spoken out about this aware that their energetic call to arms is being ignored in the process.

“I will be very honest with you. It is very unsettling to see how much the US is not connecting the dots on
our number one challenge,” Rear Adm. Mike Studeman, the commander of the Office of Naval Intelligence,

told attendees here at the West 2023 conference in San Diego. “It is disturbing how ill-informed and naive
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the average American is on China. I chalk this up, if I could summarize, into a China blindness. We face a
knowledge crisis and a China blindness problem,” he continued. Studeman’s blunt comments come as the
White House, the Pentagon, and the country at-large deal with the fall-out of a Chinese high-altitude balloon
that violated US airspace (Katz, 2023)

So, the question lingering in the atmosphere is simple—If the NeuroStrike threat is real and it is founded on
the explicit convergent engineering of several key technologies mentioned herein which the USA has thus far
overlooked, dismissed, or ignored what does that suggest about future American security and societal stability
among our allies in the West? The answer is to speculate openly about at least three outcomes...

1—West and USA discern NeuroStrike threat effectively confronting and defeating it

2—West and USA dismiss/ignore NeuroStrike threat and become 3rd rate powers

3—The NeuroStrike threat scenario never happens at all is the globe is secure

PRIMARY PRINCIPLES AND THE PRIMACY OF THE POO POO PASHAS

The underlying principles in grasping NeuroStrike entail a mix of technologies combined with well-established
and scientifically verified studies of negative cognitive effects stemming from the so-called Frey effect and the
work of acoustics genius Ross Adey. Of course, deniers, artful dodgers from the intelligence community, and
media hawks unaccustomed to probing scientific phenomena which contain anomalies will inhabit the poo
poo pasha sect. Those focused on truth and medical facts must arrive at a different conclusion. Very simply
the nonkinetic yet invasive neurological degradation system called NeuroStrike is very real and has dozens of
government scientists and other experts engaged in validating its operational metrics and discerning ways to
thwart its effects. Defense of persons and creation of early warning and eventual countermeasures to quell
NeuroStrike attacks in the future is well underway.

This fact exists apart from the faux vision of reality which the leader of US intelligence at ODNI denies is
‘hostile’ or originates from a foreign threat source. (ODNI, 2023) The denial of NeuroStrike as a legitimate
threat is puzzling and counterintuitive for several reasons. First there are hundreds of victims seeking authentic
cognitive treatment and relief where medical experts are today attempting to reduce cognitive degradation
effects. Secondarily the reports of random isolated NeuroStrike attacks remain viable and confirmable as
recently as March 1, 2023-coincidentally the same date as ODNI denies its authenticity. Thirdly a dedicated
cadre of experts are investigating the contributing factors underpinning NeuroStrike on both sides of the
Atlantic and they are pursuing this quest without the ODNI bias that so-called victims are experiencing
episodes of emotional or psychological trauma. Fourth, the laws passed by Congress to compensate verified
victims of NeuroStrike have been in place for 2 years and some have been reimbursed for their medical
expenses and others continue to seek qualification under those laws for onward treatment. Fifth, prominent
US government analysts and diplomats who have gone on record with media interviews have never repudiated
their basic narratives about the effects of NeuroStrike on themselves and their families.

A dilemma of genuine national security proportions looms from this analysis because if the technology
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behind Havana Syndrome [i.e., NeuroStrike] is real, and such attacks continue, and thousands of people
remain injured from this technology, and we have reason to suspect a foreign power controls this technology
and it poses a future threat to military and civilian leadership as well as ordinary warfighting troops we
have a problem. Is it a problem more serious than global warming, equity or finding pathway to sustainable
development—indeed it is. But unless our leadership sees it that way, we risk becoming victimized strategically
for lack of vision and geopolitical courage.

So, we are left with a conclusion that is far more plausible and credible than an official denial levied by a
US government agency. After all the sordid experience of Americans with COVID amply illustrates a breach
of trust between citizens and their government on the trustworthiness and reliability of guidance on masks,
shutdowns, vaccines, and what cohort groups ought to be vaccinated we can read for ourselves the hypocrisy

involved. The primary principles on NeuroStrike which emerge from all this are

* NeuroStrike is real and authentic, not imagined or theoretical.

* NeuroStrike attacks have damaged many hundreds of victims thus far

* NeuroStrike attacks continue into 2023.

* Technologies at the core of NeuroStrike are under serious investigation.

* Protecting US diplomats, military, and IC personnel against NeuroStrike is key.
* Determining if ordinary US citizens have been victimized by NeuroStrike is key
* Discerning the technological core of NeuroStrike is a paramount security goal

* Devising defense/deterrence/defeat technologies against NeuroStrike is key.

* Confirming foreign sponsors/owners of NeuroStrike is a priority security issue.

Surely there can be little doubt that fundamentally these principles must guide our national survey and inquiry
about NeuroStrike over the next few years to dispel all doubt, decode any lingering mystery and validate its
technological essence and foreign sponsor well before 2025. If we have trouble seeing the confluence of cyber,
Al, nanotech, the metaverse and mixed RF, magnetic, acoustic, and vestibular factors involved then one should
join the critics who regard NeuroStrike as an evil fantasy.

To overlook. misjudge or underestimate the strategic significance of NeuroStrike and its indirect links to
Al, cyber, nanotech, ChatGPT and the metaverse is a fatal error. The linkage is palpable and insidiously
unfolding outside the facile and inquisitive eyes of major media and academic experts for two good reasons.
Number one they are in love with modern technology and all it potentially offers. Number two, they are
abysmal in discerning threats to society rooted in advanced technology as their paradigm posits a world made
comprehensively better because of technology itself. Years ago, the prescient author Mary Shelley wrote about
the dangers of science and renegade ego running amuck in her famous treatise on Frankenstein where the
monster devours its creator. We risk the same outcome because of widespread arrogance and naivete where the
contours of unrestricted technology as threat vs technical savior wins out. (Shelly, 1818)

There is ample room for caution, doubt, and skepticism when one combines Al, nanotech, cyber,
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neurotechnology and ChatGPT into some amorphous insidious convergent monster that strips humanity of
its sovereign controls over mental functions and cognitive operations. However, that reasonable signpost of
caution and doubt must be dispelled in part because the obvious and latent convergence of these technologies
has already happened and is being upgraded for effectiveness and reliability. It reflects a concept also known
as ‘attack surface management’ [ASM] which involves a combination of people, processes, technologies, and
services deployed to continuously discover, inventory, and manage an organization’s assets. These assets can be
both internal and external, and they pose digital risks. This visibility can help reduce exposure that could be
exploited by malicious threat actors which entail internal, external, and digital risks. (Paloaltonetworks — Staft,
2022) The unknown vulnerabilities we confront or ignore will spell out our collective humanitarian future.
The watchword being offered here is that often we are blind to the full spectrum of our own vulnerabilities
which opponents can exploit to their advantage. While it makes sense to consider that ChatGPT, Al cyber
systems, nanotech, neurobiological impairment platforms and the Metaverse can convergently combine in
insidious ways to harm us it requires some strategic perspective. The ASM construct suggests we may be
ignorant of all internal, external, and digital risks—including the oft neglected phigital realm where digital
and human factors coincide and dwell harmoniously. The day will surely arrive when scientists and innovative
engineers bereft of a moral code will create a cyborg that is autonomous and refuses to heel to our desperate
bidding. Only then will we fully comprehend the future Frankenstein which our imaginations have been born.
What must happen today and urgently is to liberate ourselves from viewing the net impact of convergent
technology on humans and its incipient fascination. It is a dangerously flawed assumption which distracts
us from the genuine challenge. Instead, we ought to refocus ourselves towards establishing human direct and
indirect influence over all technology itself including strategies for zero-day controls and kill switches. By
protecting our innate cognition, perception and mental functions against technological interference, theft, and
hostile manipulation we can survive in spite of the machines which so ardently seduce us in spite of ourselves.
We must take a different pathway. The reciprocal option is that human logic, perception, imagination,
thought and design can warmly persuade us that nothing less than direct control, confinement, absolute

restriction and daily vigilant governance of technology is our best hope.

FINDING A WAY FORWARD AGAINST NEUROSTRIKE

The NeuroStrike threat is genuine and has racked up thousands of verifiable victims awaiting some form of
cognitive relief and genuine treatment to alleviate the persistent disabling syndrome its victims endure. Today
Europe and the United States can awake from a dangerous stupor and recognize the era of targeted cognitive
warfare where NeuroStrike is all but invincible is truly upon us. Such powerful technology in the wrong hands,
or in the hands of amoral scientific ghouls based in any society, leads us into a miasma of cognitive chaos and
abject mental cannibalism. Certainly, enemy possession of this technology can covertly bring down society, its
leaders, and its government with surgical precision as the technology is improved and modified to adversely

affect a wider target audience. If this remains an unknown threat and an unrecognized vulnerability, we are
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doomed. Many will fall victim to its enduring appeal especially for those who would seek to subdue us all and
control human behavior conclusively as a blatant power move. This cannot be allowed to happen.

If it fails to be clear now it should soon emerge as the obvious preferred scenario choice listed that choice #1
is the best path forward for America and the West. Recognizing, confronting, and defeating all manifestations
of the NeuroStrike threat is paramount. This will require devising robust early warning, sensor detection
capabilities, defensive and deterrent technologies, and standoft systems to impose nullification and defeat of
the NeuroStrike threat. This implies also finding a validation architecture for forensic analysis to determine
and validate the origin of future attacks. The term ‘attack’ seems off-putting and controversial to so many.
However unpopular or quasi-offensive the term ‘attack’ may be, it clarifies exactly what is happening.
Technology is targeting humans to strip them of cognition, will and logic and it edges every day towards a finer
degree of perfection.

A better term than ‘NeuroStrike attack’ is needed to make the idea more resonant with a doubtful public
and civic leadership? Should such terminology be clear enough that the old and noticeably young readily grasp
its significance and rail energetically against its continuation? Brain wars are clear enough and cognitive conflict
is appealing, however it must be a concept we all recognize as a foundational threat to humanity. There can
be no latent ambiguity. Can we call it a ‘hostile brainstorm” and thereby acquire wider public approval and
support? The jury is still out on the question. It is not at all clear—the only thing that is fundamentally clear is
what happens to civilization if we continue to ignore or overlook the NeuroStrike threat. Doing so is truly not

good atall.
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BIOLOGICAL THREATS AND GROWTH IN
SPACE [SINCAVAGE & MUEHLFELDER &
CARTERI

ABSTRACT

Biological threats in space pose significant challenges for human space exploration. It requires comprehensive
research and development of innovative strategies to mitigate risks and ensure the safety and sustainability of
space missions. This chapter provides an overview of biological threats to spacecraft and astronauts, including
technological development through time and considerations for future growth. It emphasizes the importance
of collaboration between government agencies, industry partners, and academic institutions to address the

complex issues of biological threats within new space exploration.

STUDENT OBJECTIVES

After reading this chapter, students should be able to do the following:

* Explain the difference between forward and backward contamination when discussing biological threats
in space.
* Describe the diverse types of threats posed by pathogens within spacecraft.

* Define critical technologies to mitigate biological risks and help advance space exploration.

INTRODUCTION

Biological threats and growth in space are two important topics that have gained significant attention in recent
years. The possibility of biological threats in space is a primary concern for astronauts and space agencies,
as exposure to harmful microorganisms can severely affect human health. As space exploration and research
continue to advance, the possibility of encountering biological threats in space becomes an ever-growing
concern. These threats can come from microorganisms, viruses, and other pathogens that may adversely affect
human health and the environment. Understanding the nature of these biological threats and developing

effective countermeasures is essential for ensuring safe and successful space missions. On the other hand,
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growth in space has become an area of interest due to its potential to support long-term space missions and
even colonize other planets. This topic involves studying the behavior of living organisms in microgravity
conditions, vacuum, and high radiation environments, which can provide insights into the fundamental

principles of life.

DEFINITION OF BIOLOGICAL THREATS IN SPACE

Biological threats in space refer to the potential danger posed by microorganisms or pathogens that may
exist in extraterrestrial environments or travel from Earth into space habitats. The possibility of such threats
arises since microorganisms are ubiquitous and can survive in extreme conditions, including those in space. In
addition, human space exploration and colonization activities involve the introduction of new organisms into
extraterrestrial environments, which could disrupt existing ecosystems and pose risks to human health.

The potential biological threats in space include both naturally occurring microorganisms and those tha